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Cisco Certified Network Associate Exam 52 5 200-301 5% 5% & (Q135-
Q140):

M #135
Which design element is a best practice when deploying an 802.11b wireless infrastructure?

e A setting the maximum data rate to 54 Mbps on the Cisco Wireless LAN Controller

¢ B. disabling TCP so that access points can negotiate signal levels with their attached wireless devices

¢ C. configuring access points to provide clients with a maximum of 5 Mbps

¢ D. allocating nonoverlapping channels to access points that are in close physical proximity to one another
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Section: Network Access

B #136
Refer to the exhibit.

& _—
1 10.100.1.0 2

An OSPF neighbor relationship must be configured using these guidelines:
* R1 is only permitted to establish a neighbor with R2
* R1 will never participate in DR elections
* R1 will use a router-id of 101.1.1.
‘Which configuration must be used?
A
inllrfnct Loopback0
ip address 10.1.1.1 265.265.265.265

interface FastEthernet/0
ip address 10.100.1.1 265,256.255.252
ip ospf priority 100
ip access-group 102 in

router ospf 10
log-adjacency-changes
network-10.1.1.1 0.0.0.0 area 0
network 10.100.1.0 0.0.0.3 area 0
ospf router-id 10.1.1.1

accesslist 102 perniitad rb-t 10.100.1.2 host 224.0.0.5
access-ist 102 deny 28 any any
access-list 102 pe ip.any any

B)
interface Loopback0
ip address 10.1.1.1 255.265.255.256
interface FastEthernet0/0
ip address 10.100.1.1 255.255.255.252
ip ospf priority 0 ,((\
ip access-group 102 in C-O
router ospf 10 ( .
log-adjacency-c
network 10. m ﬁ area 0
network 1 OGOUSamaG

router-id 1 ._1 A4

access-list 102 permit 88 host 10.100.1.2 host 224.0.0.5
access-ist :u.'lz.dnm' SBany any

access-ist 102 parmit !pa ny any

9)

interface FastEthemetOmn0
ip address 10.100.1.1 255.255.255.252
ip oapf priority 100
ip access-group 102 in

router ospl 10
log-adjacency -changes
network 10.1.1.1 0.0.0,0 area 0
metwork 10.100.7.0.0.000.3 area 0
ospl roumr-lf.l 10111

access-list 10 pam 89 haumn 100.1.2 host 224.0.0.5
access-list 102 deny 89 ahy any
access-list 102 permnt p any any

interface FastEiheme Do
p address 10.900.1.9 355 355 355 257
ip ospl priority 0
I access.group 102 in

rouler oapt 10 L
bog-adyacency Changes - .
nmnm.i 1.1 0.0.0.0 arva 0 (& w @

0L 100, 1.0 0u0. 0.3 area O R
NHIIHI‘IIEI'I|1

aCCes 8-t 102 [Rerimit 89 host 10.10001.2 host 224.000.5

acowss-list 103 deny 2% any any

aCoons- et 103 pormit ip any an




¢ B. Option
e C. Option
¢ D. Option

Ef#: A

B #137
Refer to the exhibit.

switch(config)#interface gigabitEthernet 1/11
switch(config-if #switchport mode access
switch(config-if #spanning-tree portfast

swﬁch(conﬁg-ﬁﬂﬂpﬂ:ﬂrﬂn[g treé bpduguard enable
E ] :3' F ™

‘What is the result if Gigl/11 receives an STP BPDU?

e A. The port immediately transitions to STP forwarding,
e B. The port goes into error-disable state

e C. The port transitions to STP blocking

e D. The port transitions to the root port

Ef#: B

M #138
Drag and drop the threat-mitigation techniques from the left onto the types of threat or attack they mitigate on the right.

Configure BPDU guard. 802«ia double tagging

Configure dynamic ARP inspection ARP spoofing

| H F Configure root guard. umwanted superior BPDUs
CLSLQ Contoure VA Gaiantod SPUUN o0 TOF I sadbad WenTices




Configure BPDU guard. Configure VACL
i - i - - i + A
Configure dynamic ARP inspection f Configure dynamic ARP inspection
|
B = B = e = . B - S S ————
Configure root guard Configure root guard -
__________________________ Pl ] o B e |
Configure VACL Configure BPDU gu*d:
: |

Configure VACL

Configure dynamic ARP jnspection

Confipure root guard.

¥ Configure BPOU guard

Double-Tagging attack:In this attack, the attacking computer generates frames with two 802.1Q tags. The first tag matches the
native VLAN of'the trunk port (VLAN 10 in this case), and the second matches the VLLAN of a host it wants to attack (VLAN
20).When the packet from the attacker reaches Switch A, Switch A only sees the first VLAN 10 and it matches with its native
VLAN 10 so this VLAN tag is removed. Switch A forwards the frame out all links with the same native VLAN 10. Switch B
receives the frame with an tag of VLAN 20 so it removes this tag and forwards out to the Victim computer.Note: This attack only
works if the trunk (between two switches) has the same native VLLAN as the attacker.To mitigate this type of attack, you can use
VLAN access control lists (VACLs, which applies to all traffic within a VLAN. We can use VACL to drop attacker traffic to
specific victims/servers) or implement Private VLLANs.ARP attack (like ARP poisoning

/spoofing) is a type of attack in which a malicious actor sends falsificd ARP messages over a local area network as ARP allows a
gratuitous reply froma host even if an ARP request was not received. This results in the linking of an attacker's MAC address with
the IP address of'a legitimate computer or server on the network. This is an attack based on ARP which is at Layer 2.Dynamic ARP
mspection (DAI) is a security feature that validates ARP packets in a network which can be used to mitigate this type of attack.

B02.1Q

Nagve SMA’ Natve Swlu:hB’
VLAN 100 VEAN 100

Attacker Target in
VLAN 200

HE #139
Refer to the exhibit.



IBGP route 10.0.0,0/30
RIP route 10.0:0:0/30

OSPF route 10.0.0.0/16
OSPF route 10.0.0.0/30
EIGRP route 10.0.0.1/32

A router reserved these five routes from different routing information sources.
Which two routes does the router install in its routing table? (Choose two)

A. RIP route 10.0.0.0/30

B. OSPF route 10.0.0.0/16

C. OSPF route 10.0.0.0/30

D. EIGRP route 10.0.0.1/32
E. iBGP route 10.0.0.0/30

EfE: C. D
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