300-710 b L —=> 7 & 300-710& ¥ B8 5% ke

P.S. JPTestKing#3Google Drive CH:A L T 2 R 4 D L 12300-710K% > 7°:  hitps/drive.google.conm/open?
id=1_IEwzAas8TYdeUgelKak6uBgphqAljUe

2347V B MLY FD300-7I0ERB AT 3. Y o—FLTHHACRAL TAZ I ERTEET.
BMOOR—viE7E4RMEL 5. BRE. BANIC 247> MZRA PVO—EE55 . 300-7104 14 F
LY PREDEI R LD THEZDEMBOEZIETT. COR—YTIE. 300-710454 F bL > FOER & H
BEOBEENLTHET. BR7E2RL TAH3 &, 300-710RBE b L > FBSEAT AHESH 25 E D » % H
WiT& & 4. JPTestKingl 728> T 8& 5 JBEKC T2 0ME DD ¥ A. &7, 300-710:8 D &2 % 3L
Y. fMiEzED EEA

Cisco 300-7107A8%1E - AT 2. OMAL KEREVEL T3 hBNLRABTY. BEEL. ABzx
JBRIES Ay b7 —2F 2 )T 1 OMEETHCHEML . Cisco Firepower7 /31 ZACKHEL T 3 BELRH
D &3, Cisco300-710:RBRic BT 2 &, BFEEE. SHORHAMNIG CEE 4 KE T % Cisco Firepower7 /¥
AEFHLCAY N7 — 2 2 RBT 2DV BELZAFVERMBERF>THBZIEERLTWLE T,

>>300-710 b L —= > 7 <<

300-710& # BN 15 5% B2 & 300-710% [ A Bk

Bikh 5300-7102EHM 2 AT 2548 BHED300-710%EME L REOF— A5 RMFETETIAL L
TY. HHOBEZE [HEGH. EEEMH] CF. YHE IR TOBERCEELBERILY A7 o Lfgen®E
Y A7 LR T 2L E2HRTEE 7. BHD300-710ZEHMORE L — L A DWTOLERET 2 BEE
HY EEA. BIEDS300-TI0EEHELBAT R L 2D GE. BRE2E 20 CBLI3VDERITMBC
Lk ET,

Cisco Securing Networks with Cisco Firepower 58X 300-710 5 B [ fH
(Q127-Q132):

HA #127

An engineer is configuring URL filtering tor a Cisco Secure Firewall Threat Defense device in Cisco Secure Firewall Management
Centre. Use's must receive a warning when they access

.. wwww badaduitsito com with the option of continuing to the website if they choose to No other websites should he blocked.
‘Which two actions must the engineer take to moot these requirements?
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A. Configure an access control rule that matches the Adult URL category and sot the action to Interactive Block

B. On the HTTP Responses tab of the access control policy editor, set the Interactive Block Response Page to System-
provided.

C. On the HTTP Responses tab of the access control policy editor set the Block Response Page to Custom.

D. Configure

an access control rule that matches an URL object for http//www.Dadadullsile.com

"and set the action to Interactive Block.

¢ E. Configure the default action for the access control policy to Interactive Block.

iEﬁ: B\ D

iR

To configure URL filtering such that users receive a warning when they access a specific webstte (e.g,,
http//www.badadultsite.com) and have the option to continue to the site, the engineer needs to perform the following actions:

* Configure an access control rule:

* Create a URL object for http//www.badadultsite.com.

* Set the action for this URL object to "Interactive Block," which prompts the user with a warning and allows themto proceed if
they choose to.

* Set the Interactive Block Response Page:

* Navigate to the HTTP Responses tab in the access control policy editor.

* Set the Interactive Block Response Page to "System-provided" to ensure that users see the default warning page provided by
Cisco Secure Firewall Management Center.

These actions ensure that only the specified website triggers an interactive block, while other websites are not blocked.
References: Cisco Secure Firewall Management Center Administrator Guide, Chapter on Access Control and URL Filtering,

H #128

A security engneer is configuring an Access Control Policy for multiple branch locations. These locations share a common rule set
and utilize a network object called INSIDE NET which contains the locally significant internal network subnets at each location.
Which technique will retain the policy consistency at each location but allow only the locally significant network subnet within the
applicable rules?

e A creating a unique Access Control Policy per device

¢ B. utilizing policy inheritance

e C. creating an Access Control Policy with an INSIDE NET network object and object overrides
e D. utilizing a dynamic Access Control Policy that updates from Cisco Talos

Ef#: C

g #129
‘Which action must be taken to configure an isolated bridge group for IRB mode on a Cisco Secure Firewall device?

A. Define the NAT pool for the blocked traffic.
B. Remove the route from the routing table.

C. Add the restricted segment to the ACL.

D. Leave BVI interface name empty.

IEfE: D

AR

To configure an isolated bridge group for Integrated Routing and Bridging (IRB) mode on a Cisco Secure Firewall device, the action
to take is to leave the BVI (Bridge Virtual Interface) interface name empty. This ensures that the bridge group operates in an isolated
manner, where Layer 3 routing is not applied to the bridged interfaces, effectively isolating the traffic within the bridge group.

Steps:

Access the firewall's configuration interface.

Configure the bridge group interfaces.

Ensure that the BVI interface nane is left empty to isolate the bridge group.

This configuration prevents Layer 3 routing for the isolated bridge group, ensuring that traffic remains contained within the bridge

group.



B #130

A user within an organization opened a malicious file on a workstation which in turn caused a ransomware attack on the network.
‘What should be configured within the Cisco FMC to ensure the file is tested for viruses on a sandbox system?

¢ A. Capacity handling

¢ B. Spere analysis

¢ C. Local malware analysis
¢ D. Dynamic analysis

IEf#: D

TR
httpsy//www.cisco.comvc/en/us/td/docs/security/firepower/60/configuration/guide/fpme-config- guide-
vo0/Reference a wrapper Chapter topic_here.htmi#ID-2199-000005fa

HM #131
‘Which object type supports object overrides?

e A time range

¢ B. security group tag
e C. DNS server group
¢ D. network object

Ef#: D

fEEL:
Reference: httpsy//www.cisco.conyc/en/us/td/docs/security/firepower/60/configuration/guide/fpme-config- guide-
vo0/Reusable Objects.htmitfconcept 8BFESBIAS3D742D9B647A74F7ADS0053
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