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A company uses Amazon RDS for MySQL as the database for a critical application. The database workload is mostly writes, with
a small number of reads.

A data engineer notices that the CPU utilization of the DB instance is very high. The high CPU utilization is slowing down the
application. The data engineer nusst reduce the CPU utilization of the DB Instance.

‘Which actions should the data engineer take to meet this requirement? (Choose two.)

A. Modify the database schema to include additional tables and indexes.

B. Implement caching to reduce the database query load.

C. Reboot the RDS DB mstance once each week.

D. Upgrade to a larger instance size.

E. Use the Performance Insights feature of Amazon RDS to identify queries that have high CPU utilization. Optimize the
problematic queries.

_EE%: B\ E
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Amazon RDS is a fully managed service that provides relational databases in the cloud. Amazon RDS for MySQL is one of the
supported database engines that you can use to run your applications. Amazon RDS provides various features and tools to monitor
and optimize the performance of your DB instances, such as Performance Insights, Enhanced Monitoring, CloudWatch metrics and
alarms, etc.

Using the Performance Insights feature of Amazon RDS to identify queries that have high CPU utilization and optimizing the
problematic queries will help reduce the CPU utilization of the DB instance. Performance Insights is a feature that allows you to
analyze the load on your DB instance and determine what is causing performance issues. Performance Insights collects, analyzes,
and displays database performance data using an interactive dashboard. You can use Performance Insights to identify the top SQL
statements, hosts, users, or processes that are consuming the most CPU resources. You can also drill down into the details of each
query and see the execution plan, wait events, locks, etc. By using Performance Insights, you can pinpoint the root cause of the high
CPU utilization and optimize the queries accordingly. For example, you can rewrite the queries to make them more efficient, add or
remove indexes, use prepared statements, etc.

Implementing caching to reduce the database query load will also help reduce the CPU utilization of the DB instance. Caching is a
technique that allows you to store frequently accessed data in a fast and scalable storage layer, such as Amazon ElastiCache. By
using caching, you can reduce the number of requests that hit your database, which in turn reduces the CPU load on your DB
nstance. Caching also improves the performance and availability of your application, as it reduces the latency and increases the
throughput of your data access.

You can use caching for various scenarios, such as storing session data, user preferences, application configuration, etc. You can
also use caching for read-heavy workloads, such as displaying product details, recommendations, reviews, etc.

The other options are not as effective as using Performance Insights and caching, Modifying the database schema to include
additional tables and indexes may or may not improve the CPU utilization, depending on the nature of the workload and the queries.
Adding more tables and indexes may increase the complexity and overhead of the database, which may negatively affect the
performance. Rebooting the RDS DB instance once each week will not reduce the CPU utilization, as it will not address the
underlying cause of the high CPU load. Rebooting may also cause downtime and disruption to your application. Upgrading to a
larger instance size may reduce the CPU utilization, but it will also increase the cost and complexity of your solution.

Upgrading may also not be necessary if you can optimize the queries and reduce the database load by using caching, References:

* Amazon RDS

* Performance Insights

* Amazon ElastiCache

* [AWS Certified Data Engineer - Associate DEA-C01 Complete Study Guide], Chapter 3: Data Storage and Management,
Section 3.1: Amazon RDS
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A company manages an Amazon Redshift data warehouse. The data warehouse is in a public subnet inside a custom VPC A
security group allows only traffic from within itsel- An ACL is open to all traffic.

The company wants to generate several visualizations in Amazon QuickSight for an upcoming sales event.

The company will run QuickSight Enterprise edition in a second AWS5 account inside a public subnet within a second custom VPC.
The new public subnet has a security group that allows outbound traffic to the existing Redshift cluster.

A data engineer needs to establish connections between Amazon Redshift and QuickSight. QuickSight must refresh dashboards by
querying the Redshift cluster.

‘Which solution will meet these requirements?

e A, Configure the Redshift security group to allow inbound traffic on the Redshift port from the QuickSight security group.



¢ B. Assign Elastic IP addresses to the QuickSight visualizations. Configure the QuickSight security group to allow inbound
traffic on the Redshift port from the Elastic IP addresses.

¢ C. Create a QuickSight gateway endpoint in the Redshift VPC. Attach an endpoint policy to the gateway endpoint to ensure
only specific QuickSight accounts can use the endpoint.

¢ D. Confirm that the CIDR ranges of the Redshift VPC and the QuickSight VPC are the same. If CIDR ranges are different,
reconfigure one CIDR range to match the other. Establish network peering between the VPCs.

Ef#: A
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A company uses Amazon RDS to store transactional data. The company runs an RDS DB instance in a private subnet. A developer
wrote an AWS Lambda function with default settings to insert, update, or delete data in the DB instance.

The developer needs to give the Lambda fimction the ability to connect to the DB instance privately without using the public internet.
‘Which combination of steps will meet this requirement with the LEAST operational overhead? (Choose two.)

¢ A. Update the security group of the DB instance to allow only Lambda function invocations on the database port.

¢ B. Configure the Lambda function to run in the same subnet that the DB instance uses.

e (. Attach the same security group to the Lambda function and the DB instance. Include a self-referencing rule that allows
access through the database port.

¢ D. Turn on the public access setting for the DB instance.

¢ E. Update the network ACL of the private subnet to include a self-referencing rule that allows access through the database
port.

Ef#: B. C

fEEL:

To enable the Lambda function to connect to the RDS DB instance privately without using the public internet, the best combination
of steps is to configure the Lambda function to run in the same subnet that the DB instance uses, and attach the same security group
to the Lambda function and the DB instance. This way, the Lambda function and the DB instance can communicate within the same
private network, and the security group can allow traffic between them on the database port. This solution has the least operational
overhead, as it does not require any changes to the public access setting, the network ACL, or the security group of the DB
nstance.

The other options are not optimal for the following reasons:

* A. Turn on the public access setting for the DB instance. This option is not recommended, as it would expose the DB instance to
the public internet, which can compromise the security and privacy of the data. Moreover, this option would not enable the Lambda
function to connect to the DB instance privately, as it would still require the Lambda finction to use the public internet to access the
DB instance.

* B. Update the security group of the DB instance to allow only Lambda finction invocations on the database port. This option is
not sufficient, as it would only modify the inbound rules of the security group of the DB instance, but not the outbound rules of the
security group of the Lambda function.

Moreover, this option would not enable the Lambda finction to connect to the DB instance privately, as it would still require the
Lambda function to use the public internet to access the DB instance.

* E. Update the network ACL of'the private subnet to include a self-referencing rule that allows access through the database port.
This option is not necessary, as the network ACL of the private subnet already allows all traffic within the subnet by default.
Moreover, this option would not enable the Lambda finction to connect to the DB instance privately, as it would still require the
Lambda function to use the public internet to access the DB instance.

References:

* 1: Connecting to an Amazon RDS DB instance

* 2: Configuring a Lambda fimction to access resources ina VPC

* 3: Working with security groups

* : Network ACLs
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A data engineer needs to schedule a workflow that runs a set of AWS Glue jobs every day. The data engineer does not require the
Glue jobs to run or finish at a specific time.

‘Which solution will run the Glue jobs in the MOST cost-effective way?

e A Use the Spot Instance type in Glue job properties.
e B. Choose the STANDARD execution class in the Glue job properties.



e C. Choose the latest version in the GlueVersion field in the Glue job properties.
¢ D. Choose the FLEX execution class in the Glue job properties.

IEf#: D
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The FLEX execution class allows you to run AWS Glue jobs on spare compute capacity instead of dedicated hardware. This can
reduce the cost of running non-urgent or non-time sensitive data integration workloads, such as testing and one-time data loads. The
FLEX execution class is available for AWS Glue 3.0 Spark jobs. The other options are not as cost-effective as FLEX, because they
either use dedicated resources (STANDARD) or do not affect the cost at all (Spot Instance type and GlueVersion). Reference:
Introducing AWS Glue Flex jobs: Cost savings on ETL workloads

Serverless Data Integration - AWS Glue Pricing

AWS Certified Data Engineer - Associate DEA-C01 Complete Study Guide (Chapter 5, page 125)

R #217
A data engineer needs to use Amazon Neptune to develop graph applications.
Which programming languages should the engineer use to develop the graph applications? (Select TWO.)

A. SQL

B. Gremlin

C. Spark SQL
D. ANSI SQL
E. SPARQL

Ef#: B. E
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Amazon Neptune supports graph applications using Gremlin and SPARQL as query languages. Neptune is a fully managed graph
database service that supports both property graph and RDF graph models.

Option A: Gremlin

Gremlin is a query language for property graph databases, which is supported by Amazon Neptune. It allows the traversal and
manipulation of graph data in the property graph model.

Option D: SPARQL

SPARQL is a query language for querying RDF graph data in Neptune. It is used to query, manipulate, and retrieve information
stored in RDF format.

Other options:

SQL (Option B) and ANSI SQL (Option C) are traditional relational database query languages and are not used for graph
databases.

Spark SQL (Option E) is related to Apache Spark for big data processing, not for querying graph databases.

Reference:

Amazon Neptune Documentation

Gremlin Documentation

SPARQL Documentation
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