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CertiProf Certified ISO/TIEC 27001:2022 Foundation Sample Questions (Q15-
Q20):

NEW QUESTION # 15
According to ISO/IEC 27001:2022, is it necessary to ensure that the Information Security Management System can achieve its
intended results?

A. Tt is a requirement to be fulfilled

B. None of the above

C. It is only an observation to keep in mind when auditing the management system
D. It is a recommendation, but not a requirement

Answer: A
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Explanation:

ISO/IEC 27001:2022 requires the organization to plan actions to address risks and opportunities so that the ISMS can achieve its
intended outcomes, prevent or reduce undesired effects, and achieve continual improvement. This is a direct requirement of the
standard and not optional guidance. Therefore, option B is the correct answer.

NEW QUESTION # 16
According to ISO/IEC 27001:2022, is it necessary to formulate an information security risk treatment plan?

A. It is a requirement to be fulfilled

B. None of the above

C. It is only an observation to keep in mind when auditing the management system
D. It is a recommendation, but not a requirement

Answer: A

Explanation:

ISO/IEC 27001:2022 requires the organization to define and apply an information security risk treatment process and to prepare a
risk treatment plan. This is a mandatory requirement within clause 6 on planning,

The purpose of the plan is to define how identified information security risks will be treated, which controls will be selected, and how
the treatment decisions will be implemented. Therefore, it is not optional guidance or an audit note, but a formal requirement. For
that reason, option B is correct.

NEW QUESTION # 17
According to the terms and definitions associated with ISO 27001, authenticity is defined as:

e A The ability to prove that a claimed event has occurred or that a claimed action was performed by the entities that originated
it

¢ B. None of the above

e (. The property that an entity is what it clains to be

e D. The property of consistency in behaviour and intended results

Answer: C

Explanation:

In ISO information security terminology, authenticity means the property that an entity is what it claims to be.

This concept is distinct from non-repudiation, which relates to the ability to prove that an event or action occurred and cannot later
be denied. It is also distinct from integrity, which concerns accuracy and completeness. Therefore, option B is correct.

NEW QUESTION # 18
What does ISO/IEC 27001:2022 require in order to evaluate information security performance and the effectiveness of the
Information Security Management System?

e A. Information security tools to evaluate information security performance and system effectiveness

e B. The organization must determine what needs to be monitored and measured, including information security processes and
controls

e C. A person designated by top management with expertise to evaluate information security performance and system
effectiveness

e D. A consultancy to accurately perform the evaluation of nformation security performance and validate the effectiveness of
the management system

Answer: B

Explanation:

ISO/IEC 27001:2022 requires the organization to determine what needs to be monitored and measured, including information
security processes and controls, the methods for monitoring, measurement, analysis, and evaluation, when these activities will be
performed, and when the results will be analyzed and evaluated.



The standard does not mandate a specific tool, consultant, or designated individual for compliance. Therefore, option C is the
correct answer.

NEW QUESTION # 19
Which statement describes a critical success factor for an Information Security Management System ISMS?

A. Appointing at least two internal auditors for the information security system

B. Performing a second-party audit

C. Hiring an information security coordinator

D. Implementing a measurement system used to evaluate information security management performance and provide
suggestions for improvement

Answer: D

Explanation:

An effective ISMS depends on monitoring, measurement, analysis, and evaluation. ISO/IEC 27001:2022 requires the organization
to determine what needs to be monitored and measured, how this will be done, and when the results will be analyzed and evaluated.
A measurement system supports informed decision-making, demonstrates performance, and enables continual improvement. The
other options may be useful in some organizations, but they are not critical success factors defined by the standard. Therefore, option
B is the best answer.

NEW QUESTION # 20
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