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HE#78
An administrator created a bucket for an upcoming project where internal users as well as an outside consultant .... Object Browser.

The admmnistrator needs to provide both internal and consultant access to the same bucket.
The organization would like to prevent internal access to the consultant, based on their security policy.
Which two items are requires to fulfill this requirement (Choose two.)

¢ A Generate access keys based on directory and email-based users.
¢ B. Configure Directory Services under the Access Keys section

e (. Install third-party software for bucket access to all users.

e D. Generate access keys using third-party software.

_IEﬁ: A\ B

R -

Nutanix Objects supports directory services integration, which allows administrators to configure access keys based on directory
and email-based users. This enables granular access control and security for buckets and objects. The administrator can configure
directory services under the Access Keys section in Prism Central, and then generate access keys for internal users from the
directory service and for the consultant from an email address2. Reference: Nutanix Objects Administration Guide2

B #79
What is a prerequisite for deploying Smart DR?

¢ A. Requires one-to-many shares.
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¢ B. The primary and recovery file servers must have the same domain name.
o (. The Files Manager must have at least three file servers.
e D. Open TCP port 7515 on all client network IPs uni-directionally on the source and recovery file servers.

IEf#: B

RN -

Smart DR in Nutanix Files, part of Nutanix Unified Storage (NUS), simplifies disaster recovery (DR) by automating replication
policies between file servers (e.g,, using NearSync, as seen in Question 24). Deploying Smart DR has specific prerequisites to
ensure compatibility and successful replication between the primary and recovery file servers.

Analysis of Options:

* Option A (Open TCP port 7515 on all client network IPs uni-directionally on the source and recovery file servers): Incorrect. Port
7515 is not a standard port for Nutanix Files or Smart DR commumication. Smart DR replication typically uses ports like 2009 and
2020 for data transfer between FSVMS, and port 9440 for communication with Prism Central (as noted in Question 45). The client
network IPs (used for SMB/NFS traffic) are not involved in Smart DR replication traffic, and uni- directional port opening is not a
requirement.

* Option B (The primary and recovery file servers must have the same domain name): Correct.

Smart DR requires that the primary and recovery file servers are joined to the same Active Directory (AD) domain (i.e., same
domain name) to ensure consistent user authentication and permissions during failover. This is a critical prerequisite, as mismatched
domains can cause access issues when the recovery site takes over, especially for SMB shares relying on AD authentication.

* Option C (Requires one-to-many shares): Incorrect. Smart DR does not require one-to-many shares (.

e., a single share replicated to multiple recovery sites). Nutanix Files supports one-to-one replication for shares (e.g,, primary to
recovery site, as seen in the exhibit for Question 24), and one-to-many replication is not a prerequisite-it's an optional configuration
not supported by Smart DR.

* Option D (The Files Manager must have at least three file servers): Incorrect. "Files Manager" is not a standard Nutanix term, but
assuming it refers to the Files nstance or deployment, there is no requirement for three file servers. Smart DR can be deployed with
a single file server on each site (primary and recovery), though three FSVM s per file server are recommended for high availability
(not file servers). This option misinterprets the requirement.

‘Why Option B?

Smart DR ensures seamless failover between primary and recovery file servers, which requires consistent user authentication. Both
file servers must be joined to the same AD domain (same domain name) to maintain user permissions and access during failover,
especially for SMB shares. This is a documented prerequisite for Smart DR deployment to avoid authentication issues.

Exact Extract from Nutanix Documentation:

From the Nutanix Files Administration Guide (available on the Nutanix Portal):

"A prerequisite for deploying Smart DR is that the primary and recovery file servers must be joined to the same Active Directory
domain (same domain name). This ensures consistent user authentication and permissions during failover, preventing access issues
for clients."

Nutanix Files Administration Guide, Version 4.0, Section: "Smart DR Prerequisites” (Nutanix Portal).
Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Section: "Nutanix Files Disaster Recovery Setup".

E R #80
Before upgrading Files or creating a file server, which component must first be upgraded to a compatible version?

A. Prism Central
B. FSVM

C. File Analytics
D. FSM

IEf#E: A

AR :

The component that must first be upgraded to a compatible version before upgrading Files or creating a file server is Prism Central.
Prism Central is a web-based user nterface that allows administrators to manage multiple Nutanix clusters and services, including
Files. Prism Central must be upgraded to a compatible version with Files before upgrading an existing file server or creating a new
file server. Otherwise, the upgrade or creation process may fail or cause unexpected errors. References: Nutanix Files
Administration Guide, page 21; Nutanix Files Upgrade Guide

R #81



Within the Prism Central Entity > Services > Objects menu option, what is the correct task order for creating an object storage?

|- — Ny

IEf#:

i

Click Download Creation Checkintto download the list of p
Select Obgect Store Servscesand dlick Enable

ATHORST 4, Fainon, & 5
SERCCT UIDHCT STONG ServeCes and CCK Enalie,
Click Create Object Store to start creating the first Object Stomes

R #82
An administrator has been directed to configure Volumes to Nutanix's best practices for security.
‘What should the administrate! do to be compliant?

A. Configure Volume Groups to use CHAP.

B. Enable at-rest encryption on Volume Groups.

C. Use data services IP for external host connectivity.

D. Segment iSCSI traffic to a physically separate network.

EfE: A

fiE bt

Nutanix Volurres is a feature that allows users to create and manage block storage devices (volume groups) on a Nutanix cluster.
Volume groups can be accessed by external hosts using the iSCSI protocol. To secure volume groups from unauthorized access,
Nutanix recommends configuring CHAP (Challenge-Handshake Authentication Protocol) for each volume group in Prism Element.
CHAP is a security feature that authenticates iISCSI mitiators and targets before allowing access to a volume group. CHAP requires
both the initiator and the target to have a shared secret (a password) that is used to generate a challenge and a response during the
authentication process. CHAP can prevent unauthorized access to volume groups and protect data from malicious attacks.
Reference: Nutanix Volumes Admmistration Guide, page 25; Nutanix Volumes Security Guide
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