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BR #133
‘What best describes what happens to detections in the console after clicking "Enable Detections" for a host which previously had its
detections disabled?

e A. New detections will start appearing in the console immediately. Previous detections will not be restored to the console for
that host
e B. New detections will start appearing in the console, and all retroactive stored detections will be restored to the console for
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that host
e C. Enables custom detections for the host
e D. Preventions will be enabled for the host

EfE: A

R -

The option that best describes what happens to detections in the console after clicking "Enable Detections" for a host which
previously had its detections disabled is that new detections will start appearing in the console immediately. Previous detections will
not be restored to the console for that host. The "Enable Detections" feature allows you to enable or disable the detection and
prevention capabilities of the Falcon sensor on a specific host. When you disable detections for a host, the sensor will stop sending
any detection or prevention events to the Falcon console, and any existing events for that host will be removed from the console.
‘When you enable detections for a host, the sensor will resume sending any new detection or prevention events to the Falcon
console, but any previous events for that host will not be restored to the console.

H #134

During a simulated training exercise with your security team, an analyst used Falcon to network contain a host. It was then
discovered that containing this specific host interrupted some key business processes and resulted in lost revenue.

As the Falcon Administrator, what can be done to prevent this interruption in the future?

¢ A. Configure your containment policy to allow the IP addresses for those key business processes so that your hosts will be
allowed to communicate with them, even if those hosts are contained

¢ B. Add this Falcon host to your deny list so that it is never able to be network contained again

e C. Collaborate with the firewall engineers so that in the future, network containment would only deny external IP addresses
and no internal IP addresses

e D. Educate the analyst so they can understand and memorize which hosts are safe to network contain, and which would cause
harmif contained

Ef: A

HH #135
‘What critical prevention policy setting prevents sensor-related files, folders, and registry objects from being renamed or deleted?

A. Host Modification Protection

B. Sensor Tampering Protection

C. Sensor Modification Protection
D. System Configuration Protection

EfE: B

H R #136
What is the finction of a single asterisk (*) in an ML exclusion pattern?

e A The single asterisk will match any number of characters, including none. It does not include separator characters, such as \
or /, which separate portions of a file path

e B. The single asterisk is only used to start an expression, and it represents the drive letter

e C. The single asterisk will match any number of characters, including none. It does include separator characters, such as \ or/,
which separate portions of a file path

e D. The single asterisk is the insertion point for the variable list that follows the path

IEf#E: A
"

Reference: https://docs.microsoft.com/en-us/azure/machine-learning The asterisk is a wildcard character that can be used in
exclusion patterns to match any number of characters. However, it does not match separator characters, such as \ or /, which are
used to separate portions of a file path. For exanple, the pattern C:\Windows\*\*.exe will match any executable file in any subfolder
of the Windows folder, but not in the Windows folder itself.



HA #137
‘What internet domain needs to be added to any required allowlists to allow sensors to communicate with the CrowdStrike Cloud?

A. cloudsink.net

B. falconcloud.net

C. cloudprotect-cs.net
D. csfalcon.net

EfE: A
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