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HE#53
Workload security HCL HWA 10.2 audit logs credential access attempts. Admin views job parameters containing DB passwords in
DWC. What configuration masks credentials in audit trails?
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A. Audit logging excludes job parameters by default

B. security.txt: audit=mask credentials

C. DWC UI redacts credentials autormatically

D. localopts AUDIT CREDENTIAL MASKING=YES; AUDIT SENSITIVE FIELDS=DB PASSWORD

HE: D

Y.
Audit masking protects sensitive data in logs. localopts AUDIT CREDENTIAL MASKING=YES masks password fields in audit
records. DWC audit view shows DB PASSWORD=[MASKED)], preserving compliance without exposing production credentials.

EE #54
Security file Global Settings block shadow jobs globally, but testing requires exceptions. Which entry whitelists test workstations?

A. [Shadows] test=true

B. [GlobalShadow]| exemptWorkstations=TEST *
C. SHADOW TEST EXEMPT=*

D. global.shadow.allow=TEST *

2
I

SH: B
3.
[GlobalShadow] exemptWorkstations=TEST * permits shadows on test nodes.

HE #55

Scenario: After enabling SSL on the DWC with custom certificates, browser access shows "certificate not trusted" despite CA
mmport on clients. The certificate CN is the MDM hostname, but DWC is on a separate host. What resolves this for mult- DWC
setups? (Select three)

A. Use SAN extensions in the certificate including all DWC hostnames/IPs

B. Synchronize TWSServerKeyFile.jks across all DWCs from a common template
C. Import DWC-specific client certificates into MDM truststore

D. Redirect DWC traffic via load balancer presenting unified certificate

E. Configure Liberty virtual hosts with alias matching

M. ABD

M.

Use SAN extensions in the certificate including all DWC hostnames/IPs allows a single server certificate to validate against multiple
access points. Synchronize TWSServerKeyFile.jks across all DWCs froma common template ensures consistent identity
presentation. Redirect DWC traffic via load balancer presenting unified certificate offloads certificate management to a front-end
with wildcard or multi-domain cert.

BE #56

Master domain manager failover during HCL HWA 10.2 production cycle leaves 75 FTAs with stale Symphony causing planman
UPGRDISTREAM 'version mismatch" for 2400 final streans. Secondary MDM Symphony sync complete. What production cycle
recovery synchronizes workstations?

A. conman "startup fta75#"; planman resyncplan

B. planman symreq fta75#; planman UPGRDJSTREAM /FORCE
C. conman "resetsynreq fta75#*"; upgrade manually

D. Secondary MDM planman create; primary extend

He:. B

Y.
planman symreq fta75#* forces secondary MDM Symphony sync to 75 FTAs; UPGRDJISTREAM /FORCE completes 2400
stream upgrades post-failover. Targeted workstation sync preserves production cycle versus full plan creation or manual upgrades



maintaining failover transparency.

HAE #57
Customizing certificates for HCL HWA 10.2 MDM and DWC with chain of 3 intermediate CAs fails validation: "PKIX path
building failed". Truststore contains only root CA'. What keytool command imports full chain correctly?

A. cat root.crt int].crt int2.crt mdmeert > fullchain.pem; keytool -importcert -file fullchain. pem -keystore truststore. jks

B. keytool -importcert -trustcacerts -alias mdm-chain -file fullchain.pem -keystore STWA HOME/ssl/truststore. jks

C. keytool -importcert -alias int-cal -file intl.crt -keystore truststore.jks; keytool -importcert -alias int-ca2 -file nt2.crt -
keystore truststore.jks

D. openssl crl2pkes7 -nocrl -certfile chain.pem | keytool -importcert -alias chain -keystore truststore.jks

HE: B

Y.

Java requires conplete certificate chain in single PEM import with trustcacerts flag. cat mdm.crt int2.crt int1.crt root.crt >
fullchain.pemy;, keytool -importcert - trustcacerts -alias mdmfullchain -file fullchain.pem -keystore

$TWA HOMETWS eclipse/sslitruststore.jks -storepass tws imports entire chain. Verify keytool -list -v -keystore truststore.jks |
grep mdm-fullchain shows chain length 4, openssl s_client -connect mdm:31115 succeeds.
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