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A B (Q411-Q416):

HH #411

Your organization's security policy requires that all privileged users either use frequently rotated passwords or one-time access
credentials in addition to username/password.

Which two of the following options would allow an organization to enforce this policy for AWS users?

(Choose two.)

A. Configure multi-factor authentication for privileged 1AM users

B. Implement identity federation between your organization's Identity provider leveraging the 1AM Security Token Service
C. Enable the 1AM single-use password policy option for privileged users

D. Create 1AM users for privileged accounts

Ef#: B. C

H #412

A company has multiple web applications running on Amazon EC2 instances in private subnets. The EC2
instances require connectivity to the internet for patching purposes, but cannot be publicly accessible.
Which step will meet these requirements?

A. Add a NAT gateway to the VPC and update the route tables.
B. Add an mterface endpoint and update the route tables.

C. Add a virtual gateway to the VPC and update the route tables.
D. Add an internet gateway and update the route tables.

EfE: A

fi .-
Explanation/Reference:
Reference httpy//jayendrapatil.conmyaws-vpc-nat/

g #413

You run a web application where web servers on EC2 Instances are in an Auto Scaling group. Monitoring over
the last 6 months shows that 6 web servers are necessary to handle the minimum load During the day up to 12
servers are needed five to six days per year, the number of web servers required might go up to 15.

What would you recommend to minimize costs while being able to provide hill availability?

e A. 6 Reserved instances (heavy utilization)
6 Reserved instances (medium utilization) rest covered by Spot instances
e B. 6 Reserved instances (heavy utilization).
6 On-Demand instances, rest covered by Spot Instances
e C. 6 Reserved instances (heavy utilization).
6 Reserved instances {medium utilization), rest covered by On-Demand instances
e D. 6 Reserved instances (heavy utilization)
6 Spot instances, rest covered by On-Demand instances

IEf#: B

B #414



Which of the below mentioned options is not a best practice to securely manage the AWS access credentials?

¢ A. Create strong access key and secret access key and attach to the root account
¢ B. Enable MFA for privileged users

¢ (. Keep rotating your secure access credentials at regular intervals

¢ D. Create individual IAM users

EfE: A
it

It is a recommended approach to avoid using the access and secret access keys of the root account. Thus, do not download or
delete it. Instead make the ITAM user as powerful as the root account and use its credentials.

The user cannot generate their own access and secret access keys as they are al-ways generated by AWS.

Reference: httpz//docs.aws.amazon.com/IAM/latest/UserGuide/IAMBestPractices. html

H #415

Your company Is moving towards tracking web page users with a small tracking Image loaded on each page Currently you are
serving this image out of US-East, but are starting to get concerned about the time It takes to load the image for users on the west
coast.

What are the two best ways to speed up serving this image?

Choose 2 answers

A. Use Route 53's Latency Based Routing and serve the image out of US-West-2 as well as US-East-1
B. Serve the image out through CloudFront

C. Use EBS PIOPs to serve the image faster out of your EC2 instances

D. Serve the image out of S3 so that it isn't being served oft of your web application tier

Ef#: A. B

B #416
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