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Welcone to your first day as a Fictional Company. LLC helpdesk employee. Please work the tickets in your helpdesk ticket queue.
Click on individual tickers to see the ticket details. View attachments to determine the problem.

Select the appropriate issue from the 'issue' drop-down menu. Then, select the MOST efficient resolution from the 'Resolution’
drop-down menu. Finally, select the proper command or verification to remediate or confirm your fix of the issue from the Verify

Resolve drop-down menu.
TEST QUESTION 7 X

Welcome to your first day as a Fictional
Company. LLC helpdesk employee. Please
WOrk the ticke!s In your helpgesk tcket
queue
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Click on inaividual tickets 10 see the ticket
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drop-down menu. Then, select the MOST
efficient resolution from the ‘Resolution’
drop-down menu. Finally, select the proper
commana or verification 1o remediate or
confirm your fix of the issue from the
"Verify/Resolve' drop-down menu
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B #153

h company uses shared drives as part of a workforce collaboration process. To ensure the correct access permissions, inheritance at
the top-level folder is assigned to each department. A manager's team is working on confidential material and wants to ensure only
the immediate team can view a specific folder and its subsequent files and subfolders. Which of the following actions should the
technician most likely take?

A. Turn off mheritance on the requested folder only and set the requested permissions to each file manually.

B. Turn off Inheritance at the top-level folder and set permissions to each file and subfolder manually.

C. Turn off mheritance at the top-level folder and remove all mherited permissions.

D. Turn off nheritance on the requested folder only, set the requested permissions, and then turn on inheritance under the
child folders.

IEf#: D

f#E L

For managing permissions where a specific folder needs to have different access controls than its parent, turning oft mheritance for
that specific folder is the correct approach.

Option A: Turn off mheritance on the requested folder only and set the requested permissions to each file manuallyThis is partially
correct, but setting permissions manually for each file is inefficient and error-prone.

Option B: Turn off inheritance at the top-level folder and remove all inherited permissions This action would disrupt permissions for
all other folders and files, not just the confidential folder.

Option C: Turn off mheritance at the top-level folder and set permissions to each file and subfolder manuallyThis approach is overly
broad and mnefficient, impacting more than just the specific folder that needs restricted access.

Option D: Turn off nheritance on the requested folder only, set the requested permissions, and then turn on inheritance under the



child foldersThis ensures the specific folder has unique permissions while allowing those permissions to propagate to its children,
maintaining security and ease of management.

Reference:

CompTIA A+ 220-1102 Objective 2.5 (Manage and configure basic security settings in the Windows OS), particularly file and
folder permissions and inheritance settings.

H #154

A technician is working with a company to determine the best way to transfer sensitive personal information between offices when
conducting business. The company currently uses USB drives and is resistant to change.

The company's compliance officer states that all media at rest must be encrypted. Which of the following would be the BEST way to
secure the current workflow?

A. Deploy a secondary hard drive with encryption on the appropriate workstation
B. Require files to be individually password protected with unique passwords

C. Enable BitLocker To Go with a password that meets corporate requirements
D. Configure a hardened SFTP portal for file transfers between file servers

Ef: C

HA #155
A systerms administrator is creating a new document with a list of the websites that users are allowed to access.

Which of the following types of documents is the administrator MOST likely creating?

A. Acceptable use policy

B. Access control list

C. Standard operating procedure
D. Incident report

IEf#: B

fEERA -

Explanation

An access control list (ACL) is a list of permissions associated with a system resource (object), such as a website. An ACL
specifies which users or system processes are granted access to objects, as well as what operations are allowed on given objects .
A systerms administrator can create an ACL to define the list of websites that users are allowed to access.

References: 1: Access-control list - Wikipedia (https/en. wikipedia.org/wiki/Access-control list)

M #156
An organization is centralizing support functions and requires the ability to support a remote user's desktop. Which of the following
technologies will allow a technician to see the issue along with the user?

e A VNC
e B.RDP
e C.SSH
e D. VPN

EfE: A
R -

VNC will allow a technician to see the issue along with the user when an organization is centralizing support finctions and requires
the ability to support a remote user’s desktop1
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