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ISC Certified Information Systems Security Professional (CISSP) CISSP
Prüfungsfragen mit Lösungen (Q148-Q153):
148. Frage 
Which of the following is NOT a disadvantage of symmetric cryptography when compared with asymmetric ciphers?

A. Has no built in Key distribution
B. Speed
C. Large number of keys are needed
D. Provides Limited security services
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Antwort: B

Begründung:
Explanation/Reference:
Explanation:
Symmetric cryptography is much faster than asymmetric systems, and is difficult to crack if a large key size is used.
Incorrect Answers:
A, B, D: Symmetric cryptography provides confidentiality, but not authenticity or nonrepudiation, and therefore deemed limited. It
requires a secure mechanism to deliver keys correctly. Each pair of users needs a unique key. Therefore, as the number of
individuals increase, so does the number of keys.
These are all considered weaknesses of symmetric cryptography.
References:
Harris, Shon, All In One CISSP Exam Guide, 6th Edition, McGraw-Hill, 2013, p. 783

149. Frage 
Which of the following methods of suppressing a fire is environmentally friendly and the MOST appropriate for a data center?

A. Dry-pipe sprinklers
B. Halon gas fire suppression system
C. Wet-pipe sprinklers
D. Inert gas fire suppression system

Antwort: D

150. Frage 
This OSI layer has a service that negotiates transfer syntax and translates data to and from the transfer syntax for users, which may
represent data using different syntaxes. At which of the following layers would you find such service?

A. Application
B. Presentation
C. Session
D. Transport

Antwort: B

Begründung:
It is responsible for taking information from the "Application layer protocols" and putting it in a form suitable for the application to
process.
The presentation-layer implementation of the OSI protocol suite consists of a presentation protocol and a presentation service. The
presentation protocol allows presentation-service users (PSusers) to communicate with the presentation service.
A PS-user is an entity that requests the services of the presentation layer. Such requests are made at Presentation-Service Access
Points (PSAPs). PS-users are uniquely identified by using PSAP addresses.
Presentation service negotiates transfer syntax and translates data to and from the transfer syntax
for PS-users, which represent data using different syntaxes. The presentation service is used by
two PS-users to agree upon the transfer syntax that will be used. When a transfer syntax is agreed
upon, presentation-service entities must translate the data from the PS-user to the correct transfer
syntax.
The OSI presentation-layer service is defined in the ISO 8822 standard and in the ITU-T X.216
recommendation. The OSI presentation protocol is defined in the ISO 8823 standard and in the
ITU-T X.226 recommendation. A connectionless version of the presentation protocol is specified in
the ISO 9576 standard.
To remember the OSI layers you can use the following Mnemonics:
The first one is from the bottom (Physical Layer - Layer 1) up (Application - Layer 7):
Please Do Not Throw Sausage Pizza Away
There is another mnemonic from the top down:
All People Seem To Need Data Processing
Both maps to:
1. Physical - 2. Data link - 3. Network - 4. Transport - 5. Session - 6. Presentation - 7. Application
The following answers are incorrect: Transport: Responsible for providing end to end data transport services and establish the logical



connection between COMPUTERS for example TCP and UDP
Session: Responsible for maintaing the connection between two APPLICATIONS during the data transfer for example NFS , RPC
protocol Application : Works closest to the application , it does not itself contain applications but rather the protocols that support
the applications. for example HTTP work at this layer but the application it support is IE , Mozilla , opera , chrome ...
The following reference(s) were/was used to create this question: http://www.cisco.com/cpress/cc/td/cpress/fund/ith2nd/it2432.htm
and http://en.wikipedia.org/wiki/List_of_network_protocols_%28OSI_model%29

151. Frage 
Which of the following is not a security goal for remote access?

A. Reliable authentication of users and systems
B. Easy to manage access control to systems and network resources
C. Automated login for remote users
D. Protection of confidential data

Antwort: C

Begründung:
An automated login function for remote users would imply a weak authentication, thus certainly not a security goal.
Source: TIPTON, Harold F. & KRAUSE, Micki, Information Security Management
Handbook, 4th edition, volume 2, 2001, CRC Press, Chapter 5: An Introduction to Secure
Remote Access (page 100).

152. Frage 
What is the act of obtaining information of a higher sensitivity by combining information from lower levels of sensitivity?

A. Inference
B. Aggregation
C. Polyinstantiation
D. Data mining

Antwort: B

Begründung:
Aggregation is the act of obtaining information of a higher sensitivity by combining
information from lower levels of sensitivity.
The incorrect answers are:
Polyinstantiation is the development of a detailed version of an object from another object using
different values in the new object.
Inference is the ability of users to infer or deduce information about data at sensitivity levels for
which they do not have access privilege.
Data mining refers to searching through a data warehouse for data correlations.
Sources:
KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of
Computer Security, John Wiley & Sons, 2001, Chapter 7: Applications and Systems Development
(page 261).
KRUTZ, Ronald & VINES, Russel, The CISSP Prep Guide: Gold Edition, Wiley Publishing Inc.,
2003, Chapter 7: Database Security Issues (page 358).

153. Frage
......
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