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HM #49
Refer to the exhibit. A user with IP address 192.168.162.70 is unable to connect to an HTTP application. What is a possible cause
within the Virtual Server configuration?

A. The Destination Address is configured as 192.168.162.80
B. The Virtual Server is configured as a Standard Type

C. The Service Port is configured as 0 *All Ports

D. The Source Address is configured as 10.128.10.0/24

EfE: D

R :

The failure to connect is caused by a restrictive Source Address filter configured on the Virtual Server.

Source Address Filtering: In the BIG-IP system, the Source Address field on a Virtual Server acts as an implicit Access Control List
(ACL). Only traffic originating froma client IP address that matches the specified network range will be accepted and processed by
the Virtual Server.

Analyzing the Exhibit: The provided configuration for vs_http shows the Source Address is set to

10.128.10.0/24. This means the Virtual Server will only accept connections from the subnet ranging from 10.128.10.1 to
10.128.10.254.

Identifying the Conflict: The user trying to connect has the IP address 192.168.162.70. Since

192.168.162.70 does not fall within the allowed 10.128.10.0/24 range, the BIG-IP system will not match this traffic to the Virtual
Server, effectively blocking the connection attempt.

E R #50

A BIG-1P Administrator configured the following virtual server to pass traffic on all addresses and ports.
After configuration is completed, the BIG-IP Administrator notices that the virtual server is unable to pass traffic.
Plantext

Itm virtual forwarding_any vs {

destination 0.0.0.0:any

ip-forward

mask 255.255.255.255

profiles {

fastL4 {}

}

serverssl-use-sni disabled

source 0.0.0.0/0

translate-address disabled

translate-port disabled
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}
Which part of the configuration is the cause of the issue?

e A Incorrect destination configured
e B. Incorrect mask 255.255.255.255
¢ C. Incorrect translate-address configured

EfE: B

fiR .-

The failure of the Forwarding (IP) virtual server is caused by an incorrect Network Mask configuration for a wildcard destination.
* Wildcard Destination: The administrator intends to create a "Wildcard" Virtual Server that listens for any destination IP address
(0.0.0.0).

* The Mask Conflict: A mask 0f255.255.255.255 (or /32) tells the BIG-IP to look for a specific, single host address. When
combined with 0.0.0.0, the system s literally looking for traffic destined for the IP

0.0.0.0, which is not a valid routable destination for standard traffic.

* Correct Configuration: To allow the virtual server to catch traffic for any IP address, the mask must be changed to 0.0.0.0 (or /0).
This signifies that the system should ignore all bits of the destination address and match everything,

* Forwarding Logic: The rest of the configuration-including ip-forward (Forwarding IP type), translate-address disabled, and
translate-port disabled-is correct for a BIG-IP acting as a router

/gateway.

R #51
A BIG-IP Admnistrator needs to collect HTTP status code and HTTP method for traffic flowing through a virtual server. Which
default profile provides this information? (Choose one answer)

A. Statistics

B. Request Adapt
C. HTTP

D. Analytics

IEf#: D

RN -

To collect application-layer details such as HTTP status codes(200, 404, 500, etc.) and HTTP methods(GET, POST, PUT,
DELETE), the BIG-IP system must use a profile designed for traffic visibility and reporting rather than basic traffic handling, The
Analytics profile (Option C) is the correct choice because it is specifically designed to collect, store, and present detailed statistics
about HTTP and TCP traffic passing through a virtual server.

‘When an Analytics profile is attached to a virtual server, BIG-IP can record metrics such as HTTP response codes, request
methods, URI paths, latency, throughput, and client-side/server-side performance data. These statistics are then accessible through
the BIG-IP GUI under Statistics Analytics, allowing administrators to validate application behavior and troubleshoot performance or
functional issues.

H #52
The BIG-IP Admmistrator is mvestigating disk utilization on the BIG-IP device. (Exhibit shows /dev/imd4 mounted on/ at 100%
utilization). What should the BIG-IP Administrator check next?

A. Results from the platform diagnostics test
B. Results from the EUD test

C. Large files on the / file system

D. Large files on /usr file system

EfE: C

A -

Comprehensive and Detailed Explanation From BIG-1P Administration Support and Troubleshooting documents: Monitoring
resource Utilization is essential for maintaining system stability. If the root (/) file systemreaches 100% capacity, the BIG-IP may
become unresponsive, fail to save configuration changes, or experience daemon crashes83. When the / partition is full, the immediate
troubleshooting step is to identify large or unnecessary files-such as old log files, core dumps, or temporary installer files-located



specifically within that file system84. In the provided exhibit, /dev/imd4 is explicitly listed at 100% usage for the / mount pomnt85.
Checking other partitions like /usr (which is at 82% in the exhibit) would not resolve the immediate

"Full" status of the root directory86. Administrators often use the du (disk usage) command via the CLI to find the problematic files.
Managing disk space is a proactive task; however, when utilization hits 100%, it becomes a reactive troubleshooting emergency that
nust be resolved to restore the management plane's functionality.

HP#53

A Standard Virtual Server for a web application is configured with Automap for the Source Address Translation option. The original
source address of'the client must be known by the backend servers. What should the BIG-IP Administrator configure to meet this
requirement?

¢ A. An HTTP profile to mnsert the X-Forward-For header
¢ B. The Virtual Server type as Performance (HTTP)

e C. A SNAT Pool with the client IP

¢ D. An HTTP Transparent profile

EfE: A

A -

In complex network environments, "SNAT Automap" is frequently used to ensure that backend servers send return traffic through
the BIG-IP. However, SNAT hides the orignal client's IP address, replacing it with the BIG-IP's self-IP. When interpreting traffic
flow for security or logging purposes, backend servers often need that original IP. To resolve this without breaking the network-layer
routing provided by SNAT, the admmistrator should apply an HTTP profile to the virtual server and enable the "Insert X-
Forwarded-For" option. When this is enabled, the BIG-IP mserts a standard HTTP header containing the client's original IP address
before forwarding the request to the pool member. This troubleshooting method allows the backend application to log the actual
user’s identity while maintaining a finctional L3/L4 traffic flow where the server responds to the BIG-IP's local address. This is a
standard troubleshooting solution for "web server not working as expected" scenarios where applica8tion logic depends on knowing
the geography or specific identity of the connecting user.
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