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SailPoint Certified IdentityNow Engineer Sample Questions (Q34-Q39):
NEW QUESTION # 34 
Is the following statement accurate regarding Separation of Duties (SoD)?
Solution: An SoD policy must define control matrix.

A. No
B. Yes

Answer: A

Explanation:
No, an SoD (Separation of Duties) policy does not require a control matrix to be defined. While a control matrix can be a useful tool
for organizations to visualize and enforce SoD policies by mapping roles to potential conflicting access rights, it is not a mandatory
component of an SoD policy. An SoD policy primarily focuses on preventing conflicts of interest by ensuring that no individual has
access to perform conflicting tasks within a business process (e.g., approving and processing payments). The control matrix is a
recommended method for managing SoD but not a requirement.
Key Reference from SailPoint Documentation:
SoD Policy Overview: SailPoint recommends structuring SoD policies to focus on preventing conflicting access but does not
mandate the use of a control matrix, which is an optional best practice for visualizing these controls.

NEW QUESTION # 35 
In an IdentityNow environment, the source lest connection is failing with a timeout error.
Is this a step an identityNow engineer should take to troubleshoot the problem?
Solution: Clear the Authentication checkbox for the source in identityNow.

A. No
B. Yes

Answer: A

Explanation:
Clearing the authentication checkbox for a source in SailPoint IdentityNow is not a typical troubleshooting step for a timeout error.
This option is related to whether or not authentication is required for the source connection. A timeout error typically points to a
network issue (e.g., port, firewall, or network latency), not authentication problems. The engineer should instead focus on network-
related configurations such as checking port access or firewall settings.
Key Reference from SailPoint Documentation:
Source Connectivity Troubleshooting: Timeout errors are generally caused by network issues rather than authentication problems, so
adjusting authentication settings is not recommended for resolving such errors.

NEW QUESTION # 36 
Can a user with Report-admin level permissions within IdentityNow perform this action?
Solution: View a live display of events in progress

A. No
B. Yes

Answer: A

Explanation:
No, a user with Report-admin level permissions cannot view a live display of events in progress. The Report-admin role is primarily
concerned with reporting functions, such as viewing and managing reports. Viewing live events, especially operational or real-time
system events, would require higher- level permissions, typically associated with System Admin or Operations Admin roles, which
have access to system dashboards, monitoring tools, and event logs.
Reference:
SailPoint IdentityNow Role-Based Access Control (RBAC) Documentation.
SailPoint IdentityNow Monitoring and Event Logging Permissions Guide.



NEW QUESTION # 37 
Is this statement true about deploying and configuring IdentityNow's virtual appliance (VA)?
Solution: When using the AWS deployment option, SailPoint shares an AWS Amazon Machine image (AMI) with the customer's
AWS account on a region they select.

A. Yes
B. No

Answer: A

Explanation:
Yes, when using the AWS deployment option, SailPoint shares an Amazon Machine Image (AMI) with the customer's AWS
account in the selected region. This AMI contains the pre-configured Virtual Appliance (VA) image that the customer can use to
deploy within their own AWS environment, simplifying the deployment process and ensuring compatibility with AWS services.
Key Reference from SailPoint Documentation:
AWS AMI for VA Deployment: SailPoint provides a dedicated AMI that is shared with customers in their chosen AWS region to
facilitate the deployment of the Virtual Appliance.

NEW QUESTION # 38 
When preparing for a manager certification campaign is this a step that is considered a best practice before the campaign preview is
generated?
Solution: Load entitlement descriptions

A. Yes
B. No

Answer: A

Explanation:
Yes, loading entitlement descriptions is considered a best practice before generating the campaign preview for a manager
certification campaign. Providing clear and concise entitlement descriptions ensures that managers reviewing access during the
certification process have a full understanding of what each entitlement or role entails. This helps in making informed decisions
regarding whether an individual's access should be approved or revoked.
Without proper descriptions, the campaign participants might have difficulty evaluating access, which can lead to inefficiencies or
errors in the certification process.
Reference:
SailPoint IdentityNow Certification Campaign Best Practices.
SailPoint IdentityNow Campaign Preparation Guidelines.
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