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NEW QUESTION # 43 
Which of the following processes plays a major role in managing system vulnerabilities?

A. Release Management
B. Incident Management
C. Patch Management
D. Capacity Management

Answer: C

Explanation:
Although other process are part of overall security strategy proper patch management plays key role in keeping control on system
vulnerabilities.

NEW QUESTION # 44 
Which term describes the practice in cloud compliance where a customer acquires a set of pre-approved regulatory or standards-
based controls from a compliant provider?

A. Attestation inheritance
B. Compliance inheritance
C. Automated compliance
D. Audit inheritance

Answer: B

Explanation:
Compliance inheritance refers to the practice in cloud compliance where a customer leverages a set of pre- approved regulatory or
standards-based controls that have been established and validated by a compliant cloud provider. Essentially, the cloud provider
implements these controls, and the customer inherits the provider's compliance framework to meet their own regulatory
requirements. This allows customers to benefit from the provider's compliance efforts without having to implement everything
themselves.
Automated compliance refers to automating compliance tasks and processes but does not describe the practice of inheriting
compliance controls. Attestation inheritance is not a standard term used in cloud compliance; attestation typically refers to formally
certifying or declaring compliance. Audit inheritance would relate to the inheritance of audit reports or records, but it doesn't
describe the broader process of inheriting compliance controls.

NEW QUESTION # 45 
In a cloud environment, what does the Shared Security Responsibility Model primarily aim to define?

A. The guidance for the cloud compliance framework
B. The compliance with geographical data residency and sovereignty
C. The relationships between IaaS, PaaS, and SaaS providers
D. The division of security responsibilities between cloud providers and customers

Answer: D

Explanation:
The Shared Security Responsibility Model clarifies which security responsibilities are managed by the CSP and which by the CSC,
based on the service model. Reference: [CCSK Study Guide, Domain 1 - Cloud Security Models][source 16].

NEW QUESTION # 46 
A SIEM device should be tuned in regularly to:

A. to test its scope of functional it
B. add new rules and remove old rules and thereby Eliminate false positive
C. add new rules on top of existing old rules to enhance its capability
D. update the device to latest patch by vendor



Answer: B

Explanation:
It is necessary to tuned regularly. It is helps in reducing false positives and keep the signatures latest and optimal.

NEW QUESTION # 47 
Which of the following establishes commonly accepted control objectives, controls and guidelines for implementing measures to
protect Personally Identifiable Information(PII) in accordance with the privacy principles in IS0/IEC 29100 for the public cloud
computing environment?

A. IS0 27017
B. IS0 27018
C. IS0 27032
D. IS0 27034

Answer: B

Explanation:
IS0/IEC 27018:2014 establishes commonly accepted control objectives, controls and guidelines for implementing measures to
protect Personally Identifiable Information(PII) in accordance with the privacy principles in IS0/IEC 29100 for the public cloud
computing environment.
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