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APMG-International ISO-IEC-27001-Foundation Exam Syllabus Topics:

Topic Details

o Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
computer systens, networks, and data from unauthorized access, theft, damage, or disruption to ensure the
integrity and availability of digital information.

Topic 1

e Framework Design: Framework design is the process of developing a reusable structural foundation that
Topic 2 supports and guides the creation and organization of software systers.
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¢ Compliance: Regulatory compliance refers to an organization’s commitment to understanding and adhering
Topic 3 to applicable laws, policies, and regulations to operate within established legal and ethical standards.

e Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
mvolves ongoing, systematic efforts to enhance products, services, or operational processes to achieve

Topic 4 . : . .
P higher efficiency and effectiveness over time.
¢ Information Management (IM): Information management (IM) encompasses the entire lifecycle of
Topic 5 nformation within an organization—from its collection and storage to its distribution, use, and eventual
archiving or disposal.
¢ Security Breaches: Security breaches occur when unauthorized access or violations of security protocols
Topic 6 are detected or imminent, potentially compromising data or system integrity.

¢ Self Confidence: Self-confidence is the belief in one’s abilities, competence, and value, reflecting a sense of|
Topic 7 assurance and inner strength.

¢ Risk Management: Risk management is the systematic process of identifying, evaluating, and implementing
Topic 8 strategies to reduce or control the impact of potential uncertainties on organizational goals.

APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q26-Q31):

NEW QUESTION # 26
Which aspect of ISO/IEC 27001 requires that contractors know about the organization's information security policies?

A. Communication

B. Nonconformity and corrective action
C. Awareness

D. Competence

Answer: C

Explanation:

Clause 7.3 (Awareness) requires:

"Persons doing work under the organization's control shall be aware of: (a) the information security policy; (b) their contribution to
the effectiveness of the ISMS, including the benefits of improved information security performance; (c) the implications of not
conforming with the ISMS requirements." This applies not only to employees but also contractors and external parties under the
organization's control.

Competence (B) requires having skills, training, and experience, while Communication (C) covers defining communication processes
(Clause 7.4). Nonconformity and corrective action (A) is part of Clause 10 (Improvement).

Therefore, the specific requirement that ensures contractors are made aware of the information security policies is found in Clause
7.3 Awareness. Correct answer: D.

NEW QUESTION # 27

Identify the missing words in the following sentence.

The organization shall establish, implement, maintain and [ ? ] an information security management system, including the processes
needed and their interactions, in accordance with the requirements of this document.

A. continually improve

B. report on

C. communicate the importance of
D. enforce standards for

Answer: A

Explanation:



Clause 4.4 of ISO/IEC 27001:2022 states:

"The organization shall establish, implement, maintain and continually improve an information security management system, ncluding
the processes needed and their interactions, in accordance with the requirements of this document." This requirement highlights that
an ISMS is not static; it must evolve continuously to adapt to new risks, technologies, and business changes. Options A, C, and D
are not mentioned in the clause. The continual improvement cycle is central to ISO standards, aligning with thePlan-Do-Check- Act
(PDCA)model

Thus, the missing words are'continually improve."

NEW QUESTION # 28
What is a requirement for a corrective action made in response to a nonconformity?

A. They are appropriate to the effects of the nonconformity

B. They always eliminate the cause of the nonconformity

C. They are proportionate to the likelihood of the nonconformity recurring
D. They do NOT change the organization's information security policies

Answer: A

Explanation:

Clause 10.1 (Nonconformity and corrective action) specifies:

"The organization shall react to the nonconformity and, as applicable: take action to control and correct it; deal with the
consequences; evaluate the need for action to eliminate the cause(s)...

Corrective actions shall be appropriate to the effects of the nonconformities encountered." This confirms optionB. Option A is
maccurate-ISO requires actions appropriate toeffects, not probability alone. Option C is false-policies may need updating to correct
nonconformities. Option D is incorrect, as not every cause can always be elimnated; residual issues may exist.

Thus, the verified requirement isB.

NEW QUESTION # 29
Which statement describes a purpose of monitoring, measurement, analysis and evaluation according to ISO
/IEC 27001?

A. To monitor the use of information assets

B. To ensure that employees and contractors are competent
C. To track the use of outsourced processes

D. To evaluate information security performance

Answer: D

Explanation:

Clause 9.1 requires:

"The organization shall evaluate the information security performance and the effectiveness of the information security management
system." This is the central purpose of monitoring, measurement, analysis, and evaluation. Competence (B) is covered under Clause
7.2. Monitoring use of assets (C) and outsourced processes (D) may be done, but they are not the formal purpose described in the
standard. Instead, performance evaluation ensures the ISMS continues to meet intended outcomes and supports continual
improvement.

Thus, the verified purpose is A: To evaluate information security performance.

NEW QUESTION # 30

Which of the following statements about the relationship between ISO/IEC 27001 and ISO/IEC 27002 is true?

* ISO/IEC 27002 provides implementation advice on the controls selected during the ISO/IEC 27001 information security risk
management process

* ISO/IEC 27002 provides a process for information security risk management which implements the requirements of ISO/IEC
27001

e A Only1 is true
e B.Both 1 and 2 are true
e (. Netither 1 or 2 is true



e D. Only2 is true
Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001 & 27002:2022 standards:

ISO/IEC 27001 Annex A lists reference controls. ISO/IEC 27002 providesdetailed guidance on the implementation of those
controls, including purpose, guidance, and examples. Clause 6.1.3 of ISO/IEC

27001 makes the link explicit: controls from Annex A are referenced, but ISO/IEC 27002 explains how to implement them.
However, ISO/IEC 27002 doesnotprovide a process for risk management-that is covered by ISO/IEC

27005. Risk management requirements are in ISO/IEC 27001 (Clauses 6.1.2 and 6.1.3).

Therefore, statement 1 is true, but statement 2 is false. Correct answer:A.

NEW QUESTION # 31
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