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Cisco Securing Networks with Cisco Firepower Sample Questions (Q121-
Q126):

NEW QUESTION # 121
An engineer is configuring a cisco FTD appliance in IPS-only mode and needs to utilize fail-to-wire interfaces.
Which interface mode should be used to meet these requirements?

A. passive

B. inline set
C. routed

D. transparent

Answer: B

Explanation:
Reference:
httpsy//www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpme- config- guide-v63/inline

NEW QUESTION # 122
An engineer is configuring a new dashboard within Cisco Secure Firewall Management Center and is having trouble implementing a
custom widget. When a custom analysis widget is configured, which option is mandatory for the system to display the information?

A filter
B. title
C. table
D. results

Answer: B

Explanation:

When configuring a custom widget on a dashboard within Cisco Secure Firewall Management Center (FMC), it is mandatory to
provide a title for the systemto display the information correctly.

The title helps in identifying and organizing the widget on the dashboard.

Steps:

Navigate to the dashboard section in FMC.

Add a new custom widget.

Configure the widget settings and provide a title.

Save and apply the widget to the dashboard.

Providing a title ensures that the widget is correctly displayed and easily identifiable on the dashboard.

NEW QUESTION # 123

An engineer 1s attempting to create a new dashboard within the Cisco FMC to have a single view with widgets from many of the
other dashboards. The goal is to have a mixture of threat and security related widgets along with Cisco Firepower device health
mformation Which two widgets must be configured to provide this information? (Choose two.)

A. Network Compliance
B. Correlation Information
C. Current Sessions

D. Intrusion Events

E. Appliance Status

Answer: B,D
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NEW QUESTION # 124
I_{_efer to the exhibit.
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A company is deploying a pair of Cisco Secure Firewall Threat defence devices named FTD1 and FTD2.
FTD1 and FTD2 have been configured as an active/standby pair with a failover link but without a stateful link. What must be
mmplemented next to ensure that users on the internal network still communicate with outside devices if FTD! fails?

A. Connect and configure a stateful link and thon deploy the changes.

B. Set maximum secured addresses to two on the switch interfaces on FTD1 and FTD2.
C. Configure the spanning-tree PortFasl feature on SW1 and FTD2

D. Disable port security on the switch interfaces connected to FTD1 and FTD2.

Answer: A

Explanation:

In a failover configuration with Cisco Secure Firewall Threat Defense (FTD) devices, ensuring that users on the internal network can
continue to communicate with outside devices if the primary device (FTD1) fails requires the implementation of a stateful failover
link. The statefil failover link allows the secondary device (FTD2) to maintain session information and state data, ensuring seamless
failover and minimizing disruptions.

Steps to implement a statefll failover link:

* Physically connect a stateful failover link between FTD1 and FTD2.

* Configure the stateful failover link in the FMC.

* Ensure that both devices are properly synchronized and that stateful failover is enabled.

* Deploy the changes to both FTD devices.

By configuring a stateful link, the secondary FTD can take over active sessions without requiring users to re- establish their
connections, thus ensuring continuous commnication.

References:Cisco Secure Firewall Threat Defense Configuration Guide, Chapter on Failover Configuration.



NEW QUESTION # 125
A security engineer is configuring a remote Cisco FTD that has limited resources and internet bandwidth. Which malware action and
protection option should be configured to reduce the requirement for cloud lookups?

A. Block File action and local malware analysis

B. Malware Cloud Lookup and dynamic analysis

C. Block Malware action and dynamic analysis

D. Block Malware action and local malware analysis

Answer: C

NEW QUESTION # 126
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