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NEW QUESTION # 38

An administrator wants users and devices that cannot be identified transparently, such as Android BYOD devices, to be able to
register and create their own credentials.

In this case, which FortiAuthenticator user identity discovery method can the administrator use?

A. SSOMA

B. Kerberos-based authentication
C. Portal authentication

D. Syslog messaging or SAML IdP

Answer: C

Explanation:
Portal authentication allows unidentified users or devices, such as Android BYOD devices, to self-register and create credentials
through a captive or guest portal on FortiAuthenticator.

NEW QUESTION # 39
What is the purpose of configuring and managing user accounts in FortiAuthenticator?

A. To monitor user's internet usage patterns

B. To generate secure passwords for users

C. To control user access to resources based on their identity
D. To create a separate network for users

Answer: C

NEW QUESTION # 40
Which two statements about asymmetric cryptography are true? (Choose two.)

A. It distributes key pairs to both the client and the server

B. It uses a mathematically linked public and private key pair
C. Private keys are distributed in the server's digital certificates
D. The public key can be openly distributed

Answer: B,D

Explanation:
In asymmetric cryptography, the public key can be openly shared without compromising security.
It relies on a mathematically linked public and private key pair, where one key encrypts and the other decrypts.

NEW QUESTION # 41
When you are setting up two FortiAuthenticator devices in active-passive HA, which HA role must you select on the master
FortiAuthenticator?

A. Standalone master

B. Cluster member

C. Load balancing master
D. Active-passive master

Answer: D

NEW QUESTION # 42
Which two behaviors do certificate revocation lists (CRLs) on FortiAuthenticator exhibit? (Choose two.)

e A. CRLs contain the serial number of the certificate that has been revoked
e B. CRLs can be distributed only through the SCEP server
e (. Alllocal CAs share the same CRLs



¢ D. Revoked certificates are automatically placed on the CRL
Answer: A,D

Explanation:
Revoked certificates are automatically added to the CRL by FortiAuthenticator.
CRLs list the serial numbers of certificates that have been revoked, allowing clients to identify and reject them.
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