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Fortinet FCP_FAC _AD-6.5 Exam Syllabus Topics:

Topic Details

e Introduction and Initial Configuration: This section of the exam measures the skills of a Network Security
Admnistrator and covers the foundational setup and basic configuration of FortiAuthenticator, including

Topic 1
P mitial deployment steps and system preparation for identity management services.

Topic 2 e 802.1X Authentication
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o This section of the exam measures the skills of a Network Security Engineer and covers the configuration
Topic 3 of FortiAuthenticator for wired and wireless 802.1X authentication using supported EAP methods.

¢ OAuth and SAML:This section of the exam measures the skills of an Identity and Access Management
(IAM) Specialist and covers the implementation of OAuth services and SAML-based single sign-on

Topic 4
P configurations.

¢ Portal Services: This section of the exam measures the skills of a Portal Administrator and covers the
Topic 5 configuration and management of self-service portals for guest and local user access.

¢ Admnistering and Authenticating Users: This section of the exam measures the skills of a Security
Administrator and covers the processes for creating, managing, and authenticating user accounts within the

Topic 6
P FortiAuthenticator system.

¢ FIDO2 Authentication: This section of the exam measures the skills of a Modern Authentication Specialist
Topic 7 and covers the setup and use of FIDO2 standards for passwordless authentication.

e Managing Users and Troubleshooting Authentication: This section of the exam measures the skills of a
Technical Support Specialist and covers advanced user management techniques and methods for

Topic 8
ope diagnosing and resolving authentication issues.

¢ PKI and FortiAuthenticator as a CA: This section of the exam measures the skills of a PKI Specialist and
covers the use of FortiAuthenticator as a Certificate Authority (CA) within a Public Key Infrastructure

Topic 9
(PKI).

Fortinet FCP—FortiAuthenticator 6.5 Administrator Sample Questions
(Q59-Q64):

NEW QUESTION # 59
At a minimum, which two configurations are required to enable captive portal services on FortiAuthenticator?
(Choose two.)

A. Configuring at least one pre-login service

B. Configuring an external authentication portal
C. Configuring a portal policy

D. Configuring a RADIUS client

Answer: A,C

Explanation:
A pre-login service must be configured to define how users can access the portal before authentication.
A portal policy is required to determine authentication rules and behavior for captive portal access.

NEW QUESTION # 60
What are tokens commonly used for in authentication systems?

A. Generating random security codes
B. Storing biometric data

C. Displaying the current time

D. Sending text messages

Answer: A

NEW QUESTION # 61
Which two protocols are the default management access protocols for admmistrative access for FortiAuthenticator? (Choose two)



A. SNMP
B. SSH
C. HTTPS
D. Telnet

Answer: B,C

NEW QUESTION # 62
Which of'the following services can be configured for remote authentication in FortiAuthenticator?

A. Online shopping

B. Virtual reality gaming
C. Social media integration
D. Remote desktop access

Answer: D

NEW QUESTION # 63
Which interface services must be enabled for the SCEP client to connect to Authenticator?

A. OCSP

B. REST API
C.SSH

D. HTTPHTTPS

Answer: D

NEW QUESTION # 64
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