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Fortinet FCP - FortiAnalyzer 7.4 Analyst Sample Questions (Q48-Q53):

NEW QUESTION # 48
What is the purpose of the following CLI command?

¥ configupell Byistem globa
set, log=glHecksum md5
end

A. To add the MD's hash value and authentication code

B. To encrypt log communications

C. To add a log file checksum

D. To add a unique tag to each log to prove that it came from this FortiAnalyzer

Answer: C

NEW QUESTION # 49
You find that as part of your role as an analyst, you frequently search log View using the same parameters.
Instead of defining your search filters repeatedly, what can you do to save time?

A. Configure a custom dashboard.

B. Configure a custom view.

C. Configure a marco and apply it to device groups.
D. Configure a data selector.

Answer: B

Explanation:

When you frequently use the same search parameters in FortiAnalyzer's Log View, setting up a reusable filter or view can save
considerable time. Here's an analysis of each option:

* Option A - Configure a Custom Dashboard:

* Custom dashboards are useful for displaying a variety of widgets and summaries on network activity, performance, and threat
data, but they are not designed for storing specific search filters for log views.

* Conclusion:Incorrect.

* Option B - Configure a Custom View:

* Custom views in FortiAnalyzer allow analysts to save specific search filters and configurations.

By setting up a custom view, you can retain your frequently used search parameters and quickly access them without needing to
reapply filters each time. This option is specifically designed to streamline the process of recurring log searches.

* Conclusion:Correct.

* Option C - Configure a Data Selector:

* Data selectors are used to define specific types of data for FortiAnalyzer reports and widgets.

They are useful in reports but are not meant for saving and reusing log search parameters in Log View.

* Conclusion:Incorrect.

* Option D - Configure a Macro and Apply It to Device Groups:

* Macros in FortiAnalyzer are generally used for automation tasks, not for saving log search filters.

Applying macros to device groups does not fulfill the requirement of saving specific log view search parameters.

* Conclusion:Incorrect.

Conclusion:

* Correct Answer:B. Configure a custom view.

* Custom views allow you to save specific search filters, enabling quick access to frequently used parameters in Log View.
References:

* FortiAnalyzer 7.4.1 documentation on creating and using custom views for log searches.

NEW QUESTION # 50
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Laptop]1 is used by several administrators to manage FotiAnalyzer. You want to configure a generic text filter that matches all login
attenpts to the web mterface generated by any user other than admin", and coming from Laptop1.
Which filter will achieve the desired result?

A. Operation-login and srcip== 10.1.1.100 and dstip==10.1.1.1.210 and user—admin
B. Operation-login and dstip=—=10.1.1.210 and user!-admin

C. Operation-login and performed or—"GUI(10.1.1.100)' and user!=admin

D. Operation-login and performed or—="GU (10.1.1.120)' and user!=admin

Answer: C

Explanation:

The objective is to create a filter that identifies all login attempts to the FortiAnalyzer web interface (GUI) coming from Laptop1 (IP
10.1.1.100) and excludes the admin user. This filter should match any user other than admin.

Filter Components Analysis:

Operation-login: This portion of the filter will target login actions specifically, which is correct for filtering login attempts.
performed on—"GUI(10.1.1.100)": This indicates that the login attempt must occur on the GUI interface and originate from the
specified IP, which matches Laptop1's IP address (10.1.1.100). This ensures that the filter only matches GUI logins from this
specific device.

user!=admin: This part excludes logins by the admin user, meeting the requirement to capture only non-admin users.

Option Analysis:

Option A: Correctly specifies the Operation-login, performed or—"GUI(10.1.1.100)', and user!=admin. This setup effectively
filters login attempts to the GUI from Laptop|, excluding the admin user.

Option B: Uses the incorrect IP 10.1.1.120 in the performed_on filter, which does not match Laptop1's IP (10.1.1.100).
Option C: This option includes srcip=—=10.1.1.100 and dstip—10.1.1.210 but incorrectly specifies user—admin instead of
user!=admin, which does not match the requirement to exclude admin users.

Option D: This option does not specify the performed on field to restrict it to the GUI and only includes dstip (destination IP)
without srcip. It also incorrectly uses user!-admin instead of the correct syntax user!=admin.

Conclusion:

Correct Answe 1 : A. Operation-login and performed or—"GUI(10.1.1.100)' and user!=admin This filter precisely captures the
required conditions: login attenmpts from Laptop1 to the GUI interface by any user except admin.

Reference:

FortiAnalyzer 7.4.1 documentation on log filters, syntax for login operations, and GUI login tracking,

NEW QUESTION # 51
For which two purposes would you use the command set log checksum? (Choose two.)

A. To encrypt log communications

B. To prevent log modification or tampering

C. To help protect against man-in-the-middle attacks during log upload from FortiAnalyzer to an SFTP server
D. To send an identical set of logs to a second logging server

Answer: B,C

NEW QUESTION # 52
Which statements are true regarding securing communications between FortiAnalyzer and FortiGate with SSL? (Choose two.)



A. SSL commumnications are auto-negotiated between the two devices.

B. SSL encryption levels are globally set on FortiAnalyzer.

C. SSL is the default setting.

D. FortiAnalyzer encryption level must be equal to, or higher than, FortiGate.
E. SSL can send logs in real-time only.

Answer: B,C

NEW QUESTION # 53
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