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Fortinet FCP_FMG_AD-7.4 Exam Syllabus Topics:

Topic Details

Administration: This section covers how to understand FortiManager capabilities, perform initial
Topic 1 configurations, and set up administrative domains (ADOM).

Policy and Objects: This section deals with how to manage policies and objects, oversee ADOM
Topic 2 revisions, configure workspace mode, and conduct policy imports and installations.

Advanced Configuration: This domain explains FortiManager's high availability (HA), configures
Topic 3 FortiGuard services and works with the global database ADOM.

Troubleshooting: This section covers how to fimiliarize with FortiManager deployment scenarios and
Topic 4 troubleshoot issues related to imports, installations, device-level, ADOM-level, and systemtlevel concerns.

Device Manager: In this domain, the focus is on how to register devices within ADOM, implement
Topic 5 configuration changes using scripts, and troubleshoot using the revision history.
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Fortinet FCP - FortiManager 7.4 Administrator Sample Questions (Q52-
Q57):

NEW QUESTION # 52

An administrator created a new ADOM named Training for FortiGate devices only, and added the root FortiGate device ofa
Security Fabric group to the Traming ADOM.

Given the administrator's actions, which statement correctly describes the expected result for the downstream devices in the Security
Fabric?

A. The downstream devices will appear in the root ADOM.

B. The downstream devices nmust be added using the Add Device wizard.
C. The downstream devices show as unauthorized in the Training ADOM
D. The downstream devices are automatically authorized.

Answer: C

Explanation:

When a root FortiGate device is added to a specific ADOM (like Training), the downstream devices (those that are part of the
Security Fabric) will not automatically be authorized in that ADOM. They will typically appear as unauthorized until explicitty
authorized by an administrator.

NEW QUESTION # 53
‘When using the FortiManager JSON API, what is the purpose of the session ID received after successful authentication?

A. Tt contains information about the HTTP request method used.

B. It is used to identify the FortiManager metadata on the client.

C. It serves as an authentication token for subsequent API requests.

D. It includes a hash to check the integrity of the JSON response sent by FortiManager.

Answer: C

NEW QUESTION # 54
Refer to the exhibit.


https://www.vcetorrent.com/FCP_FMG_AD-7.4-valid-vce-torrent.html
https://www.exams4collection.com/FCP_FMG_AD-7.4-latest-braindumps.html

FortiManager Script

Create New Script

Script Name

Comments

CLI Script

Remote FortiGate Directiff{vianCLI)

Script details Search.. Q +*

I config Wpr*ipsec phasel-interface
2 ediH2S 0"
st auto-discovery-sender enable
next
end
config system interface
edit "H25_@"
set vdom "root™
} set ip 172.16.1.1 255.255.255.255
12 set remote-ip 172.16.1.254
next
12 end
13 config router bgp
14 set as 65100
set router-id 172.16.1.1
config neighbor-group

‘What will happen if the script is run using theRemote FortiGate Directly (via CLI)option? (Choose two.)

A. FortiManager provides a preview of CLI commands before executing this script on a managed FortiGate.
B. FortiGate will auto-update the FortiManager device-level database.

C. Youmust install these changes using the Install Wizard.

D. FortiManager will create a new revision history.

Answer: B,D

NEW QUESTION # 55
What is a characteristic of the FortiManager high availability (HA) feature?

e A. All secondary units must be in the same network as the primary unit.

e B. When a secondary unit is removed, FortiManager updates the managed devices using TCP port
5199.

e C. Each cluster member must be upgraded manually, starting with the primary unit.

e D. The primary unit synchronizes all configuration revision with the seconday units.

Answer: D



NEW QUESTION # 56
Refer to the exhibit.

Import Device - Local-FortiGate - Interface Mapping & Policy (2/5)

Create a new policy package for import.

Policy Package Name Local-FortiGate

Folder root

Policy Selection Import All (3)
Firewall Policy (2)

Select

Object Selection ' : i Imnort all objects

An administrator is importing a new device into FortiManager and has selected the options shown in the exhibit.
‘What will happen if the administrator makes changes and then installs the modified policy package on this managed FortiGate?

A. Policies not imported are marked as modified for future import attenpts.

B. Policies not imported prompt a confirmation before being deleted.

C. Policies not imported are deleted on the managed FortiGate during the installation.
D. Policies not imported remain untouched on the managed FortiGate.

Answer: C

Explanation:

‘When importing a device into FortiManager, if certain policies are not imported and then changes are made to the imported policies,
the next time the policy package is installed on the managed FortiGate,any policies that were not imported will be removed from the
FortiGate. FortiManager expects the managed FortiGate to match the imported policy package exactly, so any discrepancies (such
as unimported policies) will be removed to ensure synchronization.

NEW QUESTION # 57
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