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C. FortiSIEM license
D. Host login credentials

Answer: B

Explanation:
FortiSIEM can retrieve ZTNA tags from FortiClient EMS through an API connection, enabling dynamic user and device
classification for policy enforcement and incident response.

NEW QUESTION # 17 
Refer to the exhibit.



If a rule containing the automation policy shown in the exhibit triggers, what will happen?

A. Associated source IP addresses will be blocked on devices in the Aviation organization.
B. Associated source IP addresses will be blocked on all FortiGate firewalls.
C. Associated source IP addresses will be blocked on two FortiGate firewalls.
D. Associated source IP addresses will be blocked on devices in the Network CMDB group.

Answer: C



Explanation:
The automation policy is configured to run a remediation script named "Fortinet FortiOS - Block Source IP FortiOS via API". It
specifies enforcement on two FortiGate devices: FortiGate508 and FortiGate90D. Therefore, associated source IP addresses will
be blocked on those two FortiGate firewalls only.

NEW QUESTION # 18 
Refer to the exhibit.

A FortiSIEM device is receiving syslog events from a FortiGate firewall. The FortiSIEM analyst is trying to search the raw event
logs for the last two hours that contain the keyword "udp". However, they are getting no results from the search, which they know
should be available. Based on the filter shown in the exhibit, why are there no search results?

A. The analyst selected = in the Operator column. That is the wrong operator.
B. The keyword is case sensitive. Instead of typing udp in the Value field, the analyst should type UDP.
C. The Time Range value should be set to Real-Time.
D. The analyst selected AND in the Next column. This is the wrong Boolean operator.

Answer: A

Explanation:
The operator is set to "=", which performs an exact match on the entire raw event log, not a substring search. To find logs that
contain the keyword "udp", the analyst should use the CONTAIN operator instead. This will return all logs where "udp" appears
anywhere in the raw log message.

NEW QUESTION # 19 
Refer to the exhibit.



What will happen when a device being analyzed by the machine learning configuration shown in the exhibit has a consistently high
memory utilization?

A. FortiSIEM will lower the CPU utilization trigger requirement for CPU utilization.
B. FortiSIEM will update the model with a higher memory utilization average value.
C. FortiSIEM will update the regression tables for memory utilization, and average sent and received bytes.



D. FortiSIEM will trigger an incident for high memory utilization.

Answer: B

Explanation:
In the configuration shown, FortiSIEM uses Memory Util, Sent Bytes, and Received Bytes as input features to predict CPU
Utilization via a regression model. If a device shows consistently high memory utilization, the model will incorporate that into its
training data and update itself with a higher average value for memory utilization, influencing future CPU utilization predictions.

NEW QUESTION # 20 
Which two settings must you configure to allow FortiSIEM to apply tags to devices in FortiClient EMS? (Choose two.)

A. FortiSIEM API credentials defined on FortiEMS\
B. ZTNA tags defined on FortiSIEM
C. FortiEMS API credentials defined on FortiSIEM
D. Remediation script configured

Answer: A,C

Explanation:
To allow FortiSIEM to apply tags to devices in FortiClient EMS, FortiEMS API credentials must be defined on FortiSIEM to
enable communication with EMS, and FortiSIEM API credentials must be defined on FortiEMS to allow EMS to accept tagging
instructions from FortiSIEM. This bidirectional API trust is essential for tag application.

NEW QUESTION # 21
......
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