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Fortinet FCP - Azure Cloud Security 7.4 Administrator FCP_ZCS-AD-7.4
Priifungsfragen mit Losungen (Q16-Q21):

16. Frage

A Linux server was deployed in a protected subnet with a dynamic IP address. A FortiGate VM in the internal subnet provides
traffic filtering to it. and you must implement a firewall policy using the IP address of the Linux server.

Which feature could help integrate FortiGate using Linux server tags?

A. Microsoft Entra ID

B. Software-defined network (SDN) connector
C. Targets Management

D. Service Fabric Cluster

Antwort: B

Begrindung;
TheSoftware-defined network (SDN) connectorallows FortiGate to dynamically pull metadata such astags, IP addresses, and
resource groupsfrom Azure resources. This enablesautomatic policy updatesbased on dynamic IP changes, such as those of a Linux
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server in a protected subnet.

17. Frage
What is a key distinction between Azure Firewall and FortiGate VM i terns of their primary functions?

¢ A. Aare Firewall and FortiGate VM have identical primary functions, and no features differentiation.

¢ B. Azure Firewall is designed exclusively for application layer filtering, while FortiGate VM is suitable for both on-premises
and cloud environments.

¢ C. Azure Firewall is a cloud-native network security service, while FortiGate VM is a network virtual appliance (NVA) that
provides comprehensive security functions.

¢ D. Azre Firewall focuses on network traffic inspection, while FortiGate VM is primarily a web application firewall.

Antwort: C

Begriindung:

Azure Firewallis acloud-native, fully managednetwork security servicedesigned to control and log network traffic using Azure
policies. In contrast, theFortiGate VMis anetwork virtual appliance (NVA)that delivers comprehensive security features, including
firewalling, IPS, antivirus, VPN, and application control, suitable forboth on-premises and cloud deployments.

18. Frage
What are two characteristics of Azure standard public [P addresses? (Choose two.)

A. They support the use of availability zones

B. They require the configuration of NSGs for inbound traffic
C. They can be used with load balancers of any SKU

D. They can be dynamic or static

Antwort: A,D

Begriindung;

They support the use of availability zones - Standard public IP addresses are zone-redundant and support availability zone
deployments for high availability.

They can be dynamic or static - Azure standard public IPs can be configured as static or dynamic, offering flexibility based on
deployment needs.

19. Frage
Refer to the exhibits.

SO g

azr: sdn connector settings LABSDN updated

azr: update sdn connector LABSDN status to enabled

azr: sdn connector settings LABSDN updated

Fﬂ :deEJ{IBSDH prepare to update

zd=sd ABSDN getting token

token size: 1386

token expire in: 3608 seconds

azd sdn connector LABSDN start updating

azd sdn connector LABSDN staft updater process 2832

azd sdn connector LABSDN foumd 3 NICs from Azure

azd sdn connector LABSDN.get page 1 of vm list

azd vm list page size: 2

azd sdn connecter LABSDN found 2 VMs from Azure

azd sdn connector LABSON start updating IP addresses

azd checking firewall address object UbuntuServer, wd 8
address UbuntuServer num change 8/1, new ip list:
172.16.2.4

azd checking firewall address object webServer, vd 8

azd sdn connector LABSDN finish updating IP addresses
ard raan ~hild nid- 7877



Dynamic firewall address Status 1= 1

Address ;e webServer
Type Dynamic

Sub Type Fabric Cenpector Address
SON Connector @y EABSDN

Filter rategory=windows
Interfacg 0 any

References 0

= View Matched Addresses O

Dynamic firewall address status

Address M UbuntuServer
Type Dynamic
Sub Type Fabric Conneater Address
SON Connector Q-ME:EFITIFIET'
Fllter Tag category=server
Interfade 0O any
References 0

i= View Matched Addresses @

Two new dynamic firewall addresses have been configured on the FortiGate VM using the external connector to Integrate within the
same Azure environment.

The debug output shows that one IP address can be resolved successfully, but the second is empty.
Which steps could you perform to correct the misconfiguration? (Choose all that apply.)

e A. Check for a mistyped Microsof Entra ID subscription



B. Verify the Microsoft Entra ID role assignment access rights
C. Verify the NSG for the target VM

D. Verify the filter used for the dynamic firewall address

E. Verify the tags on the target VM

Antwort: D,.E

Begriindung;

The debug output shows that the UbuntuServer address object successfully resolved an IP, while the webServer did not. The most
likely cause is a mismatch in the dynamic address filter or missing tags on the target VM.

Verify the filter used for the dynamic firewall address - The filter category=windows may not match any VM metadata, resulting in
no matched addresses.

Verify the tags on the target VM - Ensure that the VM has the correct tags (e.g., category=windows) that match the dynamic
address filter to enable resolution.

20. Frage

Your organization is planning to deploy FortiWeb in Azure to provide a web application security solution to its web servers. One of
the requirements is to have granular control of the number of vVCPUs and memory assigned to this resource.

‘Which cloud model could meet this requirement?

A. Software-as-a-Service (SaaS)
B. Function-as-a-Service (FaaS)
C. Platform-as-a-Service (PaaS)
D. Infrastructure-as-a-Service (IaaS)

Antwort: D

Begrindung;

Infrastructure-as-a-Service (IaaS)allows you to deploy FortiWeb as a virtual machine in Azure, giving you granular control over
vCPU and memory allocation. This model provides full flexibility over the compute resources and network configuration, which is
essential for deploying and scaling security appliances like FortiWeb.
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