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Fortinet FCSS_EFW_AD-7.4 Exam Syllabus Topics:

Topic Details

Topic 1

Routing: This section of the exam measures the skills of Security Administrators and covers the
implementation of advanced routing protocols to manage enterprise traffic effectively. Candidates will gain
expertise in configuring Open Shortest Path First (OSPF) for dynamic routing and Border Gateway
Protocol (BGP) to facilitate communication between different networks, ensuring efficient traffic flow
across enterprise environments.

Topic 2

Central Management: This section of the exam measures the skills of Security Administrators and focuses
on implementing central management for Fortinet security solutions. It includes configuring and managing
devices centrally to streamline network security operations. Candidates will understand how to maintain
consistency in security policies and automate deployments for efficient management of large-scale
enterprise environments.
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Topic 3

VPN: This section of the exam measures the skills of Network Security Engineers and covers the
implementation of secure communication tunnels for enterprise environments. Candidates will learn to
configure IPsec VPN with IKE version 2 to establish encrypted connections. The section also includes the
implementation of ADVPN to enable on-demand VPN tunnels between different sites, ensuring secure and
dynamic connectivity.

Topic 4

System Configuration: This section of the exam measures the skills of Network Security Engineers and
covers the implementation of the Fortinet Security Fabric, ensuring seamless integration across security
solutions. It also includes configuring hardware acceleration on FortiGate devices to optimize performance.
Candidates will learn to set up different operation modes for high-availability clusters and implement
enterprise networks using VLANs and VDOMs. Additionally, it covers various use case scenarios that
demonstrate how Fortinet solutions contribute to secure network environments.

Topic 5

Security Profiles: This section of the exam measures the skills of Network Security Engineers and focuses
on managing security inspection profiles, including SSL and SSH inspections. Candidates will learn to
apply a combination of web filtering, application control, and Internet Service Database (ISDB) to enhance
network security. The section also covers integrating Intrusion Prevention Systems (IPS) to monitor and
mitigate threats within enterprise networks.
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Fortinet FCSS - Enterprise Firewall 7.4 Administrator Sample Questions
(Q35-Q40):
NEW QUESTION # 35 
Which two configuration settings change the behavior for content-inspected traffic while FortiGate is in conserve mode? (Choose
two.)

A. UTM failopen
B. mem failopen
C. IPS failopen
D. AV failopen

Answer: C,D

NEW QUESTION # 36 
The IT department discovered during the last network migration that all zero phase selectors in phase 2 IPsec configurations
impacted network operations. What are two valid approaches to prevent this during future migrations? (Choose two.)

A. Clearly indicate to the VPN which segments will be encrypted in the phase two selectors.
B. Use routing protocols to specify allowed subnets over the tunnel.
C. Configure an IPsec-aggregate to create redundancy between each firewall peer.
D. Configure an IP address on the IPsec interface of each firewall to establish unique peer connections and avoid impacting
network operations.

Answer: A,B

Explanation:
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Zero phase selectors in IPsec Phase 2 mean that no specific traffic selectors (subnets) are defined, allowing any traffic to be
encrypted through the VPN tunnel. This can cause unintended traffic forwarding issues and disrupt network operations.
To prevent this from happening during future migrations:
Using routing protocols ensures that only specific subnets are advertised over the tunnel.
Dynamic routing (such as OSPF or BGP) helps define which networks should use the tunnel, preventing unintended traffic from
being encrypted.
Clearly defining phase 2 selectors avoids the problem of encrypting all traffic by explicitly stating the allowed source and destination
subnets. This prevents the tunnel from affecting unrelated network traffic.

NEW QUESTION # 37 
An administrator has configured two FortiGate devices for an HA cluster. While testing HA failover, the administrator notices that
some of the switches in the network continue to send traffic to the former primary device.
What can the administrator do to fix this problem?

A. Verify that the speed and duplex settings match between the FortiGate interfaces and the connected switch ports.
B. Configure remote link monitoring to detect an issue in the forwarding path.
C. Configure set send-garp-on-failover enable under config system ha on both cluster members.
D. Configure set link-failed-signal enable under config system ha on both cluster members.

Answer: D

NEW QUESTION # 38 
Why does the ISDB block layers 3 and 4 of the OSI model when applying content filtering?
(Choose two.)

A. The ISDB limits access by URL and domain.
B. FortiGate has a predefined list of all IPs and ports for specific applications downloaded from FortiGuard.
C. The ISDB blocks the IP addresses and ports of an application predefined by FortiGuard.
D. The ISDB works in proxy mode, allowing the analysis of packets in layers 3 and 4 of the OSI model.

Answer: B,C

Explanation:
The Internet Service Database (ISDB) in FortiGate is used to enforce content filtering at Layer 3 (Network Layer) and Layer 4
(Transport Layer) of the OSI model by identifying applications based on their predefined IP addresses and ports.
FortiGate has a predefined list of all IPs and ports for specific applications downloaded from FortiGuard:
FortiGate retrieves and updates a predefined list of IPs and ports for different internet services from FortiGuard.
This allows FortiGate to block specific services at Layer 3 and Layer 4 without requiring deep packet inspection.
The ISDB blocks the IP addresses and ports of an application predefined by FortiGuard:
ISDB works by matching traffic to known IP addresses and ports of categorized services. When an application or service is
blocked, FortiGate prevents communication by denying traffic based on its destination IP and port number.

NEW QUESTION # 39 
What are two functions of automation stitches? (Choose two.)

A. Automation stitches can be configured on any FortiGate device in a Security Fabric environment.
B. An automation stitch configured to execute actions sequentially can take parameters from previous actions as input for the
current action.
C. An automation stitch configured to execute actions in parallel can be set to insert a specific delay between actions.
D. Automation stitches can be created to run diagnostic commands and attach the results to an email message when CPU or
memory usage exceeds specified thresholds.

Answer: B,D

NEW QUESTION # 40
......
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