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Fortinet FCP_FAC_AD-6.5 Exam Syllabus Topics:

Topic

Details

Topic 1

PKI and FortiAuthenticator as a CA: This section of the exam measures the skills of a PKI Specialist and
covers the use of FortiAuthenticator as a Certificate Authority (CA) within a Public Key Infrastructure

(PKID).

Topic 2

Administrative Users and High Availability: This section of the exam measures the skills of a System
Engineer and covers the management of administrative user accounts and the implementation of high
availability configurations to ensure system reliability and redundancy.

Topic 3

Portal Services: This section of the exam measures the skills of a Portal Administrator and covers the
configuration and management of self-service portals for guest and local user access.

Topic 4

Certificate Management: This section of the exam measures the skills of a Certificate Manager and covers
the admmnistration of digital certificates, including issuance, renewal, and revocation processes.

Topic 5

Admmnistering and Authenticating Users: This section of the exam measures the skills of a Security
Admmnistrator and covers the processes for creating, managing, and authenticating user accounts within the
FortiAuthenticator system

Topic 6

Managing Users and Troubleshooting Authentication: This section of the exam measures the skills of a
Technical Support Specialist and covers advanced user management techniques and methods for
diagnosing and resolving authentication issues.

Topic 7

Two-Factor Authentication: This section of the exam measures the skills of a Security Engineer and covers
the implementation and configuration of two-factor authentication using FortiTokens and other verification
methods.

Topic 8

FSSO Deployment and Troubleshooting: This section of the exam measures the skills of a Systers
Integrator and covers the practical deployment of FSSO solutions and techniques for troubleshooting
common issues.

Topic 9

This section of the exam measures the skills of a Network Security Engineer and covers the configuration
of FortiAuthenticator for wired and wireless 802.1X authentication using supported EAP methods.

Topic 10

OAuth and SAML:This section of the exam measures the skills of an Identity and Access Management
(IAM) Specialist and covers the implementation of OAuth services and SAML-based single sign-on

configurations.

Topic 11

802.1X Authentication

Topic 12

FIDO2 Authentication: This section of the exam measures the skills of a Modern Authentication Specialist
and covers the setup and use of FIDO2 standards for passwordless authentication.

Fortinet FCP—FortiAuthenticator 6.5 Administrator Sample Questions

(Q31-Q36):

NEW QUESTION # 31
What is the purpose of implementing SAML roles on FortiAuthenticator for the SAML SSO service?

Answer: C

A. To prevent users from accessing any resources

B. To limit the number of SAML SSO sessions

C. To assign specific access levels based on user roles
D. To automatically generate SAML certificates
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NEW QUESTION # 32
When implementing FIDO2, which information, at a minimu, is stored with the service provider?

A. Password and FIDO2 key name

B. The last challenge signed by the FIDO2 private key

C. Username and FIDO2 authenticator public key

D. Username and user-selected biometric authentication options

Answer: C

Explanation:
With FIDO2, the service provider stores at minimum the username and the FIDO2 authenticator's public key, which is used to verify
authentication responses without storing sensitive private keys.

NEW QUESTION # 33

You are a Wi-Fi provider and host multiple domains.

How do you delegate user accounts, user groups and permissions per domain when they are authenticating on a single
FortiAuthenticator device?

A. Create user groups.

B. Create multiple directory trees on FortiAuthenticator.

C. Automatically import hosts from each domain as they authenticate.
D. Create realms.

Answer: D

NEW QUESTION # 34
Refer to the exhibit.
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Examine the RADIUS policy configuration shown in the exhibit. A user attempts to authenticate by entering the
usernamejdoe@example.comand their password.
‘Which realm will the user be authenticated against?

¢ A Local, but only if the account is a member of the FWAdmins group
e B. Corporate

e C. Corp-2, but only if the user has a local account

e D. Local

Answer: B

Explanation:
Since the username includes the realm (@example.com but does not match any configured realm exactly, and the option Use default
realm when user-provided realm is different from all configured realims is enabled, the default realmis used - in this case, corporate.

NEW QUESTION # 35
Which FSSO discovery method makes use of service tickets to authenticate new users and validate the currently logged on users?

A. FortiClient SSO mobility agent
B. RADIUS accounting
C. Kerberos-based FSSO

D. DC polling
Answer: C

NEW QUESTION # 36
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