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Refer to the exhibits.

Firewall Policy

Examine the firewall policy configuration and SSID settings
An administrator has configured a guest wireless network on FortiGate using the external captive portal The administrator has
verified that the external captive portal URL is correct However wireless users are not able to see the captive portal login page
Given the configuration shown in the exhibit and the SSID settings which configuration change should the administrator make to fix
the problem?

A. Enable the captivs-portal-exempt option in the firewall policy with the ID 11.
B. Apply a guest.portal user group in the firewall policy with the ID 11.
C. Disable the user group from the SSID configuration
D. Include the wireless client subnet range in the Exempt Source section

Answer: B

Explanation:
Explanation
According to the FortiGate Administration Guide, "To use an external captive portal, you must configure a user group that uses the
external captive portal as the authentication method and apply it to a firewall policy." Therefore, option C is true because it will allow
the wireless users to be redirected to the external captive portal URL when they try to access the Internet. Option A is false because



disabling the user group from the SSID configuration will prevent the wireless users from being authenticated by the FortiGate
device. Option B is false because enabling the captive-portal-exempt option in the firewall policy will bypass the captive portal
authentication for the wireless users, which is not the desired outcome. Option D is false because including the wireless client subnet
range in the Exempt Source section will also bypass the captive portal authentication for the wireless users, which is not the desired
outcome.

NEW QUESTION # 29 
Which two statements about MAC address quarantine by redirect mode are true? (Choose two)

A. The quarantined device is kept in the current VLAN
B. The quarantined device is moved to the quarantine VLAN
C. It is the default mode for MAC address quarantine
D. The device MAC address is added to the Quarantined Devices firewall address group

Answer: A,D

Explanation:
MAC address quarantine by redirect mode allows you to quarantine devices by adding their MAC addresses to a firewall address
group called Quarantined Devices. The quarantined devices are kept in their current VLANs, but their traffic is redirected to a
quarantine portal.

NEW QUESTION # 30 
Refer to the exhibit.

Examine the FortiSwitch security policy shown in the exhibit
If the security profile shown in the exhibit is assigned to all ports on a FortiSwitch device for 802 1X authentication which statement
about the switch is correct?

A. All EAP messages will be terminated on FortiSwitch
B. FortiSwitch will try to authenticate non-802 1X devices using the device MAC address as the username and password
C. FortiSwitch will assign non-802 1X devices to the onboarding VLAN
D. FortiSwitch cannot authenticate multiple devices connected to the same port

Answer: C

Explanation:
According to the FortiSwitch Administration Guide, "If a device does not support 802.1X authentication, you can configure the
switch to assign the device to an onboarding VLAN. The onboarding VLAN is a separate VLAN that you can use to provide



limited network access to non-802.1X devices." Therefore, option C is true because it describes the behavior of FortiSwitch when
the security profile shown in the exhibit is assigned to all ports. Option A is false because FortiSwitch can authenticate multiple
devices connected to the same port using MAC-based or MAB-EAP modes. Option B is false because FortiSwitch will not try to
authenticate non-802.1X devices using the device MAC address as the username and password, but rather use MAC authentication
bypass (MAB) or EAP pass-through modes. Option D is false because all EAP messages will be terminated on FortiGate, not
FortiSwitch, when using 802.1X authentication.

NEW QUESTION # 31 
Refer to the exhibits.

Exhibit.

Examine the troubleshooting outputs shown in the exhibits
Users have been reporting issues with the speed of their wireless connection in a particular part of the wireless network The interface
that is having issues is the 2 4 GHz interface that is currently configured on channel 6 The administrator of the wireless network has
investigated and surveyed the local RF environment using the tools available at the AP and FortiGate Which configuration would
improve the wireless connection?

A. Change the AP 2.4 GHz channel to 11
B. Change the AP 2.4 GHz channel to 9.
C. Change the AP 2.4 GHz channel to 1.
D. Change the AP 2.4 GHz channel to 13.

Answer: C

Explanation:
According to the exhibits, the AP 2.4 GHz interface is currently configured on channel 6, which is overlapping with other nearby
APs on channels 4 and 8. This can cause interference and reduce the wireless performance. Therefore, changing the AP 2.4 GHz
channel to 1 would improve the wireless connection, as it would avoid the overlapping channels and use a non-overlapping channel
instead. Option A is false because changing the AP 2.4 GHz channel to 11 would still overlap with other nearby APs on channels 9
and 13.
Option C is false because changing the AP 2.4 GHz channel to 9 would still overlap with other nearby APs on channels 6, 8, and
11. Option D is false because changing the AP 2.4 GHz channel to 13 would still overlap with other nearby APs on channels 9 and
11.

NEW QUESTION # 32 
Refer to the exhibit.



By default FortiOS creates the following DHCP server scope for the FortiLink interface as shown in the exhibit What is the
objective of the vci-string setting?

A. To ignore DHCP requests coming from FortiSwitch and FortiExtender devices
B. To restrict the IP address assignment to FortiSwitch and FortiExtender devices
C. To restrict the IP address assignment to devices that have FortiSwitch or FortiExtender as their hostname
D. To reserve IP addresses for FortiSwitch and FortiExtender devices

Answer: B

Explanation:
According to the exhibit, the DHCP server scope for the FortiLink interface has a vci-string setting with the value "Cisco AP
c2700". This setting is used to match the vendor class identifier (VCI) of the DHCP clients that request an IP address from the
DHCP server. The VCI is a text string that uniquely identifies a type of vendor device. Therefore, option C is true because the vci-
string setting restricts the IP address assignment to FortiSwitch and FortiExtender devices, which use the VCI "Cisco AP c2700".
Option A is false because the vci-string setting does not ignore DHCP requests coming from FortiSwitch and FortiExtender devices,
but rather accepts them. Option B is false because the vci-string setting does not reserve IP addresses for FortiSwitch and
FortiExtender devices, but rather assigns them dynamically. Option D is false because the vci- string setting does not restrict the IP
address assignment to devices that have FortiSwitch or FortiExtender as their hostname, but rather to devices that have "Cisco AP
c2700" as their VCI.

NEW QUESTION # 33
......
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