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NEW QUESTION # 65
Refer to the exhibit.
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What do the yellow stars listed in the Monitor column indicate?

e A Ayellow star indicates that a metric was not applied during discovery and, therefore, FortiSEIM was unable to collect
data.

e B. A yellow star indicates that a metric was applied during discovery, but FortiSIEM is unable to collect data.

e C. A yellow star indicates that a metric was applied during discovery, and data has been collected successfully

e D. A yellow star indicates that a metric was applied during discovery, but data collection has not started

Answer: D

Explanation:

* Monitor Column Indicators: In FortiSIEM, the Monitor colunmn displays the status of various metrics applied during the discovery
process.

* Yellow Star Meaning: A yellow star next to a metric indicates that the metric was successfully applied during discovery and data
has been collected for that metric.

* Successful Data Collection: This visual indicator helps administrators quickly identify which metrics are active and have data
available for analysis.

* Reference: FortiSIEM 6.3 User Guide, Device Monitoring section, which explains the significance of different icons and indicators
in the Monitor column.

NEW QUESTION # 66
Ifa performance rule is triggered repeatedly due to high CPU use, what occurs in the incident table?

A. The incident status changes to Repeated, and the First Seen and Last Seen times are updated.

B. A new incident is created based on the Rule Frequency value, and the First Seen and Last Seen times ate updated.
C. The Incident Count value increases, and the First Seen and Last Seen times update.

D. A now incident is created each time the rule is triggered. and the First Seen and Last Seen times are updated.

Answer: C

Explanation:

Incident Management in FortiSIEM: FortiSIEM tracks incidents and their occurrences to help administrators manage and respond to
recurring issues.

Performance Rule Triggering: When a performance rule, such as one for high CPU usage, is repeatedly triggered, FortiSIEM
updates the corresponding incident rather than creating a new one each time.

Incident Table Updates:

* Incident Count: The Incident Count value increases each time the rule is triggered, indicating how many times the mcident has
occurred.

* First Seen and Last Seen Times: These timestamps are updated to reflect the first occurrence and the most recent occurrence of
the incident.

References: FortiSIEM 6.3 User Guide, Incident Management section, explains how FortiSIEM handles recurring incidents and
updates the incident table accordingly.

NEW QUESTION # 67
If an incident's status is Cleared, what does this mean?

e A. A security rule issue has been resolved.
e B. A clear condition set on a rule was satisfied.



¢ C. Two hours have passed since the incident occurred and the incident has not reoccurred.
¢ D. The incident was cleared by an operator.

Answer: B

Explanation:

Incident Status in FortiSIEM: The status of an incident indicates its current state and helps administrators track and manage incidents
effectively.

Cleared Status: When an incident's status is "Cleared," it means that a specific condition set to clear the incident has been satisfied.

* Clear Condition: This is typically a predefined condition that indicates the issue causing the incident has been resolved or no longer
exists.

Automatic vs. Manual Clearance: While some incidents may be cleared automatically based on clear conditions, others might be
manually cleared by an operator.

References: FortiSIEM 6.3 User Guide, Incident Management section, detailing the various incident statuses and the conditions that
lead to an incident being marked as "Cleared."

NEW QUESTION # 68
In FortiSIEM enterprise licensing mode, it the link between the collector and data center FortiSIEM cluster is down, what happens?

A. The collector buffers events

B. The collector drops incoming events like syslog. but stops performance collection.

C. The collector processes stop, and events ate dropped.

D. The collector continues performance collection of devices, but slops receiving syslog.

Answer: A

Explanation:

Enterprise Licensing Mode: In FortiSIEM enterprise licensing mode, collectors are deployed in remote sites to gather and forward
data to the central FortiSIEM cluster located in the data center.

Collector Functionality: Collectors are responsible for receiving logs, events (e.g., syslog), and performance metrics from devices.
Link Down Scenario: When the link between the collector and the FortiSIEM cluster is down, the collector needs a mechanism to
ensure no data is lost during the disconnection.

Event Buffering: The collector buffers the events locally until the connection is restored, ensuring that no incoming events are lost.
This buffered data is then forwarded to the FortiSIEM cluster once the link is re-established.

References: FortiSIEM 6.3 User Guide, Data Collection and Buffering section, explains the behavior of collectors during network
disruptions.

NEW QUESTION # 69
IF the reported packet loss is between 50% and 98%. which status is assigned to the device in the Availability colunm of summary
dashboard?

A. Up status is assigned because of received packets.

B. Critical status is assigned because of reduction in number of packets received.
C. Down status is assigned because of packet loss.

D. Degraded status is assigned because of packet loss

Answer: D

Explanation:

Device Status in FortiSIEM: FortiSIEM assigns different statuses to devices based on their operational state and performance
1etrics.

Packet Loss Impact: The reported packet loss percentage directly influences the status assigned to a device.

Packet loss between 50% and 98% indicates significant network issues that affect the device's performance.

Degraded Status: When packet loss is between 50% and 98%, FortiSIEM assigns a "Degraded" status to the device. This status
indicates that the device is experiencing substantial packet loss, which impairs its performance but does not render it completely non-
functional.

Reasoning: The "Degraded" status helps administrators identify devices with serious performance issues that need attention but are
not entirely down.

References: FortiSIEM 6.3 User Guide, Device Availability and Status section, explains the criteria for assigning different statuses



based on performance metrics such as packet loss.

NEW QUESTION # 70
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