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Fortinet NSE7_EFW-7.2 Exam Syllabus Topics:

Topic Details

Topic 1 Central management: The topic of Central management covers implementing central management.

Topic 2
VPN: Implementing IPsec VPN IKE version 2 is discussed in this topic. Additionally, it delves into
implementing auto-discovery VPN (ADVPN) to enable on-demand VPN tunnels between sites.

Topic 3
Routing: It covers implementing OSPF to route enterprise traffic and Border Gateway Protocol (BGP) to
route enterprise traffic.
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Topic 4
Security profiles: Using FortiManager as a local FortiGuard server is discussed in this topic. Moreover, it
delves into configuring web filtering, application control, and the intrusion prevention system (IPS) in an
enterprise network.

Topic 5
System configuration: This topic discusses Fortinet Security Fabric and hardware acceleration.
Furthermore, it delves into configuring various operation modes for an HA cluster.

Fortinet NSE 7 - Enterprise Firewall 7.2 Sample Questions (Q15-Q20):
NEW QUESTION # 15 
Exhibit.

Refer to the exhibit, which contains an ADVPN network diagram and a partial BGP con figuration Which two parameters Should
you configure in config neighbor range? (Choose two.)

A. set prefix 10.1.0 255.255.255.0
B. set route reflector-client enable
C. set prefix 172.16.1.0 255.255.255.0
D. set neighbor-group advpn

Answer: A,D

Explanation:
The config neighbor range command is used to configure a range of IP addresses for BGP neighbors in an ADVPN scenario. The



two parameters that should be configured are the neighbor-group and the prefix. The neighbor-group specifies the name of the
neighbor group that the range belongs to, which in this case is "advpn". The prefix specifies the IP address range of the BGP
neighbors, which in this case is 10.1.0.0/24, as shown in the network diagram. Reference: You can find more information about
ADVPN and BGP configuration in the following Fortinet Enterprise Firewall 7.2 documents:
ADVPN
BGP
ADVPN with BGP as the routing protocol

NEW QUESTION # 16 
Which FortiGate in a Security Fabric sends togs to FortiAnalyzer?

A. Only the last FortiGate that handled a session in the Security Fabric
B. Only the root FortiGate.
C. The FortiGate devices performing network address translation (NAT) or unified threat management (UTM) if configured.
D. Each FortiGate in the Security fabric.

Answer: D

Explanation:
Option B is correct because each FortiGate in the Security Fabric can send logs to FortiAnalyzer for centralized logging and
analysis. This allows you to monitor and manage the entire Security Fabric from a single console and view aggregated reports and
dashboards.
Option A is incorrect because the root FortiGate is not the only device that can send logs to FortiAnalyzer. The root FortiGate is the
device that initiates the Security Fabric and acts as the central point of contact for other FortiGate devices. However, it does not
have to be the only log source for FortiAnalyzer.
Option C is incorrect because the FortiGate devices performing NAT or UTM are not the only devices that can send logs to
FortiAnalyzer. These devices can perform additional security functions on the traffic that passes through them, such as firewall,
antivirus, web filtering, etc.
However, they are not the only devices that generate logs in the Security Fabric.
Option D is incorrect because the last FortiGate that handled a session in the Security Fabric is not the only device that can send
logs to FortiAnalyzer. The last FortiGate is the device that terminates the session and applies the final security policy. However, it
does not have to be the only device that reports the session information to FortiAnalyzer.

NEW QUESTION # 17 
Refer to the exhibit, which contains a partial configuration of the global system.

What can you conclude from the output?

A. set av-failopen pass command instructs the FortiGate to offload all traffic that uses the antivirus proxy to NP.
B. set strict-d
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