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Fortinet NSE 7 - OT Security 7.2 Sample Questions (Q48-Q53):

NEW QUESTION # 48
Refer to the exhibit.
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An operational technology rule is created and successfully activated to monitor the Modbus protocol on FortiSIEM. However, the
rule does not trigger incidents despite Modbus traffic and application logs being received correctly by FortiSTEM.
Which statement correctly describes the issue on the rule configuration?

A. The Aggregate attribute COUNT expression is incompatible with the filters.
B. The SubPattern is missing the filter to match the Modbus protocol.

C. The attributes in the Group By section must match the ones in Fitters section.
D. The first condition on the SubPattern filter must use the OR logical operator.

Answer: C

NEW QUESTION # 49
Refer to the exhibit.
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You are assigned to implement a remote authentication server in the OT network.
Which part of the hierarchy should the authentication server be part of?

e A Edge
e B. Cloud
e C.Core
e D. Access

Answer: A

NEW QUESTION # 50
Refer to the exhibit.
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Based on the topology designed by the OT architect, which two statements about implementing OT security are true? (Choose two.)

A. Micro-segmentation can be achieved only by replacing FortiGate-3 and FortiGate-4 with a pair of FortiSwitch devices.
B. IT and OT networks are separated by segmentation.

C. Firewall policies should be configured on FortiGate-3 and FortiGate-4 with industrial protocol sensors.

D. FortiGate-3 and FortiGate-4 devices nmust be in a transparent mode.

Answer: B,C

NEW QUESTION # 51
Refer to the exhibit.
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Youare a551gned to implement a remote authentication server in the OT network.
Which part of the hierarchy should the authentication server be part of?

A. Edge
B. Cloud
C. Core
D. Access

Answer: A

NEW QUESTION # 52
The OT network analyst run different level of reports to quickly explore failures that could put the network at risk. Such reports can
be about device performance. Which FortiSIEM reporting method helps to identify device failures?

A. Active dependent rules reports
B. Business service reports

C. CMDB operational reports

D. Device inventory reports

Answer: D

NEW QUESTION # 53
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