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What are two advantages of using an [Psec recommended template to configure an [Psec tunnel in an hub-and-spoke topology?
(Choose two.)

A. It guides the admnistrator to use Fortinet recommended settings.

B. It ensures consistent settings between phasel and phase2.

C. The VPN monitor tool provides additional statistics for tunnels defined with an IPsec recommended tenplate.
D. It automatically install IPsec tunnels to every spoke when they are added to the FortiManager ADOM.

Answer: A.B

Explanation:

The use of an [Psec recommended template offers the advantage of ensuring consistent settings between phasel and phase2 (A),
which is essential for the stability and security of the IPsec tunnel. Additionally, it guides the administrator to use Fortinet's
recommended settings (B), which are designed to optimize performance and security based on Fortinet's best practices. Reference:
The benefits of using IPsec recommended templates are outlined in Fortinet's SD-WAN documentation, which emphasizes the
importance of consistency and adherence to recommended configurations.

NEW QUESTION # 43
Which CLI command do you use to perform real-time troubleshooting for ADVPN negotiation?

A. diagnose debug application ike
B. diagnose vpn tunnel list

C. get ipsec tunnel list

D. get router info routing-table all

Answer: A

Explanation:

IKE real-time debug - useful when debugging ADVPN shortcut messages and spoke-to-spoke negotiations.
* diagnose debug console timestamp enable

* diagnose vpn ike log filter clear

* diagnose vpn ike log filter mdst-addr4 <ip.ofhub> <ip.of spoke>

* diagnose debug application ike - 1

* diagnose debug enable

NEW QUESTION # 44
Refer to the exhibits.



Exhibit A

branchl_fgt # diagnose sys sdwan service

Service(l): Address Mode (IPV4) flags=0x200 use-shortcut-sla
Gen(8), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(manual)
Members (2) :
1: Seq_num(l portl), alive, selected
2: Seq _num(2 port2), alive, selected
Internet Service(3): GoToMeeting(4294836966,0,0,0 16354)
Microsoft.Office.365.Portal (4294837474,0,0,0 41468) Salesforce(4294837976,0,0,0 16920)

Eriiciiimlomn

Service(2) : Address Mode (IPV4) flags=0x200 use-shortcut-sla
Gen(7), TOS(0x0/0x0), Protocol(0: 1->65535), Mode (manual)
Members (1) :
1: Seq num(2 port2), alive, selected
Internet Service(2): Facebook(4294836806,0,0,0 15832) Twitter(4294838278,0,0,0 16001)
Src address(1l):
10.0.1.0-10.0.1.255

branchl_fgt # diagnose sys sdwan internet-service-app-ctrl-list

Facebook (15832 4294836806): 157.240.229.35 6 443 Tue Mar 8 12:24:04 2022
GoToMeeting (16354 4294836966): 23.205.106.86 6 443 Tue Mar 8 12:24:04 2022
GoToMeeting (16354 4294836966): 23.212.249.144 6 443 Tue Mar 6 12:24:39 2022
Salesforce (16920 4294837976): 23.212.249.11 & 443 Tue Mar 8 12:24:04 2022

branchl_fgt # get router info routing-table all

5= 0.0.0.0/0 [1/0] via 192.2.0.2, portl
[1/0) wvia 192.2.0.10, port2

SD-WAN Rule Name Destination Interface

Destination IP Service Application Security Event List
523212248205 MHTTPS GoToMeetin port2 T APP Count (2}
12320510686 HTTPS GoToMeeting  ww 2 Critical-DIA portl ) Level noticn
1823.205.10686 HTTPS GaToMeeting a2 Critical-DIA portl - General
§R23205.10686 HTTPS GoToMeeting a2 Critical-DIA port1 “"n z:“”mi
W23.212.249.144 HTTIPS #pGaToMeeting aw 2 Critical-DIA portl Tean Disph phed
23212249144  HTTPS $GoToMeeting  am 2 port1 Virtual Domain ot
Wi23212.249.144 HTTPS #GoToMeeting  aw 2 port2 - Source
12320510686 HTTPS $GoloMeeting ww 2 port2 Country Reserved
Device ID FGVMO1TM22000077
Device Name branchl_fgt
w 10.0.1.101
Intertace ports
Interface Role undefined
NAT P 192209
NAT Port 51042
Port 51042
Source 100.1.101
UEBA Endpoint 1D 1025
UEBA User ID 3
= Destination
Country United States
End User ID 3
Frndpoint 10 101
Host Name: W golomeeting. com
w W 23.212.248.205

1) Interface port2
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An administrator is testing application steering in SD-WAN. Before generating test traffic, the administrator collected the information
shown in exhibit A.
After generating GoToMeeting test traffic, the administrator examined the respective traffic log on FortiAnalyzer, which is shown in
exhibit B. The administrator noticed that the traffic matched the implicit SD- WAN rule, but they expected the traffic to match rule
ID1.
Which two reasons explain why the traffic matched the implicit SD-WAN rule? (Choose two.)

¢ A FortiGate did not refresh the routing information on the session after the application was detected.
e B. Portl and port2 do not have a valid route to the destination.

e C. Full SSL inspection is not enabled on the matching firewall policy.

e D. The session 3-tuple did not match any of the existing entries in the ISDB application cache.



Answer: B,C

NEW QUESTION # 45
Which two statements about SD-WAN central management are true? (Choose two.)

A. Tt uses templates to configure SD-WAN on managed devices.

B. The objects are saved in the ADOM common object database.

C. It does not support meta fields.

D. It supports normalized interfaces for SD-WAN member configuration.

Answer: A.B

Explanation:

Explanation

Normalized interfaces are not supported for SD-WAN templates. You can create multiple SD-WAN zones and
add interface members to the SD-WAN zones. You must bind the interface members by name to physical
mterfaces or VPN

interfaces.https’//docs. fortinet.conYdocument/fortigate/7.0.0/sd- wan-new- features/794804/new-sd- wan-template-

NEW QUESTION # 46
What are two reasons why FortiGate would be unable to complete the zero-touch provisioning process?
(Choose two.)

A. FortiDeploy has connected with FortiGate and provided the initial configuration to contact FortiManager
B. The zero-touch provisioning process has completed internally, behind FortiGate.

C. The FortiGate cloud key has not been added to the FortiGate cloud portal.

D. FortiGate has obtained a configuration from the platform template in FortiGate cloud.

E. A factory reset performed on FortiGate.

Answer: B,C

NEW QUESTION # 47
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