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practice material and rated it positively.

Fortinet NSE7_LED-7.0 (Fortinet NSE 7 - LAN Edge 7.0) Certification Exam is a test that is designed to assess a candidate's
knowledge and skills when it comes to deploying, configuring, and managing Fortinet's LAN Edge solutions. Fortinet NSE 7 - LAN
Edge 7.0 certification exam is aimed at individuals who are responsible for managing network security solutions in their organizations.
It is a globally recognized certification that demonstrates the candidate's expertise in securing LAN edge environments.

Fortinet NSE 7 - LAN Edge 7.0 Sample Questions (Q45-Q50):
NEW QUESTION # 45 
Refer to the exhibit.

Examine the debug output shown in the exhibit
Which two statements about the RADIUS debug output are true'' (Choose two)

A. User authentication failed
B. User authentication succeeded using MSCHAP
C. The user student belongs to the SSLVPN group
D. The RADIUS server sent a vendor-specific attribute in the RADIUS response

Answer: B,C

Explanation:
Explanation
According to the exhibit, the debug output shows a RADIUS debug output from FortiGate. The output shows that FortiGate sent a
RADIUS Access-Request packet to FortiAuthenticator with the username student and received a RADIUS Access-Accept packet
from FortiAuthenticator with a Class attribute containing SSLVPN.
Therefore, option A is true because it indicates that the user student belongs to the SSLVPN group on FortiAuthenticator. The
output also shows that FortiGate used MSCHAP as the authentication method and received a MS-MPPE-Send-Key and a MS-
MPPE-Recv-Key from FortiAuthenticator. Therefore, option D is true because it indicates that user authentication succeeded using
MSCHAP. Option B is false because user authentication did not fail, but rather succeeded. Option C is false because
FortiAuthenticator did not send a vendor-specific attribute in the RADIUS response, but rather standard attributes defined by
RFCs.
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NEW QUESTION # 46 
Exhibit.

Exhibit.



Refer to the exhibits
In the wireless configuration shown in the exhibits, an AP is deployed in a remote site and has a wireless network (VAP) called
Corporate deployed to it The network is a tunneled network however clients connecting to a wireless network require access to a
local printer Clients are trying to print to a printer on the remote site but are unable to do so Which configuration change is required
to allow clients connected to the Corporate SSID to print locally?

A. Disable the Block Intra-SSID Traffic (intra-vap-privacy) setting on the SSID (VAP) profile
B. Configure split-tunneling in the vap configuration
C. Configure the printer as a wireless client on the Corporate wireless network
D. Configure split-tunneling in the wtp-profile configuration

Answer: B

Explanation:
Explanation
According to the Fortinet documentation1, "Split tunneling allows you to specify which traffic is tunneled to the FortiGate and which
traffic is sent directly to the Internet. This can improve performance and reduce bandwidth usage." Therefore, by configuring split-
tunneling in the vap configuration, you can allow the clients connected to the Corporate SSID to access both the corporate network
and the local printer. Option B is incorrect because split-tunneling is configured at the vap level, not the wtp-profile level. Option C is
incorrect because blocking intra-SSID traffic prevents wireless clients on the same SSID from communicating with each other, which
is not related to accessing a local printer. Option D is unnecessary and impractical because the printer does not need to be a wireless
client on the Corporate wireless network to be accessible by the clients.

NEW QUESTION # 47 
Refer to the exhibit.
Examine the FortiGate logs, widget, and CLI output shown in the exhibit.



An administrator is testing the Security Fabric quarantine automation. The test device (10.0.2.2) is connected to a managed
FortiSwitch device.
A few seconds after trying to access a malicious website from the test device, the test device can no longer access the internet and
other VLANs in the network. However, the device is still able to access other devices in the same VLAN.
Based on the information shown in the exhibit, which modification should the administrator make to fix the problem?

A. Change the quarantine mode to by VLAN mode.
B. Configure a firewall policy on FortiGate to block the intra-VLAN traffic.
C. Change the quarantine mode to by redirect mode.
D. Enable the access layer quarantine action on the Quarantine_Devices automation stitch.

Answer: D

NEW QUESTION # 48 
Refer to the exhibit.

Examine the FortiGate user group configuration and the Windows AD LDAP group membership information shown in the exhibit
FortiGate is configured to authenticate SSL VPN users against Windows AD using LDAP The administrator configured the SSL
VPN user group for SSL VPN users However the administrator noticed that both the student and j smith users can connect to SSL
VPN Which change can the administrator make on FortiGate to restrict the SSL VPN service to the student user only?



A. In the SSL VPN user group configuration change Type to Fortinet Single Sign-On (FSSO)
B. In the SSL VPN user group configuration set Group Name to ::;=Domain users.CN-Users
/DC=trainingAD, DC-training, DC=lab.
C. In the SSL VPN user group configuration, change Name to cn=sslvpn, CN=users, DC=trainingAD, Detraining, DC-lab.
D. In the SSL VPN user group configuration set Group Nam to CN-SSLVPN, CN="users, DC- trainingAD, DC-training,
DC-lab

Answer: D

Explanation:
According to the FortiGate Administration Guide, "The Group Name is the name of the LDAP group that you want to use for
authentication. The name must match exactly the name of the LDAP group on the LDAP server." Therefore, option A is true
because it will set the Group Name to match the LDAP group that contains only the student user. Option B is false because changing
the Name will not affect the authentication process, as it is only a local identifier for the user group on FortiGate. Option C is false
because setting the Group Name to Domain Users will include all users in the domain, not just the student user. Option D is false
because changing the Type to FSSO will require a different configuration method and will not solve the problem.

NEW QUESTION # 49 
A wireless network in a school provides guest access using a captive portal to allow unregistered users to self-register and access
the network The administrator is requested to update the existing configuration to provide captive portal authentication through a
secure connection (HTTPS) Which two changes must the administrator make to enforce HTTPS authentication"? (Choose two >

A. Update the captive portal URL to use HTTPS on FortiGate and FortiAuthenticator
B. Create a new SSID with the HTTPS captive portal URL
C. Disable HTTP administrative access on the guest SSID to enforce HTTPS connection
D. Enable HTTP redirect in the user authentication settings

Answer: A,D

Explanation:
Explanation
According to the FortiGate Administration Guide, "To enable HTTPS authentication, you must enable HTTP redirect in the user
authentication settings. This redirects HTTP requests to HTTPS. You must also update the captive portal URL to use HTTPS on
both FortiGate and FortiAuthenticator." Therefore, options B and D are true because they describe the changes that the
administrator must make to enforce HTTPS authentication for the captive portal. Option A is false because creating a new SSID
with the HTTPS captive portal URL is not required, as the existing SSID can be updated with the new URL. Option C is false
because disabling HTTP administrative access on the guest SSID will not enforce HTTPS connection, but rather block HTTP
connection.

NEW QUESTION # 50
......
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