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Amazon AWS Certified DevOps Engineer - Professional Sample Questions
(Q519-Q524):

NEW QUESTION # 519

The Development team at an online retailer has moved to Business support and want to take advantage of the AWS Health
Dashboard and the AWS Health API to automate remediation actions for issues with the health of AWS resources. The first use
case is to respond to AWS detecting an IAM access key that is listed on a public code repository site. The automated response will
be to delete the IAM access key and send a notification to the Security team

How should this be achieved?

¢ A Create an AWS Lambda function to delete the IAM access key. Create an AWS Config rule for changes to aws.health
and the AWS RISK CREDENTIALS EXPOSED event with two actions: first, run the Lambda finction; second, use
Amazon SN to send a notification to the Security team.

¢ B. Use AWS Step Functions to create a function to delete the [AM access key, and then use Amazon SN to send a
notification to the Security team. Create an Amazon CloudWatch Events rule with an aws.health event source and the
AWS RISK CREDENTIALS EXPOSED event, set the target of the CloudWatch Events rule to Step Functions.

¢ C. Create an AWS Lambda fimction to delete the IAM access key. Send AWS CloudTrail logs to AWS CloudWatch logs.
Create a CloudWatch Logs metric filter for the AWS RISK CREDENTIALS EXPOSED event with two actions: first, run
the Lambda fimction; second, use Amazon SNS to send a notification to the Security team.

e D. Use AWS Step Functions to create a finction to delete the IAM access key, and then use Amazon SNS to send a
notification to the Security team. Create an AWS Personal Health Dashboard rule for the
AWS RISK CREDENTIALS EXPOSED event; set the target of the Personal Health Dashboard rule to Step Functions.

Answer: D
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NEW QUESTION # 520

A Security teamrequires all Amazon EBS volumes that are attached to an Amazon EC2 instance to have AWS Key Management
Service (AWS KMS) encryption enabled. If encryption is not enabled, the company's policy requires the EBS volure to be
detached and deleted. A DevOps Engineer must automate the detection and deletion of unencrypted EBS volumes.

‘Which method should the Engineer use to accomplish this with the LEAST operational effort?

¢ A Create an AWS Lambda function to describe all EBS volumes in the region and identify volumes that are attached to an
EC2 instance without encryption enabled. The function then deletes all non- compliant volurmes. The AWS Lambda finction is
invoked every 5 minutes by an Amazon CloudWatch Events scheduled rule.

¢ B. Create a rule in AWS Config to check for unencrypted and attached EBS volumes. Subscribe an AWS Lambda function
to the Amazon SN topic that AWS Conlfig sends change notifications to.
The Lambda function checks the change notification and deletes any EBS volumes that are non- compliant.

¢ C. Launch an EC2 instance with an I[AM role that has permissions to describe and delete volumes. Run a script on the EC2
instance every 5 minutes to describe all EBS volumes in all regions and identify volumes that are attached without encryption
enabled. The script then deletes those volurres.

¢ D. Create an Amazon CloudWatch Events rule that mvokes an AWS Lambda fimction when an EBS volunre is created. The
Lambda fimction checks the EBS volume for encryption. If encryption is not enabled and the volume is attached to an
instance, the finction deletes the volume.

Answer: B

NEW QUESTION # 521

A company is creating a software solution that executes a specific parallel-processing mechanism. The software can scale to tens of
servers in some special scenarios. This solution uses a proprietary library that is license-based, requiring that each individual server
have a single, dedicated license installed. The company has 200 licenses and is planning to run 200 server nodes concurrently at
most.

The company has requested the following features:

* A mechanism to automate the use of the licenses at scale.

* Creation of a dashboard to use in the future to verify which licenses are available at any moment.

What is the MOST effective way to accomplish these requirements?

e A. Upload the licenses to an Amazon DynamoDB table. Create an AWS CLI script to launch the servers by using the
parameter --count, with minmax instances to launch. In the user data script, acquire an available license from the DynamoDB
table. Monitor each instance and, in case of failure, replace the instance, then manually update the DynamoDB table.

e B. Upload the licenses to a private Amazon S3 bucket. Create an AWS CloudFormation template with a Mappings section
for the licenses. In the template, create an Auto Scaling group to launch the servers. In the user data script, acquire an
available license from the Mappings section. Create an Auto Scaling lifecycle hook, then use it to update the mapping after the
mnstance is terminated.

¢ C. Upload the licenses to an Amazon DynamoDB table. Create an AWS CloudFormation template that uses an Auto Scaling
group to launch the servers. In the user data script, acquire an available license from the DynamoDB table. Create an Auto
Scaling lifecycle hook, then use it to update the mapping after the instance is terminated.

¢ D. Upload the licenses to a private Amazon S3 bucket. Populate an Amazon SQS queue with the list of licenses stored in S3.
Create an AWS CloudFormation template that uses an Auto Scaling group to launch the servers. In the user data script
acquire an available license fiom SQS. Create an Auto Scaling lifecycle hook, then use it to put the license back in SQS after
the instance is terminated.

Answer: A

NEW QUESTION # 522

An Engineering team manages a Node.js e-commerce application. The current environment consists of the following components:
* Amazon S3 buckets for storing content

* Amazon EC2 for the front-end web servers

* AWS Lambda for executing image processing

* Amazon DynamoDB for storing session-related data

The team expects a significant increase in traffic to the site. The application should handle the additional load without interruption.
The teamran initial tests by adding new servers to the EC2 front-end to handle the larger load, but the instances took up to 20
minutes to become fully configured. The team wants to reduce this configuration time.



What changes will the Engineering team need to implement to make the solution the MOST resilient and highly available while
meeting the expected increase in demand?

e A. Use AWS OpsWorks to automatically configure each new EC2 instance as it is launched. Configure the EC2 instances by
using an Auto Scaling group behind an Application Load Balancer across multiple Availability Zones. Implement Amazon
DynamoDB Auto Scaling, Use Amazon Route 53 to point the application DNS record to the Application Load Balancer.

¢ B. Deploy a fleet of EC2 instances, doubling the current capacity, and place them behind an Application Load Balancer.
Increase the Amazon DynamoDB read and write capacity units. Add an alias record that contains the Application Load
Balancer endpoint to the existing Amazon Route 53 DNS record that points to the application.

e C. Configure Amazon CloudFront and have its origin point to Amazon S3 to host the web application.

Implement Amazon DynamoDB Auto Scaling. Use Amazon Route 53 to point the application DNS record to the CloudFront
DNS namre.

e D. Use AWS Elastic Beanstalk with a custom AMI including all web components. Deploy the platform by using an Auto
Scaling group behind an Application Load Balancer across muiltiple Availability Zones. Implement Amazon DynamoDB Auto
Scaling, Use Amazon Route 53 to point the application DNS record to the Elastic Beanstalk load balancer.

Answer: D

Explanation:
Explanation/Reference:

NEW QUESTION # 523

You have a high-traffic application running behind a load balancer with clients that are very sensitive to latency.

How should you determine which back-end Amazon Elastic Compute Cloud application instances are causing increased latency so
that they can be replaced?

A. By using the Elastic Load Balancing Latency CloudWatch metric.

B. By running a distributed load test to the load balancer.

C. By using the load balancer access logs.

D. By using the HTTP X-Forwarded-For header for requests from the load balancer.

Answer: C

NEW QUESTION # 524
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