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NEW QUESTION # 232

A large software company wants to move its source control and deployment pipelines into a cloud- computing environment. Due to
the nature of the business, management determines the recovery time objective needs to be within one hour. Which of the following
strategies would put the company in the BEST position to achieve the desired recovery time?
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A. Set up every cloud component with duplicated copies and auto-scaling turned on

B. Configure a duplicate environment in the same region and load balance between both instances
C. Create a duplicate copy on premises that can be used for failover in a disaster situation

D. Establish an alternate site with active replication to other regions

Answer: D

NEW QUESTION # 233
An analyst must review a new cloud-based SIEM solution. Which of the following should the analyst do FIRST prior to discussing
the company's needs?

A. Perform a vulnerability scan against a test instance.
B. Download the product security white paper.

C. Ensure a current non-disclosure agreement is on file
D. Check industry news feeds for product reviews.

Answer: C

NEW QUESTION # 234

A security analyst is evaluating two vulnerability management tools for possible use in an organization. The analyst set up each of the
tools according to the respective vendor's instructions and generated a report of vulnerabilities that ran against the same target
server.

Tool A reported the following:

The target host (1922.168.10.13) is misaing the Tollowing patches:
CRITICAL KBS50227328: Windows Serwe® (ZDl&"June 2019 Cumulative Update

CRITICAL KBO5025323%3: Windows Seruer 2016 July 2019 Cumulative Update
HIGH MS19-055: CumuletffiVesecan ty\Update for Edge (2863871)

Tool B reported the following:

IMe:hods GET HEAD OPTIONS POST TRARCE are allowed on 192.168.10.132:80

192.168.10.13:443 uses a aself-signed certificate
Apache 4.2.x < 4.2.28 Contains Multiple VulnerabiTiciesT|A

Which of the following BEST describes the method used by each tool? (Choose two.)

A. Tool A used fuzzing logic to test vulnerabilities.
B. Tool A is unauthenticated.

C. Tool B utilized machine learning technology.
D. Tool B is unauthenticated.

E. Tool A is agent based.

F. Tool B is agent based.

Answer: B,F

NEW QUESTION # 235
An analyst reviews a recent report of vulnerabilities on a company's financial application server.
Which of the following should the analyst rate as being of the HIGHEST importance to the company's environment?

A. Remote code execution

B. SQL injection

C. Susceptibility to XSS

D. Banner grabbing

E. Use of old encryption algorithms

Answer: A

NEW QUESTION # 236



A help desk technician inadvertently sent the credentials of the company's CRM n clear text to an employee's personal email
account. The technician then reset the employee's account using the appropriate process and the employee's corporate email, and
notified the security team of the incident According to the incident response procedure, which of the following should the security
team do NEXT?

A. Perform postmortem data correlation.
B. Contact the CRM vendor.

C. Update the incident response plan.

D. Prepare an incident summary report.

Answer: A

Explanation:

The security team should perform postmortem data correlation next after receiving notification of the incident from the help desk
technician. Postmortem data correlation is an activity that involves analyzing data from various sources (such as logs, alerts, reports,
etc.) to identify root causes, impacts, indicators of compromise (IoCs), lessons learned, and recommendations for improvement after
an incident3. Postmortem data correlation can help the security team to:

Determine how the incident occurred and how it was detected and resolved Assess the scope and severity of the incident and its
effects on confidentiality, integrity, and availability Identify any gaps or weaknesses in security controls or processes that contributed
to the incident Develop action plans or remediation strategies to prevent recurrence or mitigate future incidents

NEW QUESTION # 237
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