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Cisco Implementing Secure Solutions with Virtual Private Networks Sample

Questions (Q89-Q94):

NEW QUESTION # 89
What are two functions of ECDH and ECDSA? (Choose two.)

A. encryption
B. key exchange

C. nonrepudiation
D. revocation

E. digital signature
Answer: B,E

Explanation:

https/tools.cisco.conysecurity/center/resources/next_generation cryptography

NEW QUESTION # 90
Refer to the exhibit.

Hub

crypto isakmp policy 10
encr aes 256

hash sha256
authentication pre-share
group 2

crypto ipsec transform-set TS esp-aes 256 esp-sha256-hmac
mode transport

crypto ipsec profile CCNP
set transform-set TS

crypto isakmp key cisco address 0.0.0.0

interface Tunnell

ip address 10.0.0.1 255.255.255.0

ip nhrp authentication ciscol23

ip nhrp map multicast dynamic

ip nhrp network-id 1

ip nhrp redirect

no ip split-horizon

tunnel source GigabitEthernetl
tunnel mode gre multipoint

tunnel protection ipsec profile CCNP

interface GigabitEthernetl
ip address 172.16.18.1 255.255.255.0

Spoke

crypto isakmp policy 10
encr aes 256

hash sha256

group 2

crypto ipsec transform-set TS esp-aes 256 esp-sha256-hmac
mode transport

crypto ipsec profile. CCNP
set transform-set TS

crypto isakmp key cisco address 172.16.18.1

interface Tunnell

ip address 10.0.0.2 255.255.255.0

ip nhrp authentication cisco

ip nhrp network-id 1

ip nhrp nhs 10.0.0.1 nbma 172.16.18.1 multicast
tunnel source GigabitEthernetl

funnel mode gre Multipoint

tunngl protegtidll ipsec profile CCNP

interfacelGigabitEthe¥netld
1p address 172.19.18.2 255.255.255.0

The DMVPN spoke is not establishing a session with the hub. Which two actions resolve this issue? (Choose two.)

E. Change the transform set to mode tunnel.

Answer: B,D

A. Change the ISAKMP key address on the spoke to 0.0.0.0.

B. Change the nhrp authentication key on the spoke to cisco123.

C. Change the spoke nhs to 172.16.18.1 and the nbma to 10.0.0.1.

D. Change the ISAKMP policy authentication on the spoke to pre-shared.



https://www.passtestking.com/exam/300-730

NEW QUESTION # 91

An engineer has configured Cisco AnyConnect VPN using IKEv2 on a Cisco I0S router. The user cannot connect in the Cisco
AnyConnect client, but receives an alert message "Use a browser to gain access." Which action does the engineer take to resolve
this issue?

A. Correct the URL address.
B. Connect using HTTPS.

C. Disable the HTTP server.
D. Reset user login credentials.

Answer: C

Explanation:
httpsy//www.cisco.comy/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html

NEW QUESTION # 92
Refer to the exhibit.

ASA-4-751015 Local:0.0.0.0:0 Remote¢0.0.0.0:0 Username:Unknown SA request
rejected by CAC. Reason: IN-NEGOTIATION SA LIMIT REACHED

&
- 2 | W

A customer cannot establish an IKEv2 site-to-site VPN tunnel between two Cisco ASA devices. Based on the syslog message,
which action brings up the VPN tunnel?

A. Remove the maximum SA limit on the remote Cisco ASA.

B. Correct the crypto access list on both Cisco ASA devices.

C. Reduce the maximum SA limit on the local Cisco ASA.

D. Increase the maximum in-negotiation SA limit on the local Cisco ASA.

Answer: D

Explanation:
httpsy//www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ikevpr/configuration/xe- 3s/sec-ike-for-ipsec-vpns-xe-3s-book/sec-
call-addmsn-ike.html

NEW QUESTION # 93
Refer to the exhibit.
m SSL VPN Service
:_.ﬂ) http:// v | - Browse User:employee | Logout |
;h) Home =, | web Bookmarks =N
2

@ Web Applications - |

m
== | Browse Networks -y

@ AnyConnect =

Based on the exhibit, why are users unable to access CCNP Webserver bookmark?

o A. The bookmark has been disabled.



B. The URL is being blocked by a WebACL.
C. The ASA cannot resolve the URL.
D. The user cannot access the URL.

Answer: A

NEW QUESTION # 94
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