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NEW QUESTION # 55

A healthcare company wants to share data with a medical institute. The institute is running a Standard edition of Snowflake; the
healthcare company is running a Business Critical edition.

How can this data be shared?

A. Contact Snowflake and they will execute the share request for the healthcare company.

B. Set the share_restriction parameter on the shared object to false.

C. The healthcare company will need to change the institute's Snowflake edition in the accounts panel.
D. By default, sharing is supported from a Business Critical Snowflake edition to a Standard edition.

Answer: B
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Explanation:

Explanation

By default, Snowflake does not allow sharing data from a Business Critical edition to a non-Business Critical edition. This is because
Business Critical edition provides enhanced security and data protection features that are not available in lower editions. However,
this restriction can be overridden by setting the share_restriction parameter on the shared object (database, schema, or table) to
false. This parameter allows the data provider to explicitly allow sharing data with lower edition accounts. Note that this parameter
can only be set by the data provider, not the data consumer. Also, setting this parameter to false may reduce the level of security and
data protection for the shared data.

References:

* Enable Data Share:Business Critical Account to Lower Edition

* Sharing Is Not Allowed From An Account on BUSINESS CRITICAL Edition to an Account On A Lower Edition

* SQL Execution Error: Sharing is Not Allowed from an Account on BUSINESS CRITICAL Edition to an Account on a Lower
Edition

* Snowflake Editions | Snowflake Documentation

NEW QUESTION # 56

A healthcare company is deploying a Snowflake account that may include Personal Health Information (PHI).
The company must ensure compliance with all relevant privacy standards.

Which best practice recommendations will meet data protection and compliance requirements? (Choose three.)

A. Use the External Tokenization feature to obfuscate sensitive data.

B. Create Dynamic Data Masking policies and apply them to columns that contain PHI.
C. Avoid sharing data with partner organizations.

D. Rewrite SQL queries to eliminate projections of PHI data based on current_role().
E. Use, at mnimum, the Business Critical edition of Snowflake.

F. Use the Internal Tokenization feature to obfuscate sensitive data.

Answer: A,B,E

Explanation:

* A healthcare company that handles PHI data must ensure compliance with relevant privacy standards, such as HIPAA,
HITRUST, and GDPR. Snowflake provides several features and best practices to help customers meet their data protection and
compliance requirenments1.

* One best practice recommendation is to use, at minimum, the Business Critical edition of Snowflake. This edition provides the
highest level of data protection and security, including end-to-end encryption with customer-managed keys, enhanced object-level
security, and HIPAA and HITRUST compliance2. Therefore, option A is correct.

* Another best practice recommendation is to create Dynamic Data Masking policies and apply them to columns that contain PHI.
Dynamic Data Masking is a feature that allows masking or redacting sensitive data based on the current user's role. This way, only
authorized users can view the unmasked data, while others will see masked values, such as NULL, asterisks, or random
characters3. Therefore, option B is correct.

* A third best practice recommendation is to use the External Tokenization feature to obfuscate sensitive data. External Tokenization
is a feature that allows replacing sensitive data with tokens that are generated and stored by an external service, such as Protegrity.
This way, the original data is never stored or processed by Snowflake, and only authorized users can access the tokenized data
through the external service4. Therefore, option D is correct.

* Option C is incorrect, because the Internal Tokenization feature is not available in Snowflake. Snowflake does not provide any
native tokenization functionality, but only supports integration with external tokenization services4.

* Option E is incorrect, because rewriting SQL queries to elimnate projections of PHI data based on current_role() is not a best
practice. This approach is error-prone, inefficient, and hard to maintain. A better alternative is to use Dynamic Data Masking
policies, which can automatically mask data based on the user's role without modifying the queries3.

* Option F is incorrect, because avoiding sharing data with partner organizations is not a best practice.

Snowflake enables secure and governed data sharing with internal and external consumers, such as business units, customers, or
partners. Data sharing does not involve copying or moving data, but only granting access privileges to the shared objects. Data
sharing can also leverage Dynamic Data Masking and External Tokenization features to protect sensitive dataS.

References: : Snowflake's Security & Conmpliance Reports : Snowflake Editions : Dynamic Data Masking : External Tokenization :
Secure Data Sharing

NEW QUESTION # 57
A company has a table with that has corrupted data, named Data. The company wants to recover the data as it was 5 minutes ago



using cloning and Time Travel
What command will accomplish this?

A. CREATE TABLE Recover Data CLONE Data AT(TIME => -60*5);

B. CREATE CLONE TABLE Recover Data FROM Data AT(OFFSET => -60*5);
C. CREATE TABLE Recover Data CLONE Data AT(OFFSET => -60*5);

D. CREATE CLONE Recover Data FROM Data AT(OFFSET => -60*5);

Answer: C

Explanation:

This is the correct command to create a clone of the table Data as it was 5 minutes ago using cloning and Time Travel. Cloning is a
feature that allows creating a copy of a database, schema, table, or view without duplicating the data or metadata. Time Travel is a
feature that enables accessing historical data (i.e. data that has been changed or deleted) at any point within a defined period. To
create a clone of a table at a point in time in the past, the syntax is:

CREATE TABLE <clone_name> CLONE <source table> AT (OFFSET => <offSet_in _seconds>); The OFFSET parameter
specifies the time difference in seconds from the present time. A negative value indicates a point in the past. For example, -60*5
means 5 minutes ago. Alternatively, the TIMESTAMP parameter can be used to specify an exact timestamp in the past. The clone
will contain the data as it existed in the source table at the specified point in time12.

Reference:

Snowflake Documentation: Cloning Objects

Snowflake Documentation: Cloning Objects at a Pomt in Time in the Past

NEW QUESTION # 58
Which of the following are characteristics of how row access policies can be applied to external tables? (Choose three.)

A. An external table can be created with a row access policy, and the policy can be applied to the VALUE column.
B. A row access policy cannot be applied to a view created on top of an external table.

C. External tables are supported as mapping tables in a row access policy.

D. A row access policy can be applied to the VALUE column of an existing external table.

E. A row access policy cannot be directly added to a virtual column of an external table.

F. While cloning a database, both the row access policy and the external table will be cloned.

Answer: AD,E

Explanation:

These three statements are true according to the Snowflake documentation and the web search results. A row access policy is a
feature that allows filtering rows based on user-defined conditions. A row access policy can be applied to an external table, which is
a table that reads data from external files in a stage. However, there are some limitations and considerations for using row access
policies with external tables.

An external table can be created with a row access policy by using the WITH ROW ACCESS POLICY clause in the CREATE
EXTERNAL TABLE statement. The policy can be applied to the VALUE column, which is the column that contains the raw data
from the external files in a VARIANT data typel.

A row access policy can also be applied to the VALUE column of an existing external table by using the ALTER TABLE statement
with the SET ROW ACCESS POLICY clause2.

A row access policy cannot be directly added to a virtual column of an external table. A virtual column is a column that is derived
from the VALUE column using an expression. To apply a row access policy to a virtual column, the policy must be applied to the
VALUE colunn and the expression must be repeated in the policy definition3.

External tables are not supported as mapping tables in a row access policy. A mapping table is a table that is used to determine the
access rights of users or roles based on some criteria. Snowflake does not support using an external table as a mapping table
because it may cause performance issues or errors4.

While cloning a database, Snowflake clones the row access policy, but not the external table. Therefore, the policy in the cloned
database refers to a table that is not present in the cloned database. To avoid this issue, the external table must be manually cloned
or recreated in the cloned database4.

A row access policy can be applied to a view created on top of an external table. The policy can be applied to the view itself or to
the underlying external table. However, if the policy is applied to the view, the view must be a secure view, which is a view that hides
the underlying data and the view definition from unauthorized usersS5.

Reference:

CREATE EXTERNAL TABLE | Snowflake Documentation

ALTER EXTERNAL TABLE | Snowflake Documentation



Understanding Row Access Policies | Snowflake Documentation
Snowflake Data Governance: Row Access Policy Overview
Secure Views | Snowflake Documentation

NEW QUESTION # 59
What is the MOST efficient way to design an environment where data retention is not considered critical, and customization needs
are to be kept to a minimum?

A. Use a transient table.

B. Use a temporary table.
C. Use a transient database.
D. Use a transient schema.

Answer: C

Explanation:

Transient databases in Snowflake are designed for situations where data retention is not critical, and they do not have the fail-safe
period that regular databases have. This means that data in a transient database is not recoverable after the Time Travel retention
period. Using a transient database is efficient because it minimizes storage costs while still providing most functionalities of a standard
database without the overhead of data protection features that are not needed when data retention is not a concern.

NEW QUESTION # 60
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