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CompTIA Cloud+ Certification Exam Sample Questions (Q299-Q304):
NEW QUESTION # 299 
A production engineer is configuring a new application, which is running in containers, that requires access to a database. Which of
the following methods will allow the application to authenticate to the database in the MOST secure way?

A. Store the credentials using the orchestrator secret manager
B. Store the credentials in a configuration file using SHA-256 inside the container image
C. Store the credentials on a shared volume using whole-disk encryption
D. Store the credentials in a variable on every worker node

Answer: A

Explanation:
The most secure way to store the credentials for a new application that is running in containers and requires access to a database is
to use the orchestrator secret manager. The orchestrator secret manager is a feature that allows storing and managing sensitive data,
such as passwords, tokens, or keys, for containers in an encrypted and centralized way. It also provides access control, auditing,
and rotation features for the secrets. This method will protect the credentials from being exposed or compromised by unauthorized
parties or malicious actors.
Reference: [CompTIA Cloud+ Certification Exam Objectives], Domain 2.0 Security, Objective 2.5 Given a scenario, apply data
security techniques in the cloud.

NEW QUESTION # 300 
A company wants to check its infrastructure and application for security issues regularly. Which of the following should the company
implement?

A. Vulnerability testing
B. Performance testing
C. Regression testing
D. Penetration testing

Answer: D

Explanation:
https://pure.security/services/technical-assurance/external-penetration-testing/

NEW QUESTION # 301 
A cloud administrator notices an e-commerce website was recently warned that the connection is not private.
Which of the following is most likely the cause?

A. A broken trust relationship.
B. Limited connectivity.
C. A misconfigured IPS.
D. An expired certificate.

Answer: D

Explanation:
Detailed Explanation:
* A. An expired certificate: An expired SSL/TLS certificate triggers browser warnings about insecure connections. Renewing the
certificate will resolve the issue.
References:
* CompTIA Cloud+ CV0-003 Study Guide Chapter 6: Secure a Network in a Cloud Environment.
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NEW QUESTION # 302 
A new development team requires workstations hosted in a PaaS to develop a new website. Members of the team also require
remote access to the workstations using their corporate email addresses. Which of the following solutions will BEST meet these
requirements? (Select TWO).

A. Migrate local VHD workstations.
B. Configure email account replication.
C. Create a new directory service.
D. Integrate identity services.
E. Implement a VDI solution.
F. Deploy new virtual machines.

Answer: D,F

Explanation:
Explanation
A Platform-as-a-Service (PaaS) is a cloud computing model that provides customers a complete cloud platform-hardware,
software, and infrastructure-for developing, running, and managing applications without the cost, complexity, and inflexibility that
often comes with building and maintaining that platform on-premises1.
To develop a new website using a PaaS, the development team needs to deploy new virtual machines (VMs) on the cloud platform.
VMs are software emulations of physical computers that can run different operating systems and applications. By deploying new
VMs, the development team can create a scalable and flexible environment for their website project, without having to invest in or
manage physical hardware2.
To enable remote access to the workstations using their corporate email addresses, the development team needs to integrate identity
services on the cloud platform. Identity services are services that provide authentication, authorization, and identity management for
users and devices accessing cloud resources. By integrating identity services, the development team can use their corporate email
addresses as single sign-on (SSO) credentials to access their workstations from any device and location, while ensuring security and
compliance3.
The other options are not the best solutions for these requirements:
Configuring email account replication is not necessary for remote access to the workstations. Email account replication is a process
of synchronizing email accounts across different servers or locations. It can provide backup and redundancy for email services, but it
does not provide authentication or identity management for remote access4.
Implementing a Virtual Desktop Infrastructure (VDI) solution is not a PaaS solution. VDI is a technology that allows users to access
virtual desktops hosted on a centralized server. VDI can provide remote access to desktop environments, but it requires additional
hardware, software, and management costs that are not included in a PaaS model5.
Migrating local VHD workstations is not a PaaS solution. VHD stands for Virtual Hard Disk, which is a file format that represents a
virtual hard disk drive. Migrating local VHD workstations means moving the virtual hard disk files from local storage to cloud
storage. This can provide backup and portability for the workstations, but it does not provide a complete cloud platform for
developing and running applications6.
Creating a new directory service is not necessary for remote access to the workstations. A directory service is a service that stores
and organizes information about users, devices, and resources on a network. Creating a new directory service means setting up a
new database and schema for storing this information. This can provide identity management and access control for the network, but
it does not provide authentication or SSO for remote access.

NEW QUESTION # 303 
An administrator has virtualized a physical server. The application team reports satisfactory performance. The physical machine has
been reimaged with a newer operating system. The following day, the application team remembers that the physical server had a dual
purpose and uses a proprietary telephony card that connects to the PBX switch. The administrator needs to restore the server to its
previous state. Which of the following should the administrator perform?

A. Restore the snapshot
B. V2P
C. P2P
D. V2V

Answer: A

NEW QUESTION # 304
......
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