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(Q12-Q17):
NEW QUESTION # 12 
Which two pieces of information should you include when you initially create a support ticket? (Choose 2.)

A. A description of the conditions when the fault occurs
B. Details about the computers connected to the network
C. The description of the top-down fault-finding procedure
D. A detailed description of the fault
E. The actions taken to resolve the fault

Answer: A,D

Explanation:
* Statement A: "A detailed description of the fault." This is essential for support staff to understand the nature of the problem and
begin troubleshooting effectively.
* Statement C: "A description of the conditions when the fault occurs." This helps in reproducing the issue and identifying patterns
that might indicate the cause of the fault.
* Statement B: "Details about the computers connected to the network." While useful, this is not as immediately critical as
understanding the fault itself and the conditions under which it occurs.
* Statement D: "The actions taken to resolve the fault." This is important but typically follows the initial report.
* Statement E: "The description of the top-down fault-finding procedure." This is more of a troubleshooting methodology than
information typically included in an initial support ticket.
References:
* Best Practices for Submitting Support Tickets: Support Ticket Guidelines

NEW QUESTION # 13 
DRAG DROP
Move the MFA factors from the list on the left to their correct examples on the right. You may use each factor once, more than
once, or not at all.
Note: You will receive partial credit for each correct selection.

Answer:

Explanation:

Explanation:
The correct matching of the MFA factors to their examples is as follows:
Entering a one-time security code sent to your device after logging in: Possession



Holding your phone to your face to be recognized: Inherence
Specifying your user name and password to log on to a service: Knowledge
Here's why each factor matches the example:
Possession: This factor is something the user has, like a mobile device. A one-time security code sent to this device falls under this
category.
Inherence: This factor is something the user is, such as a biometric characteristic. Facial recognition using a phone is an example of
this factor.
Knowledge: This factor is something the user knows, like a password or PIN.
Multi-Factor Authentication (MFA) enhances security by requiring two or more of these factors to verify a user's identity before
granting access.
Entering a one-time security code sent to your device after logging in.
Factor: Possession
This factor relates to something you have, such as a device that receives a security code.
Holding your phone to your face to be recognized.
Factor: Inference (typically referred to as Inherence or Biometric)
This factor relates to something you are, such as biometric authentication like facial recognition.
Specifying your username and password to log on to a service.
Factor: Knowledge
This factor relates to something you know, such as a username and password.
Possession Factor: This involves something the user has in their possession. Receiving a one-time security code on a device (e.g.,
phone) is an example of this.
Inference Factor (Inherence/Biometric): This involves something inherent to the user, such as
biometric verification (e.g., facial recognition or fingerprint scanning).
Knowledge Factor: This involves something the user knows, such as login credentials (username and password).
Reference: Multi-Factor Authentication (MFA) Explained: MFA Guide
Understanding Authentication Factors: Authentication Factors

NEW QUESTION # 14 
Which device protects the network by permitting or denying traffic based on IP address, port number, or application?

A. Intrusion detection system
B. VPN gateway
C. Access point
D. Firewall

Answer: D

Explanation:
* Firewall: A firewall is a network security device that monitors and controls incoming and outgoing network traffic based on
predetermined security rules. It permits or denies traffic based on IP addresses, port numbers, or applications.
* Access Point: This is a device that allows wireless devices to connect to a wired network using Wi-Fi.
It does not perform traffic filtering based on IP, port, or application.
* VPN Gateway: This device allows for secure connections between networks over the internet, but it is not primarily used for traffic
filtering based on IP, port, or application.
* Intrusion Detection System (IDS): This device monitors network traffic for suspicious activity and policy violations, but it does not
actively permit or deny traffic.
References:
* Understanding Firewalls: Firewall Basics

NEW QUESTION # 15 
HOTSPOT
An app on a user's computer is having problems downloading data.
The app uses the following URL to download data: https://www.companypro.net:7100/api
You need to use Wireshark to capture packets sent to and received from that URL.
Which Wireshark filter options would you use to filter the results? Complete the command by selecting the correct option from each
drop-down list.
Note: You will receive partial credit for each correct selection.



Answer:

Explanation:

Explanation:
To capture packets sent to and received from the URL https://www.companypro.net:7100/api using
Wireshark, you would use the following filter options:
Protocol: tcp
Filter Type: port
Port Number: 7100
This filter setup in Wireshark will display all TCP packets that are sent to or received from port 7100, which is the port specified in
the URL for the API service. Since HTTPS typically uses TCP as the transport layer protocol, filtering by TCP and the specific port
number will help isolate the relevant packets for troubleshooting the app's data download issues.
tcp: The app is using HTTPS, which relies on the TCP protocol for communication.
port: The specific port number used by the application, which in this case is 7100.
7100: This is the port specified in the URL (https://www.companypro.net:7100/api).
This filter will capture all TCP traffic on port 7100, allowing you to analyze the packets related to the application's data download.
Reference: Wireshark Filters: Wireshark Display Filters

NEW QUESTION # 16 
Which address is included in the 192.168.200.0/24 network?

A. 192.168.199.13
B. 192.168.200.13
C. 192.168.201.13
D. 192.168.1.13

Answer: B

Explanation:
* 192.168.200.0/24 Network: This subnet includes all addresses from 192.168.200.0 to 192.168.200.255.
The /24 indicates a subnet mask of 255.255.255.0, which allows for 256 addresses.
* 192.168.199.13: This address is in the 192.168.199.0/24 subnet, not the 192.168.200.0/24 subnet.
* 192.168.200.13: This address is within the 192.168.200.0/24 subnet.
* 192.168.201.13: This address is in the 192.168.201.0/24 subnet, not the 192.168.200.0/24 subnet.
* 192.168.1.13: This address is in the 192.168.1.0/24 subnet, not the 192.168.200.0/24 subnet.
Reference: * Subnetting Guide: Subnetting Basics

NEW QUESTION # 17
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