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Topic Details

Topic 1

Firewall policies and authentication: This section of the exam measures the skills of firewall administrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

Topic 2

VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
implement SSL VPNs to grant secure remote access to internal resources and configure IPsec VPNs in
either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.

Topic 3

Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
inspection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systems (IPS) to shield the network from threats and
vulnerabilities is also assessed.

Topic 4

Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the initial configuration, establish basic connectivity, and integrate the
device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system
readiness and network uptime.

Topic 5

Routing: This section of the exam measures the skills of firewall administrators and covers the configuration
of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.

Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q28-Q33):
NEW QUESTION # 28 
An administrator wants to configure dead peer detection (DPD) on IPsec VPN for detecting dead tunnels. The requirement is that
FortiGate sends DPD probes only when there is no inbound traffic.
Which DPD mode on FortiGate meets this requirement?

A. Disabled
B. Enabled
C. On Idle
D. On Demand

Answer: B

Explanation:
The "On Idle" DPD mode configures FortiGate to send DPD probes only when no inbound traffic is detected, meeting the
requirement to send probes only when the tunnel is idle.

NEW QUESTION # 29 
An administrator suspects that the Collector Agent is not forwarding login events to FortiGate.
What is the most effective troubleshooting step?

A. Restart the domain controller to refresh authentication services.
B. Verify if FortiGate is set to use LDAP authentication instead of FSSO.



C. Check if TCP port 8000 is open between the collector agent and FortiGate.
D. Verify if DC agent is enabled on the FortiGate.

Answer: C

Explanation:
The Collector Agent communicates with FortiGate over TCP port 8000. Ensuring this port is open and reachable is essential for
forwarding login events.

NEW QUESTION # 30 
A new administrator is configuring FSSO authentication on FortiGate using DC Agent Mode.
Which step is NOT part of the expected process?

A. FortiGate determines user identity based on the IP address in the FSSO list.
B. The DC agent sends login event data directly to FortiGate.
C. The user logs into the windows domain.
D. The collector agent forwards login event data to FortiGate.

Answer: D

Explanation:
In DC Agent Mode, the DC agent sends login event data directly to FortiGate without involving a collector agent.

NEW QUESTION # 31 
Refer to the exhibit.

The NOC team connects to the FortiGate GUI with the NOC_Access admin profile. They request that their GUI sessions do not
disconnect too early during inactivity.
What must the administrator configure to answer this specific request from the NOC team?

A. Increase the offline value of the Override Idle Timeout parameter in the NOC_Access admin profile.
B. Move NOC_Access to the top of the list to ensure all profile settings take effect.
C. Ensure that all NOC_Access users are assigned the super_admin role to guarantee access
D. Increase the admintimeout value under config system accprofile NOC_Access.

Answer: D

Explanation:
The admintimeout setting in the admin access profile controls the inactivity timeout for GUI sessions.
Increasing this value will extend the session duration before automatic disconnection.

NEW QUESTION # 32 
Which three statements about SD-WAN performance SLAs are true? (Choose three.)

A. They monitor the state of the FortiGate device.
B. They can be measured actively or passively.
C. All the SLAtargets can be configured.
D. They rely on session loss and jitter.
E. They are applied in a SD-WAN rule lowest cost strategy.

Answer: B,C,D



Explanation:
SD-WAN SLAs monitor metrics like packet loss and jitter to evaluate link performance.
SLA measurements can be performed using active probing or passive monitoring.
Administrators can configure all SLA target parameters to define performance criteria.

NEW QUESTION # 33
......
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