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has been a new trend of making people access to knowledge and capability-building. Our Identity-and-Access-Management-
Architect Preparation materials display a brand-new learning model and a comprehensive knowledge structure on our official exam
bank, which aims at improving your technical skills and creating your value to your future.

Salesforce Certified Identity and Access Management Architect Sample
Questions (Q155-Q160):
NEW QUESTION # 155 
Universal Containers (UC) uses middleware to integrate multiple systems with Salesforce. UC has a strict, new requirement that
usernames and passwords cannot be stored in any UC system. How can UC's middleware authenticate to Salesforce while adhering
to this requirement?

A. Create a Connected App that supports the User-Agent OAuth Flow.
B. Create a Connected App that supports the Web Server OAuth Flow.
C. Create a Connected App that supports the Refresh Token OAuth Flow
D. Create a Connected App that supports the JWT Bearer Token OAuth Flow.

Answer: D

Explanation:
Explanation
A is correct because creating a connected app that supports the JWT Bearer Token OAuth Flow allows the middleware to
authenticate to Salesforce without storing usernames and passwords. The JWT Bearer Token OAuth Flow uses a certificate and a
private key to sign a JSON Web Token (JWT) that contains information about the user identity and requested access. The
middleware sends the JWT to Salesforce, which verifies it using the certificate and grants an access token2.
B is incorrect because creating a connected app that supports the Refresh Token OAuth Flow requires storing usernames and
passwords in the middleware. The Refresh Token OAuth Flow uses a username-password authentication flow to obtain an access
token and a refresh token. The middleware can use the refresh token to obtain new access tokens without user interaction, but it still
needs to store the username and password for the initial authentication3.
C is incorrect because creating a connected app that supports the Web Server OAuth Flow requires user interaction to authenticate
to Salesforce. The Web Server OAuth Flow redirects the user to a Salesforce login page, where they enter their credentials and
grant access to the middleware. The middleware then receives an authorization code that it can exchange for an access token and a
refresh token4.
D is incorrect because creating a connected app that supports the User-Agent OAuth Flow also requires user interaction to
authenticate to Salesforce. The User-Agent OAuth Flow is similar to the Web Server OAuth Flow, except that it does not return a
refresh token. The middleware can only use the access token until it expires5.
References: 2: Accessing Salesforce with JWT OAuth Flow 3: OAuth Authorization Flows - Salesforce 4: OAuth Authorization
Flows - Salesforce 5: OAuth Authorization Flows - Salesforce

NEW QUESTION # 156 
Universal Containers (UC) has implemented SAML-based Single Sign-On to provide seamless access to its Salesforce Orgs,
financial system, and CPQ system. Below is the SSO implementation landscape.

What role combination is represented by the systems in this scenario''

A. Salesforce Org1 and Salesforce Org2 are acting as Identity Providers.
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B. Salesforce Org1 and PingFederate are acting as Identity Providers.
C. Financial System and CPQ System are the only Service Providers.
D. Salesforce Org1 and Salesforce Org2 are the only Service Providers.

Answer: D

Explanation:
Explanation
In a SAML-based SSO scenario, the identity provider (IdP) is the system that performs authentication and passes the user's identity
and authorization level to the service provider (SP), which trusts the IdP and authorizes the user to access the requested resource1.
In this case, PingFederate is the IdP that authenticates users for UC and sends SAML assertions to the SPs. The SPs are the
systems that rely on PingFederate for authentication and provide access to their services based on the SAML assertions. The SPs in
this scenario are Salesforce Org1, Salesforce Org2, Financial System, and CPQ System2. Therefore, the correct answer is B.
References:
SAML web-based authentication guide
SAML-based single sign-on: Configuration and Limitations

NEW QUESTION # 157 
A company's external application is protected by Salesforce through OAuth. The identity architect for the project needs to limit the
level of access to the data of the protected resource in a flexible way.
What should be done to improve security?

A. Define a permission set that grants access to the app and assign to authorized users.
B. Leverage external objects and data classification policies.
C. Create custom scopes and assign to the connected app.
D. Select "Admin approved users are pre-authorized" and assign specific profiles.

Answer: C

NEW QUESTION # 158 
Universal Containers (UC) is using Active Directory as its corporate identity provider and Salesforce as its CRM for customer care
agents, who use SAML based sign sign-on to login to Salesforce. The default agent profile does not include the Manage User
permission. UC wants to dynamically update the agent role and permission sets.
Which two mechanisms are used to provision agents with the appropriate permissions?
Choose 2 answers

A. Use SAML Just-m-Time (JIT) Handler class run as current user to update role and permission sets.
B. Use Login Flow in User Context to update role and permission sets.
C. Use SAML Just-in-Time (JIT) handler class run as an admin user to update role and permission sets.
D. Use Login Flow in System Context to update role and permission sets.

Answer: C,D

Explanation:
Explanation
To dynamically update the agent role and permission sets using Active Directory as the corporate identity provider and Salesforce as
the CRM for customer care agents, who use SAML based sign-on to login to Salesforce, the identity architect should use two
mechanisms:
Use Login Flow in System Context to update role and permission sets. A Login Flow is a custom post-authentication process that
can be used to add additional screens or logic after a user logs in to Salesforce. A System Context is a mode that allows a Login
Flow to run as an administrator user with full access to Salesforce data and metadata. By using a Login Flow in System Context, the
identity architect can update the agent role and permission sets based on the information from Active Directory or other criteria.
Use SAML Just-in-Time (JIT) handler class run as an admin user to update role and permission sets. A SAML JIT handler class is
a class that implements the Auth.SamlJitHandler interface and defines how to handle SAML assertions for Just-in-Time (JIT)
provisioning. JIT provisioning is a feature that allows Salesforce to create or update user records on the fly when users log in through
an external identity provider. By using a SAML JIT handler class run as an admin user, the identity architect can update the agent
role and permission sets based on the information from the SAML assertion. References: Login Flows, SAML Just-in-Time
Provisioning, Auth.SamlJitHandler Interface



NEW QUESTION # 159 
Universal Containers is creating a web application that will be secured by Salesforce Identity using the OAuth
2.0 Web Server Flow uses the OAuth 2.0 authorization code grant type).
Which three OAuth concepts apply to this flow?
Choose 3 answers

A. Verification URL
B. Scopes
C. Access Token
D. Client Secret

Answer: B,C,D

NEW QUESTION # 160
......
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