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NEW QUESTION # 51 
An administrator is testing the connectivity for a new VLAN The devices in the VLAN are connected to a FortiSwitch device that is
managed by FortiGate Quarantine is disabled on FortiGate While testing the administrator noticed that devices can ping FortiGate
and FortiGate can ping the devices The administrator also noticed that inter-VLAN communication works However intra-VLAN
communication does not work Which scenario is likely to cause this issue?

A. Access VLAN is enabled on the VLAN
B. The native VLAN configured on the ports is incorrect
C. The FortiSwitch MAC address table is missing entries
D. The FortiGate ARP table is missing entries

Answer: A

NEW QUESTION # 52 
Refer to the exhibit.

Examine the RADIUS server configuration shown in the exhibit
An administrator has configured a RADIUS server on FortiGate that points to FortiAuthenticator FortiAuthenticator is acting as an
authentication proxy and is configured to relay all authentication requests to a remote Windows AD server using LDAP While testing
the configuration the administrator noticed that the diagnose test authserver command worked with PAP, however authentication
requests failed when using MSCHAP2 Which two solutions can the administrator implement to get MSCHAP2 authentication to
work'' (Choose two.)

A. On FortiGate configure the NAS IP setting on the RADIUSserver
B. On FortiGate update the Secret setting on the RADIUS server
C. On FortiAuthenticator enable Windows Active Directory Domain Authentication to add FortiAuthenticator to the
Windows domain
D. On FortiAuthenticator change the back-end authentication server from LDAP to RADIUS

Answer: C,D

Explanation:
According to the exhibit, the RADIUS server configuration on FortiGate points to FortiAuthenticator, which is acting as an
authentication proxy and is configured to relay all authentication requests to a remote Windows AD server using LDAP. However,
LDAP does not support MSCHAP2 authentication, which is required for RADIUS. Therefore, option A is true because on
FortiAuthenticator, enabling Windows Active Directory Domain Authentication will add FortiAuthenticator to the Windows domain
and allow it to use MSCHAP2 authentication with the AD server. Option C is also true because on FortiAuthenticator, changing the
back- end authentication server from LDAP to RADIUS will allow it to use MSCHAP2 authentication with the AD server. Option
B is false because on FortiGate, configuring the NAS IP setting on the RADIUS server will not affect the MSCHAP2 authentication,
but rather the source IP address of the RADIUS packets. Option D is false because on FortiGate, updating the Secret setting on
theRADIUS server will not affect the MSCHAP2 authentication, but rather the shared secret between FortiGate and
FortiAuthenticator.



NEW QUESTION # 53 
Which CLI command should an administrator use to view the certificate verification process in real time?

A. diagnose debug application authd -1
B. diagnose debug application radiusd -1
C. diagnose debug application foauthd -1
D. diagnose debug application fnbamd -1

Answer: C

Explanation:
Explanation
According to the FortiOS CLI Reference Guide, "The diagnose debug application foauthd command enables debugging of
certificate verification process in real time." Therefore, option A is true because it describes the CLI command that an administrator
should use to view the certificate verification process in real time. Option B is false because diagnose debug application radiusd -1
enables debugging of RADIUS authentication process, not certificate verification process. Option C is false because diagnose debug
application authd -1 enables debugging of authentication daemon process, not certificate verification process. Option D is false
because diagnose debug application fnbamd -1 enables debugging of FSSO daemon process, not certificate verification process.

NEW QUESTION # 54 
Refer to the exhibit.

Examine the RADIUS server configuration shown in the exhibit
An administrator has configured a RADIUS server on FortiGate that points to FortiAuthenticator FortiAuthenticator is acting as an
authentication proxy and is configured to relay all authentication requests to a remote Windows AD server using LDAP While testing
the configuration the administrator noticed that the diagnosetest authserver command worked with PAP, however authentication
requests failed when using MSCHAP2 Which two solutions can the administrator implement to get MSCHAP2 authentication to
work'' (Choose two.)

A. On FortiGate configure the NAS IP setting on the RADIUS
server
B. On FortiGate update the Secret setting on the RADIUS server
C. On FortiAuthenticator enable Windows Active Directory Domain Authentication to add FortiAuthenticator to the
Windows domain
D. On FortiAuthenticator change the back-end authentication server from LDAP to RADIUS

Answer: C,D

Explanation:
Explanation



According to the exhibit, the RADIUS server configuration on FortiGate points to FortiAuthenticator, which is acting as an
authentication proxy and is configured to relay all authentication requests to a remote Windows AD server using LDAP. However,
LDAP does not support MSCHAP2 authentication, which is required for RADIUS. Therefore, option A is true because on
FortiAuthenticator, enabling Windows Active Directory Domain Authentication will add FortiAuthenticator to the Windows domain
and allow it to use MSCHAP2 authentication with the AD server. Option C is also true because on FortiAuthenticator, changing the
back-end authentication server from LDAP to RADIUS will allow it to use MSCHAP2 authentication with the AD server. Option B
is false because on FortiGate, configuring the NAS IP setting on the RADIUS server will not affect the MSCHAP2 authentication,
but rather the source IP address of the RADIUS packets. Option D is false because on FortiGate, updating the Secret setting on the
RADIUS server will not affect the MSCHAP2 authentication, but rather the shared secret between FortiGate and
FortiAuthenticator.

NEW QUESTION # 55 
You are configuring a FortiGate wireless network to support automated wireless client quarantine using IOC Which two
configurations must you put in place for a wireless client to be quarantined successfully? (Choose two)

A. Configure a firewall policy to allow communication
B. Configure the FortiGate device in the Security Fabric with a FortiAnalyzer device
C. Configure the wireless network to be in tunnel mode
D. Configure the wireless network to be in bridge mode

Answer: B,C

Explanation:
Explanation
According to the FortiGate Administration Guide, "To enable automated wireless client quarantine using IOC, you must configure
the following settings: Configure your wireless network to be in tunnel mode. This allows FortiGate to inspect all wireless traffic and
applysecurity policies. Configure your FortiGate device in the Security Fabric with a FortiAnalyzer device. This allows FortiAnalyzer
to detect indicators of compromise (IOC) from wireless traffic and send quarantine commands to FortiGate." Therefore, options A
and B are true because they describe the configurations that must be put in place for a wireless client to be quarantined successfully
using IOC. Option C is false because configuring a firewall policy to allow communication is not required, as the default firewall
policy for tunnel mode wireless networks is to allow all traffic. Option D is false because configuring the wireless network to be in
bridge mode is not supported, as FortiGate cannot inspect or quarantine wireless traffic in bridge mode.

NEW QUESTION # 56
......
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