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Ping Identity Certified Professional - PingAccess Sample Questions (Q13-
Q18):
NEW QUESTION # 13 
The performance testing team finds that an API hosted in a remote datacenter is experiencing higher response times compared to
similar APIs hosted onsite. Which option in PingAccess can be used to improve performance in this scenario?

A. Reduce the number of attributes in the ID Token
B. Move the API to a separate Virtual Host
C. Reduce the Key Roll Interval on the web session
D. Enable Cache Token on the OAuth Resource Server

Answer: D

Explanation:
When APIs are remote, latency is introduced by frequent token validation requests. EnablingCache Tokenon the OAuth Resource
Server reduces repeated validation calls and improves performance.
Exact Extract:
"The OAuth Resource Server configuration includes aCache Tokenoption that improves performance by reducing round trips for
token validation."
* Option Ais incorrect - key rolling affects cryptographic keys, not API latency.
* Option Bis incorrect - virtual hosts control external FQDNs, not performance.
* Option Cis incorrect - token attribute size does not significantly affect remote latency.
* Option Dis correct - caching tokens reduces validation overhead.
Reference:PingAccess Administration Guide -OAuth Resource Server Settings

NEW QUESTION # 14 
During a business review of an application, the administrator needs to change the Resource Authentication to anonymous. What are
the two effects of making this change to the resource? (Choose 2 answers.)

A. The resource requires no further authentication, and Identity Mappings still apply.
B. The resource requires no further authentication, and all Access Control rules still apply.
C. The resource requires no further authentication, and Processing rules still apply.
D. Requests to this resource are not logged, and Identity Mappings are applied.
E. The resource requires no further authentication, and no rules will apply.

Answer: A,C

Explanation:
When a resource is configured asanonymous, PingAccess does not challenge the user for authentication.
However, certain processing and identity propagation still occur.
Exact Extract:
"Anonymous resources do not require authentication. Identity mappings and request/response processing rules still apply."
* Option Ais incorrect because rules such as identity mappings and processing still apply.
* Option Bis correct - Identity Mappings can still forward attributes, even for anonymous access.
* Option Cis correct - Processing rules (e.g., request/response modifications) still apply.
* Option Dis incorrect - requestsarelogged; anonymous does not disable logging.
* Option Eis incorrect - access control rules (authorization) are not evaluated for anonymous resources.
Reference:PingAccess Administration Guide -Resource Authentication

NEW QUESTION # 15 
Users report the following about access to an application:
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* Inconsistent behavior depending on the browser used
* Denied access
* Prompt to accept a security exception
Which configuration option should the administrator adjust?

A. Validate Session
B. SameSite Cookie
C. Enable PKCE
D. Request Preservation

Answer: B

Explanation:
Modern browsers enforce stricter cookie handling rules. If cookies are not configured correctly with the SameSiteattribute, behavior
can differ across browsers, leading to inconsistent authentication and access denials. Security exceptions may appear when session
cookies are blocked.
Exact Extract:
"The SameSite cookie setting defines how browsers send cookies in cross-site requests. Misconfigured SameSite values can lead to
inconsistent application behavior across browsers."
* Option A (Enable PKCE)is related to OAuth flow security, not browser cookie behavior.
* Option B (SameSite Cookie)is correct - this directly explains the inconsistent browser issues.
* Option C (Request Preservation)ensures query parameters are kept, not related to cross-browser session handling.
* Option D (Validate Session)checks session state but does not address browser inconsistencies.
Reference:PingAccess Administration Guide -Web Session Cookie Settings

NEW QUESTION # 16 
An organization wants to take advantage of a new product feature that requires upgrading the PingAccess cluster from 7.3 to the
current version. The administrator downloads the required files and places the files on the PingAccess servers. What should the
administrator do next?

A. Disable cluster communication.
B. Upgrade the Replica Admin.
C. Upgrade the Admin Console.
D. Disable Key Rolling.

Answer: C

Explanation:
When upgrading a PingAccess cluster, theAdmin Console node must always be upgraded firstbefore any replica admin or engine
nodes. This ensures that the configuration and schema changes introduced in the new version are properly applied and replicated.
Exact Extract (from PingAccess documentation):
"In a clustered environment, you must first upgrade theadministrative console nodebefore upgrading any replica administrative nodes
or engine nodes." Why A is correct:
* A. Upgrade the Admin Console- This is correct because the admin console node acts as the configuration master in a PingAccess
cluster. Upgrading it first ensures the new version schema is available to replicas and engines.
Why the other options are incorrect:
* B. Disable cluster communication- This is not required for standard upgrades. Cluster communication remains in place to
synchronize changes after the upgrade.
* C. Disable Key Rolling- Key rolling is unrelated to the upgrade process. It is a feature used for key rotation, not version upgrades.
* D. Upgrade the Replica Admin- This is incorrect because upgrading a replica admin before the primary administrative console is
against the documented procedure and would cause replication issues.
Reference:
Upgrading PingAccess in a Clustered Environment(PingAccess Upgrade Guide) PingAccess Administration Guide - Upgrade
Process

NEW QUESTION # 17 
An application owner would like customized errors for rule violations within an application. Where is this configured?

A. When combining Rules into Rule Sets



B. Within the Root Resource of the Application
C. When assigning a Rule to a Resource
D. Within the Rule definition

Answer: B

Explanation:
PingAccess allows administrators to configurecustom error pages or messagesat theRoot Resource levelof an application. This
ensures that when rule violations (e.g., authorization failures) occur, the application can display tailored error responses.
Exact Extract:
"Custom error handling for rule violations is configured within the Root Resource of an application."
* Option Ais incorrect - assigning a rule to a resource does not allow defining custom errors.
* Option Bis correct - the Root Resource is where administrators define custom error handling for the entire application.
* Option Cis incorrect - Rule Sets only combine rules; they do not handle error responses.
* Option Dis incorrect - individual rule definitions do not contain custom error configurations.
Reference:PingAccess Administration Guide -Configuring Application Resources and Error Handling

NEW QUESTION # 18
......
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