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CheckPoint Check Point Certified Maestro Expert - R81 (CCME) Sample
Questions (Q43-Q48):
NEW QUESTION # 43 
What can be learned from the output of sx_api_ports_dump.py command?

A. Information about Security Groups
B. Orchestrator port status
C. Information about downlink ports only
D. Information about backplane bonds

Answer: D

Explanation:
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Explanation
References
*R81.20 Maestro Cheat Sheet version 7 - Check Point CheckMates, page 2
*[Maestro Expert (CCME) Course - Check Point Software], page 31
*[Check Point Certified Maestro Expert (CCME) R81.X - Global Knowledge], page 3

NEW QUESTION # 44 
What command can be run to show which SGM is selected to receive traffic?

A. asg monitor
B. g_tcpdump
C. dxl calc
D. asg calc

Answer: D

Explanation:
The asg calc command is a tool to show which SGM is selected to receive traffic based on the distribution mode and the packet
parameters. It takes the port number, the source IP, the destination IP, and optionally the source port and the destination port as
arguments and returns the SGM ID and the hash value. For example, asg calc 1 10.0.0.1 20.0.0.2 1234 80 will show which SGM
will receive the traffic from 10.0.0.1:1234 to
20.0.0.2:80 on port 1.
References
*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 4: Using the Command Line Interface and WebUI,
Lesson 4.1: asg calc, page 4-5
*Check Point R81 Maestro Administration Guide, Chapter 4: Using the Command Line Interface and WebUI, Section: asg calc,
page 4-5
*asg calc - Check Point Software

NEW QUESTION # 45 
There are two appliances within the same Security Group. One of them is connected by One downlink only, another one by Two
downlinks. Assuming there's no NAT and no VPN, what would be proportion of traffic distribution done by Orchestrator?

A. 33%/66%
B. 100%/0%
C. 50%/50%
D. 66%/33%

Answer: C

Explanation:
Explanation
The proportion of traffic distribution done by Orchestrator depends on the traffic distribution mode that is configured for the Security
Group. There are three modes: Round Robin, Load Sharing, andActive/Standby1.
*Round Robin mode distributes the traffic equally among all the appliances in the Security Group, regardless of the number of
downlinks they have. This mode is suitable for scenarios where all the appliances have similar performance and capacity. In this
mode, the proportion of traffic distribution would be 50%/50% for two appliances with one and two downlinks respectively.
*Load Sharing mode distributes the traffic proportionally to the number of downlinks each appliance has. This mode is suitable for
scenarios where the appliances have different performance and capacity. In this mode, the proportion of traffic distribution would be
33%/66% for two appliances with one and two downlinks respectively.
*Active/Standby mode distributes the traffic to only one appliance at a time, while the other appliances are in standby mode. This
mode is suitable for scenarios where high availability is required. In this mode, the proportion of traffic distribution would be
100%/0% or 0%/100% for two appliances with one and two downlinks respectively, depending on which appliance is active.
Since the question does not specify the traffic distribution mode, the default mode is Round Robin2.
Therefore, the proportion of traffic distribution would be 50%/50% for two appliances with one and two downlinks respectively.

NEW QUESTION # 46 



When a VPN tunnel is formed with a Maestro SGM,

A. The MHO handles the IKE before distributing the traffic to a SGM to handle all encrypted traffic. This helps to prevent
any issues with the correction layer.
B. SGM 1 analyzes the policy and topology. If encryption is required, it calculates the tunnel owner's IP address. SGM 1
sends a clear packet to the tunnel owner. SGM 2 is now the connectionand tunnel owner.
C. The receiving SGM makes an encryption decision. The SGM then syncs the traffic to two backup SGMs: one for clear
traffic and one for encrypted traffic.
D. The MHO distributes copies of the packets to two different SGMs because SGM 1 will handle the clear traffic IKE
exchange packets, while SGM2 handles encrypted packets.

Answer: A

Explanation:
Explanation
In scalable security environments, initial IKE (Internet Key Exchange) handling by a central orchestrator before distributing traffic for
encryption is a common approach to maintain efficiency and security.

NEW QUESTION # 47 
How does HyperSync work in a Dual Site environment?

A. Each active connection has two local backups (on the local site) and a third backup connection on the second site (remote
site.)
B. Each active connection has a backup connection on the second site (remote site.)
C. Each active connection has a local backup (on the local site) and a second backup connection on each of the MHOs.
D. Each active connection has a local backup (on the local site) and a second backup connection on the second site (remote
site.)

Answer: D

NEW QUESTION # 48
......
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