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Fortinet FCP - FortiGate 7.4 Administrator Sample Questions (Q80-Q85):

NEW QUESTION # 80
Which of the following statements correctly describes FortiGates route lookup behavior when searching for a suitable gateway?
(Choose two)

A. Lookup is done on every packet, regardless of direction

B. Lookup is done on the first reply packet fiom the responder
C. Lookup is done on the last packet sent from the responder
D. Lookup is done on the first packet from the session originator

Answer: B,D

Explanation:

FortiGate performs route lookup based on the trust packet. The trust packet is the first packet of the session that is sent by the
session originator.

This is the packet that initiates the communication. The route lookup is also done on the trust reply packet, which is the first reply
packet received from the responder.

In summary, FortiGate looks at the initial packet from the session originator and the first reply packet from the responder when
performing route lookup to determine the suitable gateway.

NEW QUESTION # 81
Examine the exhibit, which shows a firewall policy configured with multiple security profiles.
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Which two secun't}; pr(;:ﬁlﬁeﬂsr are handled by-theJIPS engne? (Choose two.)

A. TIPS

B. Application Control
C. Web Filter

D. AntiVirus

Answer: A,B

Explanation:

When the FortiGate is set for proxy inspection mode, the IPS engine will handle the Application Control and IPS security profiles.
The security profiles that will be handled by the IPS engine when the FortiGate is set for proxy inspection mode are Application
Control and IPS. In this mode, the FortiGate acts as an intermediary between the client and the server, intercepting and inspecting
traffic to enforce security policies. The IPS engine is responsible for analyzing network traffic and identifying any malicious or
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suspicious activity based on predefined rules and signatures.

NEW QUESTION # 82
Refer to the exhibits, which show the system performance output and the default configuration of high memory usage thresholds in a
FortiGate.

System Performance output

F:=RTINE
# get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 4%, iTq 0% softirqg

CPUO states: 0% user 0% system 0% nice 100% idle 0% iewaic' 0% irg 0% softirqg

Memory: 2061108k total, 1854997k used (90%), 106111k free (5.1%), 100000k freeable (4.8%)
Average netwcrk usage: 83 / O kbps in 1 minote, 83 /70 kbps in 10 minutes, 81 / 0 kbps in 30
minutes

Average sessions: 5 sessions in 1 minute, @ ‘seéssions in 10 minutes, 3 sessions in 30 minutes
Average session setup rate: 0 sessions pér“second in last 1 minute, 0 sessions per second in last
10 minutes, 0 sessions per second inp, Ydst 30 minutes

virus caught: 0 total in 1 minute

I1PS attacks blocked: 0 total id L'minute

Optime: 10 days, 3 hours, (28B'minutes

Memory usage threshold settings

config system global
set memory-use-threshold-red 88
set memory-use-threshold-extreme 95

E:E H;Em.l;ry—usa— threshold-green B82
end

Based on the system performance output, what can be the two possible outcomes? (Choose two.)

A. Administrators cannot change the configuration.

B. FortiGate will start sending all files to FortiSandbox for inspection.
C. Administrators can access FortiGate onlythrough the console port.
D. FortiGate has entered conserve mode.

Answer: C,D

Explanation:

Based on the system performance output provided, the memory usage on the FortiGate device is at 90%, which is above the green
threshold (82%) but below the red threshold (88%). Given this high memory usage, the FortiGate device will enter "conserve mode"
to prevent further resource exhaustion. In conserve mode:

B . FortiGate has entered conserve mode: When the memory usage reaches or exceeds certain thresholds (in this case, the green
and red thresholds), the FortiGate enters conserve mode to protect itself from running out of memory entirely. This mode limits some
functionalities to reduce memory usage and avoid a potential system crash.

D . Admmistrators can access FortiGate only through the console port: During conserve mode, admmistrative access might be
restricted, and admmistrators may only be able to connect to the device via the console port. This restriction is in place to ensure that
the FortiGate can be managed directly, even under low resource conditions.

The other options are not correct:

A . FortiGate will start sending all files to FortiSandbox for inspection: This is unrelated to memory usage and conserve mode.

C . Admmistrators cannot change the configuration: While access may be limited, configuration changes can still be made via the
console port.

Reference

FortiOS 7.4.1 Admmistration Guide - Monitoring System Resources and Performance, page 325.

FortiOS 7.4.1 Admnistration Guide - Conserve Mode, page 330.



NEW QUESTION # 83
Refer to the exhibits.
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Local-FortiGate # show full-configuration system csf
config system csf

set status enable

set upstream **

set upstream-port 8013

set group-name "fortinet®

set group-password ENC Y9ynT+64RpCTpVdgSmoQHZ42mYSIZNNZLNvgZMXjyN
9hSJIJEIKYI1o3XxygldvNxPId8TSxctBUs2yTrgIcHCA/QHrByXSXIPEeHC6uTkglPJIr

W6GypwDUbSO3VFgPDASFYYteQesmwoltGeBdBLga+thUcgunLD1z/978Bp+PLLSnrA==

set accept-auth-by-cert enable

set log-unification enable

set authorization-raquest-type serial
set fabric-workers 2

set downstream-access disable

set configuration-sync default

set fabric-object-unification local
set saml-configuration-sync default



Security Fabric configuration on ISFW

ISFW ¢ show full-configuration system csf
config system csf

set status enable

set upstream "10.0.1.254"

set upstream-port 8013

set group-name °'°

set accept-auth-by-cert enable

set log-unification enable

set authorization-request-type serial

set fabric-workers 2

set downstream-access disable

set configuration-sync default

set saml-configuration-sypeziomay |MNE

An admmnistrator creates a new address object on the root FortiGate (Local-FortiGate) in the security fabric. After synchronization,
this object is not available on the downstream FortiGate (ISFW).
‘What must the administrator do to synchronize the address object?

¢ A. Change the csfsetting on both devices to sec downscream-access enable.

¢ B. Change the csf'setting on ISFW (downstream) to sec configuration-sync local.

¢ (. Change the csf'setting on ISFW (downstream) to sec auchorizacion-requesc-cype certificace.
e D. Change the csf'setting on Local-FortiGate (root) to sec fabric-object-unification default.

Answer: D

Explanation:

The current setting for the root FortiGate (Local-FortiGate) is fabric-object-unification local, which means that new address objects
are not shared across the security fabric. Changing this setting to fabric-object-unification default will allow address objects to be
synchronized and shared with downstream devices like the ISFW.

NEW QUESTION # 84
An admmnistrator configures FortiGuard servers as DNS servers on FortiGate using default settings.
What is true about the DNS connection to a FortiGuard server?

e A Ttuses DNS over HTTPS.
e B. It uses UDP 8888.

e (. Ituses DNS over TLS.

e D. It uses UDP 53.

Answer: C



Explanation:
By default, DN'S queries to FortiGuard servers use UDP port 53.

NEW QUESTION # 85
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