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Fortinet FCP_FGT_AD-7.4 Exam Syllabus Topics:

Topic Details

Topic 1
Content Inspection: This section covers how to inspect encrypted traffic, configure inspection modes, apply
web filtering, manage applications, set antivirus modes, and implement IPS for security.

Topic 2
Deployment and System Configuration: This section covers how to set up initial configurations, implement
Fortinet Security Fabric, and configure an FGCP HA cluster; diagnose resources and connectivity.

Topic 3
Firewall Policies and Authentication: This topic covers how to set firewall policies, configure SNAT
DNAT, implement authentication methods, and deploy FSSO.

Topic 4
Routing: This section covers how to set up packet routing with static routes and configure SD-WAN for
efficient traffic load balancing.

Topic 5
VPN: In this section, the focus is on how to configure SSL VPNs for secure network access and
implement meshed or redundant IPsec VPNs.
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Once you start to become diligent and persistent, you will be filled with enthusiasms. Nothing can defeat you as long as you are
optimistic. We sincerely hope that our FCP_FGT_AD-7.4 study materials can become your new purpose. Our FCP_FGT_AD-7.4
study materials can teach you much practical knowledge, which is beneficial to your career development. In order to survive in the
society and realize our own values, learning our FCP_FGT_AD-7.4 Study Materials is the best way. Never top improving yourself.
The society warmly welcomes struggling people.

Fortinet FCP - FortiGate 7.4 Administrator Sample Questions (Q80-Q85):
NEW QUESTION # 80 
Which of the following statements correctly describes FortiGates route lookup behavior when searching for a suitable gateway?
(Choose two)

A. Lookup is done on every packet, regardless of direction
B. Lookup is done on the first reply packet from the responder
C. Lookup is done on the last packet sent from the responder
D. Lookup is done on the first packet from the session originator

Answer: B,D

Explanation:
FortiGate performs route lookup based on the trust packet. The trust packet is the first packet of the session that is sent by the
session originator.
This is the packet that initiates the communication. The route lookup is also done on the trust reply packet, which is the first reply
packet received from the responder.
In summary, FortiGate looks at the initial packet from the session originator and the first reply packet from the responder when
performing route lookup to determine the suitable gateway.

NEW QUESTION # 81 
Examine the exhibit, which shows a firewall policy configured with multiple security profiles.

Which two security profiles are handled by the IPS engine? (Choose two.)

A. IPS
B. Application Control
C. Web Filter
D. AntiVirus

Answer: A,B

Explanation:
When the FortiGate is set for proxy inspection mode, the IPS engine will handle the Application Control and IPS security profiles.
The security profiles that will be handled by the IPS engine when the FortiGate is set for proxy inspection mode are Application
Control and IPS. In this mode, the FortiGate acts as an intermediary between the client and the server, intercepting and inspecting
traffic to enforce security policies. The IPS engine is responsible for analyzing network traffic and identifying any malicious or
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suspicious activity based on predefined rules and signatures.

NEW QUESTION # 82 
Refer to the exhibits, which show the system performance output and the default configuration of high memory usage thresholds in a
FortiGate.

Based on the system performance output, what can be the two possible outcomes? (Choose two.)

A. Administrators cannot change the configuration.
B. FortiGate will start sending all files to FortiSandbox for inspection.
C. Administrators can access FortiGate onlythrough the console port.
D. FortiGate has entered conserve mode.

Answer: C,D

Explanation:
Based on the system performance output provided, the memory usage on the FortiGate device is at 90%, which is above the green
threshold (82%) but below the red threshold (88%). Given this high memory usage, the FortiGate device will enter "conserve mode"
to prevent further resource exhaustion. In conserve mode:
B . FortiGate has entered conserve mode: When the memory usage reaches or exceeds certain thresholds (in this case, the green
and red thresholds), the FortiGate enters conserve mode to protect itself from running out of memory entirely. This mode limits some
functionalities to reduce memory usage and avoid a potential system crash.
D . Administrators can access FortiGate only through the console port: During conserve mode, administrative access might be
restricted, and administrators may only be able to connect to the device via the console port. This restriction is in place to ensure that
the FortiGate can be managed directly, even under low resource conditions.
The other options are not correct:
A . FortiGate will start sending all files to FortiSandbox for inspection: This is unrelated to memory usage and conserve mode.
C . Administrators cannot change the configuration: While access may be limited, configuration changes can still be made via the
console port.
Reference
FortiOS 7.4.1 Administration Guide - Monitoring System Resources and Performance, page 325.
FortiOS 7.4.1 Administration Guide - Conserve Mode, page 330.



NEW QUESTION # 83 
Refer to the exhibits.



An administrator creates a new address object on the root FortiGate (Local-FortiGate) in the security fabric. After synchronization,
this object is not available on the downstream FortiGate (ISFW).
What must the administrator do to synchronize the address object?

A. Change the csf setting on both devices to sec downscream-access enable.
B. Change the csf setting on ISFW (downstream) to sec configuration-sync local.
C. Change the csf setting on ISFW (downstream) to sec auchorizacion-requesc-cype certificace.
D. Change the csf setting on Local-FortiGate (root) to sec fabric-object-unification default.

Answer: D

Explanation:
The current setting for the root FortiGate (Local-FortiGate) is fabric-object-unification local, which means that new address objects
are not shared across the security fabric. Changing this setting to fabric-object-unification default will allow address objects to be
synchronized and shared with downstream devices like the ISFW.

NEW QUESTION # 84 
An administrator configures FortiGuard servers as DNS servers on FortiGate using default settings.
What is true about the DNS connection to a FortiGuard server?

A. It uses DNS over HTTPS.
B. It uses UDP 8888.
C. It uses DNS over TLS.
D. It uses UDP 53.

Answer: C



Explanation:
By default, DNS queries to FortiGuard servers use UDP port 53.

NEW QUESTION # 85
......
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