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NEW QUESTION # 20
Refer to the exhibit.
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You are navigating through FortiSIEM in an OT network.
How do you view mformation presented in the exhibit and what does the FortiGate device security status tell you?

A. In the summary dashboard and there are one or more high-severity security incidents for the FortiGate device.

B. In the widget dashboard and there are one or more high-severity incidents for the FortiGate device.

C. Inthe PCI logging dashboard and there are one or more high-severity security incidents for the FortiGate device.

D. In the business service dashboard and there are one or more high-severity security incidents for the FortiGate device.

Answer: A

NEW QUESTION # 21
Refer to the exhibit.
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PLC-3 and CLIENT can send traffic to PLC-1 and PLC-2. FGT-2 has only one software switch (SSW-1) connecting both PLC-3
and CLIENT. PLC-3 and CLIENT can send traffic to each other at the Layer 2 level.
‘What must the OT admin do to prevent Layer 2-level commumnication between PLC-3 and CLIENT?

A. Enable explicit intra-switch policy to require firewall policies on FGT-2.

B. Implement policy routes on FGT-2 to control traffic between devices.

C. Set a unique forward domain for each interface of the software switch.

D. Create a VLAN for each device and replace the current FGT-2 software switch members.

Answer: C,D




NEW QUESTION # 22
‘What can be assigned using network access control policies?

¢ A Logical networks

¢ B. Profiling rules

¢ C. Layer 3 polling intervals

¢ D. FortiNAC device polling methods
Answer: A
NEW QUESTION # 23
Refer to the exhibit.
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The IPS profile is added on all of the security policies on FortiGate.
For an OT network, which statement of the IPS profile is true?

A. ALLTPS signatures are overridden and must block traffic match signature patterns.
B. FortiGate has no IPS industrial signature database enabled.

C. The IPS profile inspects only traffic orignating from SCADA equipiment.

D. The listed IPS signatures are classified as SCADAapphcat nns

Answer: D

NEW QUESTION # 24
What are two benefits of a Nozomi integration with FortiNAC? (Choose two.)

A. Tmportation and classification of hosts

B. Direct VLAN assignment

C. Adapter consolidation for multi-adapter hosts
D. Enhanced point of connection details

Answer: AD

Explanation:

Explanation

The two benefits of a Nozomi integration with FortiNAC are enhanced point of connection details and importation and classification
of hosts. Enhanced point of connection details allows for the identification and separation of traffic from multiple points of



connection, such as Wi-Fi, wired, cellular, and VPN. Importation and classification of hosts allows for the automated importing and
classification of host and device information into FortiNAC. This allows for better visibility and control of the network.

NEW QUESTION # 25
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