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NEW QUESTION # 130 
The incident response team has completed root cause analysis for an incident. Which of the following actions should be taken in the
next phase of the incident response process? (Choose two.)

A. Updating policies and procedures
B. Investigating responsible staff
C. Drafting a recovery plan for the incident
D. Training staff for future incidents
E. Providing a briefing to management

Answer: A,C

NEW QUESTION # 131 
A security administrator needs to review events from different systems located worldwide. Which of the following is MOST
important to ensure that logs can be effectively correlated?

A. Logs should be synchronized to a common, predefined time source.
B. Logs should contain the username of the user performing the action.
C. Logs should include the physical location of the action performed.
D. Logs should be synchronized to their local time zone.

Answer: D

NEW QUESTION # 132 
Which concept involves having more than one person required to complete a task?

A. Discretionary access control
B. Separation of duties
C. Least privilege
D. Mandatory access control

Answer: B

Explanation:
Separation of duties involves dividing responsibilities so that no single individual has control over all aspects of a task. This practice is
used to prevent fraud, errors, or misuse by ensuring that multiple individuals are required to complete critical tasks.

NEW QUESTION # 133 
An organization that recently suffered a ransomware attack found that its backups were faulty. Which of the following steps could
BEST ensure reliable backups in the future?

A. Storing backups at an offsite location.
B. Conducting a full asset inventory assessment.
C. Implementing periodic tests of backups.
D. Backing up all data to solid-state storage.

Answer: C

Explanation:
Implementing periodic tests of backups ensures that the backups are functional and reliable when they are needed. Regular testing
helps verify that the data can be restored successfully and that the backup process is working correctly, which is crucial for effective
recovery from an attack like ransomware.

NEW QUESTION # 134 
What describes the BEST approach for developing a plan to continuously assess and track vulnerabilities on all organizational assets
and infrastructure in order to remediate and minimize the opportunity for attacks?



A. Establish and maintain detailed enterprise asset inventory.
B. Establish and maintain a data management process.
C. Establish and maintain a data classification scheme.
D. Establish and maintain a risk-based remediation strategy.

Answer: D

Explanation:
A risk-based remediation strategy focuses on continuously assessing and tracking vulnerabilities across all organizational assets and
infrastructure, prioritizing remediation based on the level of risk each vulnerability poses. This ensures that the most critical
vulnerabilities are addressed first, minimizing the opportunity for attacks.
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......
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