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GIAC Defensible Security Architect Sample Questions (Q107-Q112):
NEW QUESTION # 107 
Which of the following strategies are effective for securing Zero Trust endpoints?
(Choose two)
Response:
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A. Hardening endpoints by disabling unused services
B. Enforcing multi-factor authentication (MFA) for all users
C. Allowing unrestricted access to network resources
D. Relying solely on traditional perimeter defense

Answer: A,B

NEW QUESTION # 108 
What is a key characteristic of the Zero Trust Model?
Response:

A. Relies solely on external threat intelligence
B. Unlimited access within the network perimeter
C. Trust is based on the network perimeter
D. Trust is never assumed and must be continually verified

Answer: D

NEW QUESTION # 109 
Which of the following is a core feature of cloud-based security architecture?
Response:

A. Physical security controls for on-premises data centers
B. User-based access control
C. Security policies based on network segmentation
D. Serverless infrastructure

Answer: B

NEW QUESTION # 110 
Your company is facing increased phishing attempts through email attachments. The security team has decided to implement an
SMTP proxy to improve email security. What are the key benefits of deploying an SMTP proxy, and how should it be configured to
block malicious content?
Response:

A. The SMTP proxy will encrypt all incoming emails and block any that are not encrypted
B. The SMTP proxy will filter email attachments and block suspicious content; it should be configured to scan attachments for
malware and enforce policies on acceptable attachment types
C. The SMTP proxy will prevent users from accessing external websites while they are receiving emails
D. The SMTP proxy will focus on blocking all outbound email traffic to prevent data loss

Answer: B

NEW QUESTION # 111 
What is the role of red herring defenses in Zero Trust Networking?
Response:

A. To isolate domains within the network
B. To encrypt all network traffic
C. To confuse attackers by presenting false targets or information
D. To provide authentication for endpoint traffic

Answer: C

NEW QUESTION # 112
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