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NEW QUESTION # 56 
What elements should be addressed by a WLAN security policy? (Choose 2)

A. Enabling encryption to prevent MAC addresses from being sent in clear text
B. End-user training for password selection and acceptable network use
C. Social engineering recognition and mitigation techniques
D. The exact passwords to be used for administration interfaces on infrastructure devices
E. How to prevent non-IT employees from learning about and reading the user security policy

Answer: B,C

Explanation:
A strong WLAN security policy should encompass both technical controls and user education.
C). Educating users about secure password creation and acceptable use policies helps reduce risks due to weak authentication and
misuse.
E). Social engineering is a common attack vector, and educating users to recognize and report such attempts is critical.
Incorrect:
A). MAC addresses are always transmitted in the clear, even with encryption.
B). Policies should be shared with users to promote compliance and awareness.
D). Passwords for administrative systems should not be disclosed in public documentation or policy documents.
References:
CWSP-208 Study Guide, Chapter 2 (Security Policies and End-User Training) CWNP WLAN Security Policy Templates

NEW QUESTION # 57 
Given: XYZ Company has recently installed an 802.11ac WLAN. The company needs the ability to control access to network
services, such as file shares, intranet web servers, and Internet access based on an employee's job responsibilities.
What WLAN security solution meets this requirement?

A. A WLAN router with wireless VLAN support
B. A VPN server with multiple DHCP scopes
C. An autonomous AP system with MAC filters
D. A WLAN controller with RBAC features
E. WPA2-Personal with support for LDAP queries

Answer: D

Explanation:
Role-Based Access Control (RBAC) enables dynamic assignment of permissions and access rights based on a user's job function.
A WLAN controller with RBAC:
Can apply policies post-authentication.
Controls access to internal services (e.g., file shares, apps).
Assigns users to different VLANs or applies firewall rules based on roles.
Incorrect:
A). MAC filtering is not scalable or secure.
B). WPA2-Personal does not support user-based policies or LDAP integration.
C). DHCP scope assignment is not linked to user roles.
E). VLAN assignment via SSID is static and does not consider job function.
References:
CWSP-208 Study Guide, Chapter 6 (Access Control and Role-Based Policies) CWNP Enterprise WLAN Design Practices

NEW QUESTION # 58 
Which one of the following describes the correct hierarchy of 802.1X authentication key derivation?

A. The MSK is generated from the 802.1X/EAP authentication. The PMK is derived from the MSK. The PTK is derived
from the PMK, and the keys used for actual data encryption are a part of the PTK.
B. If passphrase-based client authentication is used by the EAP type, the PMK is mapped directly from the user's
passphrase. The PMK is then used during the 4-way handshake to create data encryption keys.
C. After successful EAP authentication, the RADIUS server generates a PMK. A separate key, the MSK, is derived from
the AAA key and is hashed with the PMK to create the PTK and GTK.



D. The PMK is generated from a successful mutual EAP authentication. When mutual authentication is not used, an MSK is
created. Either of these two keys may be used to derive the temporal data encryption keys during the 4-way handshake.

Answer: A

Explanation:
In 802.1X/EAP authentication:
The EAP method (e.g., EAP-TLS, PEAP) results in the generation of a Master Session Key (MSK).
The Pairwise Master Key (PMK) is derived from the MSK.
The Pairwise Transient Key (PTK) is derived from the PMK using nonces and MAC addresses during the 4- Way Handshake.
The PTK includes the actual keys used for data encryption.
Incorrect:
B). This applies to WPA/WPA2-Personal, not 802.1X/EAP.
C). The RADIUS server sends the MSK, not the PMK directly.
D). The MSK is always derived during EAP authentication, mutual or not.
References:
CWSP-208 Study Guide, Chapter 3 (Key Hierarchy)
IEEE 802.11i Specification

NEW QUESTION # 59 
Given: ABC Company has a WLAN controller using WPA2-Enterprise with PEAPv0/MS-CHAPv2 and AES- CCMP to secure
their corporate wireless data. They wish to implement a guest WLAN for guest users to have Internet access, but want to implement
some security controls. The security requirements for the hot-spot include:
* Cannot access corporate network resources
* Network permissions are limited to Internet access
* All stations must be authenticated
What security controls would you suggest? (Choose the single best answer.)

A. Configure access control lists (ACLs) on the guest WLAN to control data types and destinations.
B. Require guest users to authenticate via a captive portal HTTPS login page and place the guest WLAN and the corporate
WLAN on different VLANs.
C. Force all guest users to use a common VPN protocol to connect.
D. Implement separate controllers for the corporate and guest WLANs.
E. Use a WIPS to deauthenticate guest users when their station tries to associate with the corporate WLAN.

Answer: B

Explanation:
This solution meets all the requirements:
Captive portals allow simple authentication for guest users.
VLAN separation enforces network segmentation.
HTTPS ensures authentication is encrypted.
Incorrect:
A). Separate controllers are unnecessary and costly.
B). WIPS enforcement is reactive, not proactive for normal access control.
C). ACLs alone don't enforce authentication.
E). VPN requirements would be overly complex for guests.
References:
CWSP-208 Study Guide, Chapter 6 (Guest Network Architecture & Captive Portal Authentication)

NEW QUESTION # 60 
What software and hardware tools are used together to hijack a wireless station from the authorized wireless network onto an
unauthorized wireless network? (Choose 2)

A. RF jamming device and a wireless radio card
B. A wireless workgroup bridge and a protocol analyzer
C. A low-gain patch antenna and terminal emulation software
D. MAC spoofing software and MAC DoS software
E. DHCP server software and access point software



Answer: A,E

Explanation:
To hijack a wireless client, attackers often use:
An RF jamming device to disconnect the client from the legitimate AP (via deauth attacks or RF disruption) A rogue AP (created
using access point software) that impersonates the real network DHCP server software to assign IP addresses and act as a gateway,
completing the fake network Incorrect:
B). Terminal emulation is not relevant.
C). Workgroup bridges and protocol analyzers are for monitoring, not attacking.
E). MAC spoofing and DoS do not complete a hijack.
References:
CWSP-208 Study Guide, Chapter 5 (Hijacking Tools and Techniques)
CWNP Practical WLAN Attack Tools Guide
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