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want the TCP traffic between the remote endpoints and the protected servers to be processed by FortiGate.
In this scenario, which three setups will achieve the above requirements? (Choose three.)

A. Configure ZTNA tags on FortiGate.

B. Configure ZTNA servers and ZTNA policies on FortiGate.

C. Configure FortiGate as a zero trust network access (ZTNA) access proxy.
D. Configure private access policies on FortiSASE with ZTNA.

E. Sync ZTNA tags from FortiSASE to FortiGate.

Answer: A,B,C

Explanation:

To meet the requirements of implementing device posture checks for remote endpoints and ensuring that TCP traffic between the
endpoints and protected servers is processed by FortiGate, the following three setups are necessary:

Configure ZTNA tags on FortiGate (Option A):

ZTNA (Zero Trust Network Access) tags are used to define access control policies based on the security posture of devices. By
configuring ZTNA tags on FortiGate, administrators can enforce granular access controls, ensuring that only compliant devices can
access protected resources.

Configure FortiGate as a zero trust network access (ZTNA) access proxy (Option B):

FortiGate can act as a ZTNA access proxy, which allows it to mediate and secure connections between remote endpoints and
protected servers. This setup ensures that all TCP traffic passes through FortiGate, enabling inspection and enforcement of security
policies.

Configure ZTNA servers and ZTNA policies on FortiGate (Option C):

To enable ZTNA functionality, administrators must define ZTNA servers (the protected resources) and create ZTNA policies on
FortiGate. These policies determine how traffic is routed, nspected, and controlled based on device posture and user identity.

NEW QUESTION # 30
Which feature of FortiSASE is most beneficial for securing remote users in a hybrid network?
Response:

A. End-to-end encryption

B. Centralized management interface
C. Local breakout optimization

D. Direct internet access

Answer: D

NEW QUESTION # 31
Refer to the exhibit.

internet |

TINET

FortiClient FortiSASE

A company has a requirement to inspect all the endpoint internet traffic on FortiSASE, and exclude Google Maps traffic fiom the
FortiSASE VPN tunnel and redirect it to the endpoint physical Interface.
‘Which configuration must you apply to achieve this requirement?

¢ A. Configure the Google Maps FQDN as a split tunneling destination on the FortiSASE endpoint profile.
¢ B. Change the default DN server configuration on FortiSASE to use the endpoint system DNS.
¢ C. Exenpt the Google Maps FQDN from the endpoint system proxy settings.



¢ D. Configure a static route with the Google Maps FQDN on the endpoint to redirect traffic
Answer: A

Explanation:

To meet the requirement of inspecting all endpoint internet traffic on FortiSASE while excluding Google Maps traffic from the
FortiSASE VPN tunnel and redirecting it to the endpoint's physical interface, you should configure split tunneling. Split tunneling
allows specific traffic to bypass the VPN tunnel and be routed directly through the endpoint's local interface.

* Split Tunneling Configuration:

* Split tunneling enables selective traffic to be routed outside the VPN tunnel.

* By configuring the Google Maps Fully Qualified Domain Name (FQDN) as a split tunneling destination, you ensure that traffic to
Google Maps bypasses the VPN tunnel and uses the endpoint's local interface instead.

* Tmplementation Steps:

* Access the FortiSASE endpoint profile configuration.

* Add the Google Maps FQDN to the split tunneling destinations list.

* This configuration directs traffic intended for Google Maps to bypass the VPN tunnel and be routed directly through the endpoint's
physical network interface.

References:

FortiOS 7.2 Administration Guide: Provides details on split tunneling configuration.

FortiSASE 23.2 Documentation: Explains how to set up and manage split tunneling for specific destinations.

NEW QUESTION # 32

FortiSASE delivers a converged networking and security solution. Which two features help with ntegrating FortiSASE mto an
existing network?

(Choose two.)

Response:

A. SD-WAN

B. security, orchestration, automation, and response (SOAR)
C. zero trust network access (ZTNA)

D. remote browser isolation (RBI)

Answer: A,C

NEW QUESTION # 33
Refer to the exhibit. In the user connection monitor, the FortiSASE administrator notices the user name is showing random
characters. Which configuration change must the administrator make to get proper user information?
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A. Configure the username using FortiSASE naming convention.
B. Turn off log anonymization on FortiSASE.

C. Add more endpoint licenses on FortiSASE.

D. Change the deployment type from SWG to VPN.

Answer: B

Explanation:

In the user connection monitor, the random characters shown for the username indicate that log anonymization is enabled. Log
anonymization is a feature that hides the actual user information in the logs for privacy and security reasons. To display proper user
mformation, you need to disable log anonymization.

Log Anonymization:

‘When log anonymization is turned on, the actual usernames are replaced with random characters to protect user privacy.



This feature can be beneficial in certain environments but can cause issues when detailed user monitoring is required.
Disabling Log Anonymization:

Navigate to the FortiSASE settings.

Locate the log settings section.

Disable the log anonymization feature to ensure that actual usernames are displayed in the logs and user connection monitors.

NEW QUESTION # 34
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