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GIAC Enterprise Incident Response Sample Questions (Q92-Q97):
NEW QUESTION # 92 
Which of the following artifacts is essential for analyzing a cloud-based incident?
Response:

A. Network packets
B. Cloud service billing information
C. Employee timesheets
D. Physical server access logs

Answer: A

NEW QUESTION # 93 
Which of the following is a characteristic of cloud computing scalability?
Response:

A. Fixed computing resources
B. Limited access to resources based on geographic location
C. Ability to increase or decrease resources according to business needs
D. Decreased storage options as data grows

Answer: C

NEW QUESTION # 94 
What command in Linux would you use to list all active processes?
Response:

A. proc -list
B. showproc
C. ps -ef
D. lsproc

Answer: C

NEW QUESTION # 95 
For incident scoping, which of the following are recommended practices in data aggregation and analysis?
Response:

A. Utilizing cloud-based analytics for scalability
B. Manual log review by security analysts
C. Relying on data solely from external threat intelligence
D. Employing machine learning models for anomaly detection

Answer: A,D

NEW QUESTION # 96 
In the context of modern cyber attacks, what is the significance of 'indicators of compromise' (IoCs)?
Response:

A. They are the legal documentation required for data breach reporting.
B. They represent the digital artifacts on a network or an endpoint that indicate a potential breach.
C. They are used primarily to configure firewalls and other perimeter defenses.
D. They are metrics used to measure the effectiveness of an IT department.

Answer: B
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