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GIAC Security Operations Certified Sample Questions (Q32-Q37):

NEW QUESTION # 32
What advantage does integrating a Threat Intelligence Platform with a SIEM offer to a SOC?
Response:

e A Itallows the SOC to broadcast threat alerts on television.
e B. It transforms the SIEM into an autonomous Al entity.
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e (. It enables correlation of external threat data with internal event data for enhanced analysis.
e D. It provides a direct marketing channel to potential clients.

Answer: C

NEW QUESTION # 33
‘Which of the following is an indicator of a DNS-based attack?
Response:

A. Repeated failed login attempts

B. Frequent HTTP 404 errors

C. Unusually high traffic to a single DNS server
D. High CPU usage on endpoint devices

Answer: C

NEW QUESTION # 34
What is the primary fimction of the SMTP protocol in network commumications?
Response:

A. Email transmission

B. Secure shell access to remote servers
C. Web page serving

D. File transfer between systems

Answer: A

NEW QUESTION # 35
In the context of endpoint security, why is user training essential?
Response:

A. Users need to understand how to bypass security features when they find them inconvenient.

B. Educated users are less likely to fall victim to phishing attacks that could compromise endpoints.
C. Training allows users to take over the IT department's responsibilities for endpoint security.

D. Users prefer to be part of technical troubleshooting processes.

Answer: B

NEW QUESTION # 36

Which two types of software should be regularly updated to maintain endpoint security?
(Choose Two)

Response:

A. Operating system software

B. Third-party browser pligins

C. Entertainment media players

D. Custom screen saver applications

Answer: A,B

NEW QUESTION # 37
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