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CheckPoint 156-587 Exam Syllabus Topics:

Topic Details

Topic 1

Introduction to Advanced Troubleshooting: This section of the exam measures the skills of Check Point
Network Security Engineers and covers the foundational concepts of advanced troubleshooting techniques.
It introduces candidates to various methodologies and approaches used to identify and resolve complex
issues in network environments.
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Topic 2
Advanced Gateway Troubleshooting: This section of the exam measures the skills of Check Point Network
Security Engineers and addresses troubleshooting techniques specific to gateways. It includes methods for
diagnosing connectivity issues and optimizing gateway performance.

Topic 3
Advanced Firewall Kernel Debugging: This section of the exam measures the skills of Check Point
Network Security Administrators and focuses on kernel-level debugging for firewalls. Candidates will learn
how to analyze kernel logs and troubleshoot firewall-related issues at a deeper level.

Topic 4
Advanced Site-to-Site VPN Troubleshooting: This section of the exam measures the skills of Check Point
System Administrators and covers troubleshooting site-to-site VPN connections.
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CheckPoint Check Point Certified Troubleshooting Expert - R81.20 Sample
Questions (Q82-Q87):
NEW QUESTION # 82 
What is the correct syntax to set all debug flags for Unified Policy related issues?

A. fw ctl kdebug -m UP all
B. fw ctl debug -m fw all
C. fw ctl debug -m up all
D. fw ctl debug -m UP all

Answer: D

NEW QUESTION # 83 
An administrator receives reports about issues with log indexing and text searching regarding an existing Management Server. In
trying to find a solution she wants to check if the process responsible for this feature is running correctly. What is true about the
related process?

A. fwm manaqes this database after initialization of the 1CA
B. cpd needs to be restarted manual to show in the list
C. fwssd crashes can affect therefore not show in the list
D. solr is a child process of cpm

Answer: D

Explanation:
The process responsible for log indexing and text searching is solr, which is a child process of cpm. The solr process is responsible
for indexing the logs and providing the search engine for SmartLog and SmartConsole.
The solr process is started by the cpm process and can be monitored by the command cpwd_admin list. The solr process uses the
PostgreSQL database to store the indexed data and the Lucene library to perform the text search. The solr process can be affected
by various factors, such as the size and number of log files, the hardware resources, the network connectivity, and the configuration
settings. If the solr process is not running correctly, the administrator may experience issues with log indexing and text searching,
such as slow performance, missing logs, or incorrect results.
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NEW QUESTION # 84 
Where do you enable log indexing on the SMS?

A. SMS object under "Other"
B. SMS object under "Logs"
C. SMS object under "General Properties"
D. SMS object under "Advanced"

Answer: B

NEW QUESTION # 85 
What version of Check Point can Security Gateways begin dynamically distributing Logs between log servers?

A. R30
B. R81
C. R77
D. R75

Answer: B

NEW QUESTION # 86 
Your users are having trouble opening a Web page and you need to troubleshoot it. You open the Smart Console, and you get the
following message when you navigate to the Logs and Monitor "SmartLog is not active or Failed to parse results from server". What
is the first thing you can try to resolve it?

A. smartlog_server restart
B. cpmstop and cpmstart
C. smartlog debug on and smartlog debug off
D. Run the commands on the SMS: smartlogstart and smartlogstop

Answer: A

Explanation:
The error message "SmartLog is not active or Failed to parse results from server" indicates that there is a problem with the
SmartLog server process, which is responsible for indexing and querying the logs. One possible cause of this problem is a corrupted
log file or a mismatched IP address in the logging configuration files. Another possible cause is a communication failure between the
SmartLog server and the CPM process or the SmartConsole client. To resolve this issue, the first thing to try is to restart the
SmartLog server process by running the command smartlog_server restart on the Security Management Server or the Log Server.
This command will stop the SmartLog server, clean the buffer, and start it again. This may fix the corrupted log file or the
communication issue. If the problem persists, other steps may be needed, such as checking the network connectivity, the firewall
rules, the logging configuration files, the CPM process, or the SmartConsole client.
Reference:
1: "SmartLog is not active or unreachable" warning when trying to connect with SmartLog GUI to SmartLog Server
2: "SmartLog is not active" errors
3: Solved: Activate SmartLog in R80.10
4: Troubleshooting Check Point logging issues when Security Management Server / Log Server is not receiving logs from Security
Gateway Troubleshooting Expert R81.1 (CCTE) Course Outline) - Module 9: Logging and Status Troubleshooting.
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