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Q27):

NEW QUESTION # 22
What is encrypted within the third message of the 4- Way Handshake?

A. GMK
B. GTK
C.PIK
D. PMK

Answer: B

Explanation:

The GTK (Group Temporal Key) is encrypted within the third message of the 4-Way Handshake. The 4- Way Handshake is a
process that establishes a secure connection between a STA (station) and an AP (access point) using WPA2 (Wi-Fi Protected
Access 2), which is a security protocol that uses AES-CCMP (Advanced Encryption Standard-Counter Mode CBC-MAC
Protocol) as its encryption algorithm The 4- Way Handshake consists of four messages that are exchanged between the STA and
the AP. The first message is sent by the AP to the STA, containing the ANonce (Authenticator Nonce), which is a random number
generated by the AP. The second message is sent by the STA to the AP, containing the SNonce (Supplicant Nonce), which is a
random number generated by the STA, and the MIC (Message Integrity Code), which is a value that verifies the integrity of the
message. The third message is sent by the AP to the STA, containing the GTK,, which is a key that is used to encrypt and decrypt
multicast and broadcast data frames, and the MIC. The GTK is encrypted with the KEK (Key Encryption Key), which is derived
fromthe PTK (Pairwise Temporal Key).

The PTK is a key that is used to encrypt and decrypt unicast data frames, and it is derived from the PMK (Pairwise Master Key),
the ANonce, and the SNonce. The fourth message is sent by the STA to the AP, containing only the MIC, to confirm the
conpletion of the 4-Way Handshake. The other options are not correct, as they are not encrypted within the third message of the 4-
Way Handshake. The PMK is a key that is derived from a passphrase or obtained from an authentication server, and it is not
transmitted in any message of the 4-Way Handshake. The PTK is a key that is derived from the PMK, the ANonce, and the
SNonce, and it is not transmitted in any message of the 4-Way Handshake. The GMK (Group Master Key) is a key that is
generated by the AP and used to derive the GTK, and it is not transmitted in any message of the 4-Way Handshake. References:
[Wireless Analysis Professional Study Guide CWAP-405], Chapter 8: Security Analysis, page 211-213

NEW QUESTION # 23
You are tasked with describing the various frames used in 802.11 communications.
What frame is used for spectrum management, fast BSS transition and some other actions taken within a BSA?

A. BlockAck
B. Action
C.CTS

D. PS Poll

Answer: B

NEW QUESTION # 24
VolP is used heavily in your organization. You must troubleshoot problems with dropped calls on the WLAN.
What is a common cause of dropped calls when using Wi-Fi VoIP phones?

A. Data rates below 54 Mbps
B. Slow roaming

C. Use of WMM

D. Data rates below 75 Mbps

Answer: B

NEW QUESTION # 25
How many frames are exchanged for 802.11 authentication in the 6 GHz band when WPA3-Enterprise is not used, and a
passphrase is used instead?



A0
B. 1
C.2
D.3

Answer: D

Explanation:

Two frames are exchanged for 802.11 authentication in the 6 GHz band when WPA3-Enterprise is not used, and a passphrase is
used instead. Authentication is a process that establishes an identity relationship between a STA (station) and an AP (access point)
before joining a BSS (Basic Service Set). There are two types of authentication methods defined by 802.11: Open System
Authentication and Shared Key Authentication.

Open System Authentication does not require any credentials or security information froma STA to join a BSS, and it consists of
two frames: an Authentication Request frame sent by the STA to the AP, and an Authentication Response frame sent by the AP to
the STA. Shared Key Authentication requires a shared secret key froma STA to joina BSS, and it consists of four frames: two
challenge-response frames in addition to the request-response frames. However, Shared Key Authentication uses WEP (Wired
Equivalent Privacy) as its encryption algorithm, which is insecure and deprecated. In the 6 GHz band, which is a newly available
frequency band for WLANS, Shared Key Authentication is prohibited by the 802.11 standard, as it poses security and interference
risks for other users and services in the band. The 6 GHz band requires all WLANS to use WPA3-Personal or WPA3-Enterprise
encryption methods, which are more secure and robust than previous encryption methods such as WPA2 or WEP. WPA3-Personal
uses a passphrase to derive a PMK (Pairwise Master Key), while WPA3-Enterprise uses an authentication server to obtain a
PMK. Both methods use SAE (Simultaneous Authentication of Equals) as their authentication protocol, which replaces PSK (Pre-
Shared Key) or EAP (Extensible Authentication Protocol). SAE consists of two frames: an SAE Committ frame sent by both parties
to exchange elliptic curve parameters and nonces, and an SAE Confirm frame sent by both parties to verify each other's identities
and generate a PMK. Therefore, when WPA3-Enterprise is not used, and a passphrase is used instead in the 6 GHz band, only two
frames are exchanged for 802.11 authentication: an SAE Commit frame and an SAE Confirm frame. References: [Wireless Analysis
Professional Study Guide CWAP-405], Chapter 8: Security Analysis, page 220-221

NEW QUESTION # 26
In what scenario is Open Authentication without encryption not allowed based on the 802.11 standard?

A. When operating a BSS in FIPS mode

B. When operating a BS5 in the CBRS band

C. When operating a BSS in a government facility
D. When operating a BSS in the 6 GHz band

Answer: D

Explanation:

Open Authentication without encryption is not allowed when operating a BSS in the 6 GHz band, according to the 802.11 standard.
Open Authentication is a type of authentication method that does not require any credentials or security information froma STA
(station) to join a BSS (Basic Service Set). Open Authentication can be used with or without encryption, depending on the
configuration of the BSS and the STA. Encryption is a technique that scrambles the data frames using an algorithm and a key to
prevent unauthorized access or eavesdropping, However, in the 6 GHz band, which is a newly available frequency band for
WLANSs, Open Authentication without encryption is prohibited by the 802.11 standard, as it poses security and interference risks
for other users and services in the band. The 6 GHz band requires all WLANS to use WPA3-Personal or WPA3-Enterprise
encryption methods, which are more secure and robust than previous encryption methods such as WPA2 or WEP. The other
options are not correct, as they do not describe scenarios where Open Authentication without encryption is not allowed by the
802.11 standard.

When operating a BSS in the CBRS band, which is another newly available frequency band for WLANs, Open Authentication
without encryption is allowed, but not recommended, as it also poses security and interference risks for other users and services in
the band. When operating a BSS in FIPS mode, which is a mode that complies with the Federal Information Processing Standards
for cryptographic security, Open Authentication without encryption is allowed, but not compliant, as it does not meet the FIPS
requirements for encryption algorithms and keys. When operating a BSS in a government facility, Open Authentication without
encryption is allowed, but not advisable, as it may violate the government policies or regulations for wireless security. References:
[Wireless Analysis Professional Study Guide CWAP-405], Chapter 8: Security Analysis, page 220-221

NEW QUESTION # 27
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